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Government of India
Ministry of Personnel, Public Grievances and Pensions
rment of Personnel & Training
(Establishment, A-111 Desk)
North Block, New Delhi,
Dated: 29.04.2020
IORAND!
Subject:  Effective use of A,
{ransmission of COVID. 19,
With reference to the sub;
be followed to impy

@ ANl the officers,

ASelw’ App for breaking the chain of

(@ Before starting fo offce, they must evien their status on
eommute only when the app shows *safe’ or
(i) The officersstaff are advised tha i
has a ‘moderate” or *high risk’
(“recent contact with infected person’
selfisolate for 14 days o il thestaus becomes ‘sae’ or o, sk’
(). Joint Secretary (Administration) should ensure that above directions
followed in the respective Ministry/Department,
() Ministries Departments  may issue  similar instructions
autonomous/statutory bodies, PSUs etc. attached to them,
(4 Report on the action taken may be sent o the undersigned,

“Aarogyasetu’ and
“low risk’ status.

are strictly

o all

GRupati
(G. Jayanthi)
Joint Secretary to the Government of India

To:

L An Ministries/Departments of Government of India
2. PMO/Cabinet Secretariat

3. PStoMoS(PP)
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MINISTRY OF LAW AND JUSTICE
(Legislative Department)
New Delhi, the 121h December; 2019/Agrahayana 21, 1941 (Saka)

“The following Act of Parliament received the assent of the President on the
121h December, 2019, and is hereby published for general information: —

‘THE CITIZENSHIP (AMENDMENT) ACT, 2019
No. 47 0r 2019

[126h December, 2019.]
An Act further to amend the Citizenship Act, 1955.

B it enacted by Parliament in the Seventieth Year of the Republic of India s
followsi—

1.(1) This Act may be called the Citizenship (Amendment) Act, 2019, Short it and
(2) It shall come intoforce on such date asthe Central Government may, by notfication N
inthe Oficial Gazete, appoint.
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Amendment 2.Inthe Citizenship Act, 1955 (hereinafte referred toas the principal Act, i section2, 57 of 1955
of secton 2. in sub-section (1), i clause (b, the following proviso shall be inserted, namely:—

“Provided that any person belonging to Hindu, Sikh, Buddhis, Jain, Parsi or
Chistian community from Afghanistan, Bangladesh or Pakistan, who entered into

Indiaon or before the 31t day of December, 2014 and who has been exempted by the

Central Government by or under clause (¢) of sub-section (2) of section 3 of the

Passport (Entry into India) Act, 1920 or from the application of the provisions of the 3¢ of 1920.
Foreigners Act, 1946 or any rule o order made thereunder, shall not be treated as 31 of 1946,
illegal migrant fo the purposes of this Act".

Tasertion of 3. After section 6A of the principal Act, the following section shall be inserted,
new secion 68, pamely:

Special 6B. (1) The Centzal Government or an authority specified by it in ths behalf
provisions 15 ‘may, subject o such conditions, restrictions and manner as may be prescibed, on an
i chizestip application made in this bebalf, grant a cerdficate of registration or certificate of
et naturalisation to a person referred to in the proviso o clause (b) of sub-seetion (1) of
proviso 0 section 2

s 5 of

i (2) Subject to fulfilment of the conditions specified in section S or the
Fecions qualifications for naturalisation under the provisions of the Third Schedule,
person granted the certificate of registration or certificate of naturalisaion under
sub-section (1) shall be deemed o be a citizen of India from the date of his entry into
India
(3) On and from the date of commencement of the Citizenship (Amendment)
Act, 2019, any proceeding pending against a person under this section in respect of
illegal migration orcitizenship shall stand abated on conferment o citizenshipto hi:

Provided that such person shall not be disqualified for making application for
citizenship under this section on the ground that the proceeding is pending against
him and the Central Government or authority specified by it n this behalf shall not
reject his application on that ground if he is otherwise found qualified for grant of
itizenship under this section:

Provided further that the person who makes the application for citizenship
under this section shall not be deprived of his rights and privileges to which he was
enitled on the date of receipt of his application on the ground of making such
application

(4) Nothing in this section shall apply to ribal area of Assam, Meghalaya,
Mizoram or Tripura as included in the Sixth Sehedule to the Constitution and the
area covered under “The Inner Line" notified under the Bengal Eastern Frontier
Regulation, 1873.. Rep 3ot 197

Amcadment 4. Insection 7D of the principal Act
of secion 7D,

(0 after clause (d),the following clauseshall beinserted, namely:—
(da the Overseas Citize of India Cardholder has violted any o the
provsions oftis Act o povisions of any othr aw for ime beinginfore as
may be specified by the Central Governmentnthe noification published inthe
Offcial Gazetsor
(i) after clase 1, the following proviso shall be inseted, namely:—
“Provided that o order under tis sction shll be pased unless the
OverseasCitzen of India Carolde has been given a reasonable ppartunity
ofbeing hard."
Amcadment . I secton 18 of the principal Act, insu-sction (2, ate clause ee),the following.
of section 18, clause shall be inserted, namely:—
*(eei) the conditions, restictions and manner for granting certifcate of
registration r cerificate of naturalisaton under sub-secton (1) of secion 6B
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Government of Jammu and Kashmir
Home Department
Civil Secretariat, Jammu
Subject:  Temporary suspension of Telecom Services-directions reg;

ctier Nos. JZ/Intemne2020/21 dated 13.01.2020 and KIJCS{MistOZO/SOﬁ
dated 13.01.2020 from IGP, Jammu & IGP, Kashmir, respectively.

Reference:

Government Order No: Home -03 (TSTS) of 2020
Dated: 14.01.2020

Whereas, the police authorities have brought to notice material relating to the
terror modules operating in the UT of J&K, including handlers from across the border,
and activities of separatists/ anti-national elements within who are attempting to aid and
incite people by transmission of fake news and targeted messages through use of internet
1o propagate terrorism, indulge in rumour-mongering, support fallacious proxy wars,
spread propaganda/ideologies, and cause disaffection and discontent; and

2. Whereas, based on the intelligence inputs and assessment of the law and order
situation obtaining on ground, the law enforcement agencies, while detailing the present
situation, have inter-alia reported about the sustained efforts being made by the terrorists
to infiltrate from across the border, re-activate their cadres and scale up anti-national
activities in Kashmir Division as well as terrorism affected areas of the Jammu Division,
by communicating effectively with their operatives within the UT of J&K through Voice
on Internet Protocol (VOIP) and encrypted mobile communication through various social
media applications to co-ordinate & plan terror acts; and

1 Whereas, the misuse of data services by anti-national elements has the potential to
cause large scale violence and disturb public order which has till now been maintained
due to various pre-emptive measures, including restrictions on access to internet with
relaxations in a calibrated and gradual manner, after duc consideration of the ground
situation; and

4. Whereas, as on date, mobile internet activity of all kinds has been suspended in
the UT of J&K. However, internet through fixed line broadband facility exists in Jammu
Division while in the Kashmir Division, to facilitate the general public, students, etc.,
844 c-terminals have been established besides 69 special counters for tourists, apart from
separate terminals for filing of GST returns and application forms for various

Wsm among others, a number of Government departments including those

Page1of3
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148.The principle of chilling effect was utilized initially in a limited
context, that a person could be restricted from exercising his
protected right due to the ambiguous nature of an overbroad
statute. In this regard, the chilling effect was restricted to the
analysis of the First Amendment right. The work of Frederick
Schauer provides a detailed analysis in his seminal work on the
First Amendment.* This analysis was replicated in the context of
privacy and internet usage in a regulatory set up by Daniel J.
Solove. These panopticon concerns have been accepted in the

case of K.S. Puttaswamy (Privacy-9J.) (supra).

149. We need to concern ourselves herein as to theoretical question of
drawing lines as to when a regulation stops short of impinging
upon free speech. A regulatory legislation will have a direct or
indirect impact on various rights of different degrees. Individual
rights cannot be viewed as silos, rather they should be viewed in
a cumulative manner which may be affected in different ways.
The technical rule of causal link cannot be made applicable in
the case of human rights. Human rights are an inherent feature

of every human and there is no question of the State not

22 Frederick Schauer, Fear, Risk and the First Amendment: Unraveling the Chilling Effect
(1078

124

rights should be in consonance with the mandate under
Aticle 18 (2) and (6) o the Constitution, inclusive of the test

of proportionaliy.
. An order suspending infernet services indefinitely is

impermissible under the Temporary Suspension of Telecom
Services (Public Emergency or Public Service) Rules, 2017.

‘Suspension can be utilized for temporary duration only.
. Any order suspending internet issued under the Suspension

Rules, must adhere to the principle of proportionality and

‘must not extend beyond necessary duration.
e. Any order suspending internet under the Suspension Rules

is subjeet to judicial review based on the parameters set out
herein,

L. The existing Suspension Rules neither provide for a periodic
review nor a time limitation for an order issued under the
‘Suspension Rules. Till this gap s flled, we dircet that the
Review Committce constifuted under Rule 2(5) of the
Suspension Rules must conduct a periodic review within
seven working days of the previous review, in terms of the

requirements under Rule 2(6),
& We direct the respondent State/competent authorities to

review all orders suspending internet services forthwith,
B Orders not in accordance with the law laid down above,

‘must be revoked. Further, In future, If there Is a necessity to
pass fresh orders, the law laid down hereln must be

followed.
1. In any case, the State/concerned authorities are directed to

consider  forthwith  allowing  government  websites,
locallzed/limited e-banking faciities, hospitals services and

128
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Ministry of Electronics & Information Technology
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All Social media platforms:

Subject: ADVISORY TO CURB FALSE NEWS / MISINFORMATION ON
CORONA VIRUS"

The Corona virus (Covid-19) outbreak has become a global concern
with World Health Organisation declaring it a global health emergency.
Countries across the world are trying their best to mitigate the spread of
corona virus. However, it has been reported in media that there is a trend of
circulation of misinformation/false news and sharing anonymous data
related to Corona virus in various social media platforms creating panic
among public.

2. Social media platforms are intermediaries as defined under section
2(1)(w) of the Information Technology Act, 2000 and are required to follow
due diligence as prescribed in the Information Technology ~(Intermediary
Guidelines) Rules 2011 notified under section 79 of the IT Act. They must
inform their users not to host, display, upload, modify, publish, transmit,
update or share any information that may affect public order and unlawful
in any way.

3. Therefore, Intermediaries are urged to:

(i) initiate awareness campaign on their platforms for the users not to
upload/circulate any false news/misinformation concerning
corona virus which are likely to create panic among public and
disturb the public order and social tranquillity;

take immediate action to disable /remove such content hosted on
their platforms on priority basis;

promote dissemination of authentic information related to corona

virus as far as possible. .
Q'-LMLU —.

(Rakesh Maheshwari)
Group Coordinator (Cyber Laws and E-Security)
Email : gecyberlaw@meity.gov.in / cyberlaw@meity.

Fi-"'-z‘ ELECTRONICS INDIA

i
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ARSENAL CONSULTING

ARM YOURSELF

the email from the person using Varavara Rao’s email account, he was actually opening a link to a
malicious command and control (“C2") server - see Image 3.

e

‘Subject: Re: Re: from kobad

this time I could download. But a corrupt file of a statement in the CLC letter head opened. only
the letter head is readable. The text is all gibberish.

On 13 June 2016 at 16:13, va ravaraso <|| RN o

1S wﬂ',:‘:ﬂ‘:’ .

not sure what the issue is... | am not too good with computers!
i remember someone told me about dropbox which works in my phone too

www_dropbox.com/s/87uwS38ccja27v4/another%20victory, rar?di=0
Image 1 -

Image 2

<a rel="nofollow" shape="rect" href="littp://185.106.122.233/anctherX20victory.car" target="
_blank')w_drnpbol.:om/i/_87uu538c51a27v4{_another%ZOvictor_y‘.rar?dl:Bf/a)

Image 3

Arsenal used a variety of techniques to determine that Mr. Wilson's computer was
compromised by the same attacker between June 13, 2016 and April 17, 2018 - just over 22 months.
Rebuilding the partial chain of events involved in the compromise of Mr. Wilson's computer (as well
as subsequent attacker activity) was quite challenging, in part due to a mixture of both legitimate and
illegitimate use of secure deletion tools such as CCleaner, Quick Heal PC Tuner, and SDelete.
Rebuilding these events required the use of Arsenal’s own digital forensics tools.?
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THE CO) NER OF GREATER MUMBAI

WHEREAS based on the doclarution issoed by World Health Organiation on
11032020 charscterizing the outbesk of COVID-19 a global pandemic and the subsequent
notfctons issed by Govemment of India and Goverment of Maharashira, under the
Epidenc Discass Act, 1897, it s been bserved ha there is widespread dissnvnation of ke
news, ncoret informatio, misinformation nd odhe such abjectionsble contet i he form of
messags,videos (both eted and selfcrested), mage or memes (ot dited ad selfcreted),
audio clips and othr such forms of communicaton over nternet mesaging d socal modia
pltforms like WhatsApp, Twiter, Faebook, Tikiok, Inagram etc. Soch type of conet b
boen found t have caused panic, onfson amang the enerl ublicciiog misrst towards
government funconaris and her scios taken to control the COVID-19 pandennic and also
10 have created animosity towards various communites.

2. Therfoe i s apprebended that dissmiatonofsch nfornation i ay forn ca ead
10 v and order inaon and th thee i dnger o buman heath o sy ora disubanceof
e publc tranquilty, The nderigned in the capacty of Exccuive Magisrate is ullysisfed
that there are sufficent easonsrounds for pasing proibitory oders under seton 144 of
Criminal Procedure Code (CrPC1973 10 cnsure tht thre is o danger t human el ox
saftyora issbenc of the public rogulty,

3. WHEREAS it s considerd expedient o s proibiry onder fr esricting any
diswmination of information trough various messaging and social media patiorms which s
found 10 be incorect, derogatry an discriminatry towards  prtcularcommuniy, disoton
of fcts, causing paric and confsion among the geaeral public nctng mistrst_towards
‘government fctonaries  thei actionstaken in orde t prevent pread of the COVID-9
vins and therchy causing danger 1o human heath o safty or disturbance of the pubic
‘oanqiltyin the aras under th conirlof Commissionerof Poie, Greter Mumbai

4. THEREFORE I Pranaya Ashok, Dy. Commissioer of Polie (Operation), Greser
Munibsi nd Exeutive Magisate, vide powersconferred upon me wec 144 of the Ciminal
Procedure Code 1973 (Act 11 of 1974) e the Commissionerof Polce Greetr Mumbai's Order
datd 23/121959 ws 10 subsecon (2) of e Mabarashia Police Act 1951 (Mab. Act XXII of
1951, with a view o prevent danger t human i, belth o seet o distrbarce of the pblic
tranuily, do berehy, promulgate an oder under section 144 CPC, i the areas der the
‘contol of Conmissoner of Polic, Greser Mo, probibitng any persons from ¢

i dissemination of information through various messaging and social media
platforms like WhatsApp, Twitter, Facebook, Tiktok, Instagram etc. And found
to be ineorrect anddistorting faces; or

ii. derogatory and discriminatory to wards a particular commaunity; or

i, causing panic and confusion among the general public; or

iv. inciting mistrust towards government functionaries and their actions taken in
order to prevent spread of the COVID-19 virus and thereby causing danger to human
health or safety or a disturbance of the public tranquility.

S Al penom dgaaed 1 “Admi n mesagin nd il i pefrms, e by
by aboag ) member o e grvp, sl e prcnay e ot B
nfrstion bin disemiotd o  roup e by e

r10

6.1t shall be the personal responsibility of all persons designated as “Admin” on
messaging and social media platforms o report any such malicious, incorrect or
derogatory content posted by a member of the group to the Police immediately.

7. This order shall come into force, in the arcas under the control of Commissioner of
Police, Greater Mumbai, with effect from 00.15 hours on 25/05/2020 and _ending at 24.00
‘hours on 08/06/2020_unless withdrawn carlier.

8. Any person contravening this order shall be punishable under section 188 of the Indian Penal
Code.

9. As the notice cannot be served individually on all concerned, the order is hereby passed

ex-parte. It shall be published for the information of public, through press, or by affixing
copies on the Notice Boards of the police stations, Divisional ACSP, Zonal DCsP,

PN RoR——
3

Q v
rrn‘éy(’t’ oo

Office of the
Commissioner of Police, Dy. Commissioner of Police (Operations)
Greater Mumbai. ‘and Exccutive Magistrate.

Greater Mumbai.
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