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INTRODUCTION: A KIND OF VIRTUAL TORTURE


I also met him on a couple of occasions… it had happened two, three months after the breakup and he really approached me and tugged me and told me that I had to be careful when I went home. So, he also somehow intimidated me and threatened me and so yes, I was very scared at that time. I remember these constant messages coming to me from billions of other numbers as a kind of virtual torture… even though I had blocked him. Anyway, I couldn't sleep and I was always tense (Fiona, 27).1



In March 2020, Italy entered its first Covid-19 lockdown. As the lockdown shifted social interactions predominantly to digital spaces, several people were interested in discussing their experiences of ghosting. This slang term has entered the vernacular of mediated intimacies in the mid-2010s to characterize the act of suddenly ceasing communications.2 ‘Leaving without a word’,3 the ghoster prompts the dissolution of a romantic relationship4 or ‘covertly disengages’ from other users in the context of online dating.5

Using the (back-then) thriving platform Zoom for online videocall, I asked young adults in Italy to share personal experiences of ghosting.6 The extract above is from the interview with Fiona, a woman in her late twenties. She recounted ghosting her ex-boyfriend, who had followed her around the city and refused to accept the breakup. Months after, he threatened to hurt her and grabbed her by the neck. He continued calling from unknown numbers. Fiona’s experience of ‘virtual torture’ introduced me to the continuum between online and offline gender-related violence in the context of intimate relationships.

Gender-related violence refers to actions that cause physical, sexual, moral, psychological, or economic harm in order to maintain or reestablish hierarchical gender relations in which the masculine dominates over the feminine.7 In the platform society, the fabric of our everyday lives have become tightly imbricated with digital platforms, from social and labor relations, to democratic processes.8 Technology-facilitated gender-related violence (TFGRV) accounts for this digitalization, by identifying forms of gender-based violence mediated by digital Information and Communication Technologies (ICTs).9 This umbrella term, rather than addressing specific behaviors, emphasizes the intersectional character of gender-related violence and the continuum between online and offline violence that characterizes the platform society. Luciano Floridi’s term, the onlife society, captures this online-offline continuum, underlining that digital and physical spaces are interconnected realms. What happens online influences the offline and vice versa.10

This book stems from my doctoral dissertation, titled Networks of Digital Care: A Multimodal Ethnography of Civil Society Responses to Technology-Facilitated Gender-Related Violence in Brazil, Spain and Italy.11 Between May 2022 and October 2024, I worked with civil society actors in Brazil, Spain, and Italy, first navigating, then weaving, networks of digital care. I used multimodal ethnography – including interviews, fieldnotes, and photography – to understand how civil society actors in different contexts frame TFGRV and carry out initiatives to contrast it. I discovered that they do much more than just ‘responding to violence’: they joyfully and creatively create infrastructures of affects – the scaffolding of digital care networks – and imaginaries of ancestral futures – counter narratives that learn from the past to envision decolonial futures.

This investigation led me to discover the field of transfeminist digital care. Digital care is the term used by the Rede Transfeminista de Cuidados Digitais (RTDC) and other organizations based in Brazil that approach post-digital safety with transfeminist ethics and politics of care.12 Digital care draws from Brazilian black, indigenous and transfeminist knowledges, practices and politics of care, and applies this perspective to holistic digital safety. It entails comprehensive support, facilitating learning processes about digital technologies, and raising awareness of their political dimension. TFGRV is understood as a political issue: an online continuation of structural, intersecting violences and inequalities that mark our material realities.13 Networks like RTDC work towards not only a safer internet but also more just and inclusive digital societies.

When I began the doctoral program, I was concluding a diary study with dating app users, building on my master’s research into ghosting. I first encountered TFGRV through participants’ testimonies. Simultaneously, I saw the phenomenon gaining recognition in intergovernmental organizations. Cyber feminist activists have been documenting the rise of online misogyny and gender-related violence since the 1990s,14 but the issue has gained public attention only in the last ten years.15 With the Covid-19 pandemic, TFGRV turned into a shadow pandemic, with consequences for public health and democracy. Between 2020 and 2022, United Nations Women and the European Institute for Gender Equality (EIGE) recognized online gender-based violence against women and girls as a global public health and human rights issue.16

In the winter of 2022, I learned about Coding Rights, a non-profit organization of Brazilian feminist hacktivists. One project particularly struck my interest: the Cartographies of the Internet, a map of the infrastructure of the internet. At the same time, I was reading Lilia Giugni’s book The Threat!, where the political scientist from Italy delineates the imbrications between patriarchy, capitalism, and digital technologies.17 The map by Coding Rights seemed to represent, through data visualization, these exact imbrications. The SaferManas GIFs, another project by Coding Rights, provided simple digital care tips on how to protect oneself from misogyny, hate speech, deep fakes, and image-based abuse.

Brazil immediately stood out as an interesting context. Social media are extremely popular. Youtube, Instagram Facebook, and TikTok are the most popular platforms, used by a total of 171.5 million Brazilian users as of January 2022, totaling 79.9 percent of the whole population.18 These platforms played a central role in the 2018 elections and the wave of political disinformation that polarized the country – a situation which escalated into the assault on the federal institutions on January 8th, 2023. TFGRV in Brazil started increasing in 2016 and exploded in 2018, and then again in 2022.19 Brazil is also among the countries with gender-sensitive legislation on domestic and intimate partner violence: the Maria da Penha Law of 2006.20

I looked to my home country, Italy, in search of a similar law and discovered that gender-based violence legislation, known as Code Red, is gender-neutral.21 Spain, on the other hand, provided a European example for gender-sensitive laws on violence. The Spanish Organic Law 1/2004 on Integrated Protection Measures Against Gender Violence claims that Violence Against Women is a public issue that represents the most brutal manifestation of gender inequality.22 This is one of the few laws worldwide that focuses entirely on gender-related violence framed as a socio-cultural problem related to the construction of gender and associated power relations.23

Civil society organizations24 play a fundamental role in humanitarian issues, in general, and in contrasting gender-based violence against women, girls, and LGBTQAI+ people, in particular.25 Feminist collectives and non-profit organizations have been on the forefront of the response to gender-based violence since the 1970s, providing shelter, raising awareness, developing educational activities and working closely with institutions for the promulgation of public policies.26 In Brazil, for example, SOS Mulher was a civil society action that – already during the dictatorship – helped women victims of violence by providing shelter and psychosocial support.27 

I decided to focus my research on responses to TFGRV in diverse socio-political and legislative contexts, centering the role of civil society organizations – like Coding Rights. Were other organizations in Brazil and elsewhere addressing TFGRV? What knowledge and practices were they developing? I began mapping these organizations, their contexts, and their projects.

Meanwhile, in November 25 of 2023, yet another feminicide shocked the public in Italy, and mobilized action both on the streets and on social media. On November 12, a story began to circulate on Instagram: Giulia Cecchettin, a twenty-two-year-old girl, last seen arguing with her ex-boyfriend Filippo Turetta, went missing. The police search went on for a week before Giulia's body was found on Friday, November 17th, on the shores of Lake Barcis in Friuli. Filippo Turetta, identified as main suspect, had fled the country. His car was last spotted in Austria. His escape activated a European arrest warrant issued by the Venice prosecutor's office, which led to his arrest in Germany on the 19th of November.  

Summoned by the activist group Non Una di Meno, more than 500,000 people rallied in Rome on November 25, 2023, echoing in the chant: ‘For Giulia we will not do a minute of silence, for Giulia we will burn everything’. This transfeminist mobilization marked one of the most active moments of Italian feminist movements since before the Covid-19 pandemic. For a few months, gender violence attracted notable attention. Those activists, influencers and women who emphasized that feminicides should not be read as isolated events – but as systemic problems – faced online hate for speaking up about Italian patriarchal violence and rape culture.

During these weeks of agitation, I witnessed the emergence of new profiles of collectives and activist groups. As media attention waned in the months that followed, collectives like Non Una Di Meno continued and even intensified their action on the ground. I was then in Rio de Janeiro, observing the protests online, noting down the connections between online and offline gender-related violences and feminist responses to them. Together with Coding Rights, we began developing digital care material that could help in moments of increased attacks on Italian feminist activists, and we decided to translate to Italian the GIFs from SaferManas.

On November 25, 2023, Feminismos Levante, a Brazilian network of feminist organizations and movements, held a protest in Rio de Janeiro, attended by approximately 50 people. On Copacabana beach, 163 pairs of shoes were disposed alongside the names of feminicide victims. The victims had all been killed in Rio between 2022 and 2023, representing but a small fraction of the total of 733 feminicide cases that took place in Brazil in those years. The action was echoed throughout Brazil with shoes covering the streets of every major city. It was during these demonstrations that I connected with several women who became essential to my research. Cristiane, professor of Criminal Law at Universidade Federal do Rio de Janeiro, invited me to attend one of the meetings of Promotoras Legais Populares (PLP). The PLP is a citizen science lab where, every week, participants present their testimony from research or work with women’s rights and social movements, followed by collective discussion. 

The following Wednesday, I attended the PLP meeting on sex workers’ collectives. Four women were presenting that day: two were activists of sex workers collectives in Rio de Janeiro, and two were scholars working with anthropology and history of sex-work rights. After the meeting, a few of us went to grab a beer at a nearby bar. We walked together in the almost-deserted streets of the center. I spoke with Ana,28 who shared her personal story of digital gendered violence. 

‘Online misogyny? I know about that’, she told me. Ana is an activist of a sex-workers’ rights union, an ex-sex-worker, and an education professional. She recounted being the target of an online networked attack. Someone had posted on Instagram a collage which put together pictures of her at work with her photos from the sex workers’ collective. The post and comments contained insults which revolved around her being a sex-worker and a lulista, term that suggested a right-wing positioning of the attackers.29 She invited me to take part in a course on digital safety for sex workers held by the Rede Transfeminista de Cuidados Digitais (RTDC).

After attending the course, I met some members of RTDC for two online interviews. We also met at the festival Cryptorave, in 2024, where I joined the volunteers team. I asked one of RTDC members and festival organizers if I could take some pictures and videos. ‘Not the faces, unless you have permission. And only if you come back next year to show us’. During our conversations, RTDC proposed to think of my role as a connector between collectives, countries and languages. Until then, I was navigating networks of digital care. Over the summer of 2024, I met other civil society actors working with digital rights in Barcelona, such as the Xnet30 network for digital rights and democracy, the occupied hacktivist house Calafou,31 the Canodròm32 digital innovation space. Working in close contact with the RTDC, we decided to organize a workshop together. So, I began weaving networks of digital care.

On October 4, 2024, together with RTDC, we organized a seminar in the Arxiu de Etnografia of the University Rovira i Vigili, in Tarragona. I invited Fembloc33 and Silvia Semenzin34 to take part and bring their perspective on TFGRV and transfeminist digital care. We also organized a film screening at Ca la Dona, together with the Colectiva Cuidado Cyborg, where we discussed the role of transfeminist infrastructures in building a safer internet. The following extract from the Manifesto of the Rede Transfeminista de Cuidados Digitais, condenses our discussions through evocative language: ‘Nossas infraestruturas são as subversões, nossos afetos são as nossas redes e nossas coletividades, nossos saberes são assíncronos e neles estão as histórias das nossas transcestralidades, que também nos remetem aos nossos futuros’.35 The sentence can be translated as: ‘Our infrastructures are our subversions; our affects are our networks and our collectivities; our knowledge is asynchronous, and within it lie the stories of our transcestors, which also point us toward our futures’.

By centering embodied experience, autonomous infrastructures, and ancestral technologies, the field of digital care in Brazil reframes digital security as a collective responsibility and approaches the use of technologies through feminist ethics and politics of care. The civil society organizations in this field work towards a safer internet, free of TFGRV, through several initiatives. I have come to understand transfeminist digital care as comprising the following areas: research and knowledge, communication, holistic support to victims/survivors, education and experience, network and movement building, funding, and infrastructure. Beyond fostering a safer internet, transfeminist digital care invites us to think about the materiality and the infrastructural inequalities embedded in digital technologies, drawing from feminist politics of care.36

This book emphasizes the importance of addressing gender-related violence across the online–offline continuum and strengthening intersectional understandings of TFGRV that consider local systems of power and discrimination. The collaboration with civil society organizations revealed that their interventions operate across multiple, interconnected levels, targeting the structural character of TFGRV. Drawing inspiration from the Rede Transfeminista de Cuidados Digitais, I see this book as a ‘circular writing: ideas that do not close or circumscribe, but open’.37 I hope it will continue to evolve through ongoing dialogue.

The first chapter is introductory and presents my understanding of TFGRV. Here, I draw from research that I carried out, autonomously and collaboratively, between 2019 and 2023, to examine TFGRV in the context of intimate relationships and digital public spaces. The second chapter is dedicated to the Brazilian organizations in the field of digital care. I articulate the findings from the multimodal ethnography in Brazil in thematic sections accompanied by visuals from fieldwork and digital ethnography. In the third chapter, I draw from fieldwork in Catalunya and digital ethnography to explore initiatives of cyborg care in Spain, focusing on the role of transfeminist infrastructures. In chapter four, I present the findings from the digital ethnography of the Italian transfeminist mobilizations against feminicide in November 2023. I explore the continuum online-offline of gender-related violences and of the mobilizations that put transfeminist care at the center of public debates. Finally, in the fifth chapter I draw from the conversation with RTDC, Fembloc, and Silvia Semenzin to highlight some of the inter-contextual connections between Brazil, Spain and Italy: the onlife continuum of technology-facilitated violence, the intersectional character of TFGRV, and the feminist politics and ethics of care that inspire the approach of transfeminist digital care.
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UNDERSTANDING TECHNOLOGY-FACILITATED GENDER-RELATED VIOLENCE


The Surveillance of Broken Hearts

Ghosting is a slang term that first appeared in Urban Dictionary in 2006, meaning ‘disappearing on your friends or cancelling plans without notice’. The term became famous in 2015, when it was used by the popular press to describe the break-up of the Hollywood couple Charlize Theron-Sean Penn. Back then, dating apps like Grindr and Tinder had become widespread, and ghosting had come to be closely linked to online and mobile dating. By 2016, Urban Dictionary definitions of ghosting focused on rejection in dating:


The act of suddenly ceasing all communication with someone the subject is dating, but no longer wishes to date. This is done in hopes that the ghostee will just ‘get the hint’ and leave the subject alone, as opposed to the subject simply telling them he/she is no longer interested. Ghosting is not specific to a certain gender and is closely related to the subject's maturity and communication skills. Many attempt to justify ghosting as a way to cease dating the ghostee without hurting their feelings, but it in fact proves the subject is thinking more of themselves, as ghosting often creates more confusion for the ghostee than if the subject kindly stated how he/she feels.1



Grey literature began discussing ghosting as a form of psychological violence, supposedly linked to narcissistic personality traits or avoidant attachment. This drew the attention of psychologists and sociologists, who published the first scientific studies on ghosting in 2017.2 Others have interpreted ghosting as a ‘necessary evil’ in our ‘liquid society’, where the rise of dating apps, social media, and other platforms has increased opportunities to find partners, leading to a more consumeristic and unstable approach to relationships.3

During the months of Covid-19 lockdown, I interviewed 24 Italian young adults about their personal experiences with ghosting. Most participants recounted stories of ghosting in romantic relationships and especially in the online dating sphere, particularly common when people are still getting to know each other and feel like they ‘owe less’ in terms of breakup discussion. However, ghosting also occurred in friendships, work, and family relationships, highlighting how painful someone's disappearance can be, especially when that person is expected to care, as with a parent or a partner. Nearly everyone expressed negative views on ghosting (and ghosters), describing it as a way to ‘easily disappear behind a screen’ to avoid the emotional labor of break-up conversations. Notably, most people had both ghosted and been ghosted.

Looking back on their ghosting experiences, participants also shared their reactions to being ghosted. These mirrored what Kipling Williams has identified as typical responses to social ostracism: frustration, anger, distress, linked with the uncertainty that comes with silence.4 Participants reported feelings of pain, shame, guilt, unworthiness, especially when ghosting was definitive or recurring, supporting the idea that ghosting can cause psychological suffering – particularly for those who are ghosted.

Minimal signs of digital presence – also called awareness cues – helped clarify whether someone was being ghosted or merely experiencing a temporary interruption. Awareness cues are the features of social media that inform of the location, action, or presence of distant others, thus conveying a sense of social awareness. Think for example of read receipts, online status, distance indicators, typing status, which inform on what the person on the other hand of the screen is doing – and vice versa. Finding these mediated pieces of information – especially the double blue ticks – next to an unanswered message triggered immediate feelings of being ignored among several participants.5

When speaking from the position of ghosters, participants justified their decisions based on contextual factors, for example the online nature of the interaction, anonymity, or distance. Some justified ghosting as legitimate when the person showed intrusiveness, aggression, blaming attitudes or psychological instability. Others introduced personal reasons, like being busy, having an avoidant personality, or simply a bad mood. However, only heterosexual women and non-heterosexual men recounted ghosting people who were harassing, violent (as in the case of Fiona’s boyfriend), or sexually inappropriate. Two heterosexual men acknowledged that they might have been ghosted for being insistent, insulting, or aggressive. These findings, while not generalizable, pointed to the gendered character of online and offline harassment in intimate relationships, as suggested by existing scholarship on technology-facilitated gender-related violence (TFGRV) and cyber violence.

With the Covid-19 lockdown came an increased reliance on digital technologies and omnipresent social media, saturated with minimal signals of social awareness – read receipts, last seen, online status – increasingly woven into the fabric of everyday communication. The unexpected and unexplained ghosting of a dear person, complicated by seeing that person ‘going on with their life’ on social media, had left many participants frustrated and hurt. A less explored line of inquiry, however, pointed to the opposite direction: some participants described using ghosting as a form of self-defense against aggressive partners or overly insistent people. I decided to dive deeper in this direction.

Kipling William’s Temporal Need-Threat Model is a central framework that social psychologists use to understand ostracism and social exclusion. The model claims that social exclusion threatens our needs of belonging, self-esteem, control and meaningful existence, and outlines three phases of reaction to social ostracism: reflective, reflexive, and resignation. When socially excluded, people may react in a pro-social direction, for example investing in new relationships, or in an anti-social direction, for example with retaliation and provocation, especially if the needs to regain control and meaningful existence prevail.6 Williams’s model of ostracism, however, does not address romantic rejection, focusing instead on group dynamics, a gap only partially filled by the literature discussed next.

Connecting the literature on social exclusion and ostracism with the literature on romantic rejection and breakups, Leary and colleagues review the research that investigates interpersonal rejection as a determinant of anger and aggression.7 The authors suggest several explanations for why rejection triggers anger and aggression: it can cause pain, frustration, and threaten self-esteem. Aggression, in turn, may serve to improve mood, increase social influence, restore a sense of control, achieve retribution, or provide a release through disinhibition and loss of self-control. They report extensive evidence of research on intimate partner violence, balancing research on men’s violence against women and women’s violence against men.8

The article discusses honor-based aggression as a form of retaliatory punishment, exemplified by the ‘white male southerner’. The authors then review studies on homicide, gang violence, and school shootings, and they suggest that social rejection – whether by peers, intimate partners, or the broader society – can motivate individuals to act aggressively in everyday life.9 However, most of the reported research shows that rejection can motivate aggression among men (cis, heterosexual), especially when considering extreme forms of aggression, like killing and rape. As suggested by the authors, the threat or damage to these men’s public image of masculinity may motivate them to respond aggressively to restore it.

A study conducted in Italy found that men – but not women – who were rejected by desired online dating partners displayed increased hostility.10 Rejection then, especially in romantic relationships, seems to be a problem of masculinity, as well as the aggressive reaction that may follow. The Italian philosopher Lorenzo Gasparrini has discussed this issue extensively.11 Heterosexual cis men tend to react to rejection as an injustice – rather than as the manifestation of free will and consent. This sense of aggrieved entitlement stems from the stereotype of hegemonic masculinity, an ideal way to ‘be a man’.12 It is a moral system that conceives men who get rejected as unworthy of love, and praises that ‘good guys’ are entitled to be loved. In this patriarchal system, a hostile, aggressive, or controlling reaction to romantic rejection is a way to repair a damaged masculinity and reinstate a sense of power – as explored by authors like Gasparrini, Mikael Kimmel, and Rita Segato. While reporting that the violence men enact in intimate relationships is far more lethal than the violence committed by women against their male partners, Leary and colleagues never center the staggering gendered differences as a fundamental factor in aggressive reactions to romantic rejection. These gendered blind spots in the literature on social rejection are precisely what an intersectional feminist approach to intimate partner violence is positioned to address, by centering power hierarchies and their interplay.

Beyond extreme and highly visible forms of aggression, rejection can also provoke quieter, more sustained forms of control – which can precede physical and fatal violence. Surveillance of the person who caused the rejection is one such response. Romantic partners and ex-partners are, in fact, the most common targets of social surveillance, and most cases of stalking and cyberstalking involve the monitoring and insistent contacting of romantic partners or ex-partners, often following a breakup.13 To understand the interplay of rejection, surveillance, and gender in users' experiences of rejection, I set out to conduct a study focusing on Mobile Dating Apps (MDAs).

MDAs are GPS-enabled social media platforms that have been at the center of privacy and security debates due to the high sensitivity of the data shared by users (e.g. gender, location, HIV status) and the inadequate attention some platforms pay to security violations and threats to users’ safety.14 MDAs provide a wide variety of awareness cues, including geolocation indicators, which can be exploited for cyberstalking. In the context of MDAs, these cues of social awareness are shared with pseudonym strangers15 in an atmosphere of diffused misogyny.16 Previous research has shown that these awareness cues raise privacy concerns among dating app users. However, the link between romantic rejection, social surveillance, and the affordances of awareness cues on dating apps had not yet received scholarly attention.

To address this gap, I turned to human-computer interaction scholarship, which offers a vocabulary for understanding how technological features shape what users can and cannot do. The design of technologies is shaped by a remediation between users’ practices, social norms, and the worldview embedded by designers in the architecture of these artifacts.17 The concept of affordances, though not without criticism, is widely used in human-computer interaction research. Affordances identify the dynamic relationship between the design of an artifact and how people use it, recognizing that the range of possible actions emerges from this interplay.18 In this sense, awareness cues can be framed as visibility affordances: interface features that let people manage, within boundaries set by platform designers, how much of their activity they want to show to other users.

Building on these premises, I carried out a diary study.19 Using the affordances framework, this study examined the awareness cues offered by MDAs as visibility affordances and how these affordances shaped safety concerns among users of diverse gender and sexual identity. The study led me to adopt the concept of gendered affordances: a way of interrogating how the design of visibility affordances both stems from and reinforces heterosexist scripts and norms, making safety itself a gendered concern.



Gendered Affordances, Gendered Safety

Between October 2021 and January 2022, eight Italian young adults, both residing in Italy and abroad, participated in the diary study on romantic rejection and awareness cues in MDAs. While this was during the fourth pandemic wave of Covid-19 in Italy, restrictions to movement had been reduced, and people had more freedom to gather and date than in the previous year.20 The study began with an initial online interview, during which I described the research and explained the concept of awareness cues with illustrative examples. Participants were then asked to begin their diaries the next day, recording their experiences for one month via a private chat. On the first day, I sent instructions and examples of awareness cues, followed by reminders twice a week. After the diary phase concluded, I contacted participants to schedule follow-up interviews to expand on how they used awareness cues, particularly in experiences of rejection, and whether they experienced any concern for their safety in relation to the information shared on dating apps.

Many participants described this qualitative investigation – which involved critically engaging with design and journaling personal experiences of rejection – as a reflective process. They compared the dynamics of MDAs to gambling, noting how these platforms offer fleeting self-esteem boosts and hope for connection, but they can also lead to cycles of hopelessness or boredom. Participants reported using and interpreting awareness cues as clues, using different platforms fluidly as polymedia.21 Once the connection was established, they quickly shifted from dating apps (usually more than one) to more ‘intimate’ social media, like WhatsApp or Instagram, or more private platforms, like Telegram or Signal.22

Participants were more aware of others’ awareness cues than their own, and they mostly reported noticing them in situations of ambiguity and uncertainty. As Dimitri, a man in his thirties, put it: ‘Clearly if someone doesn’t reply and I realize they haven’t used Instagram, I don’t attribute the silence to something regarding me specifically, but if I notice they used their phone normally, it might have something to do with me’ (Dimitri, interview).23

Participants relied on awareness cues and other indicators of digital presence to determine whether someone had been active on their phone and to infer the intentionality behind periods of silence. In other words, they questioned: ‘Is my match ghosting me, or did life simply get in the way?’ The more familiar they were with a person's digital activity style, the better they could interpret a lack of response, seeing it either as a temporary absence or as a sign of emotional detachment.24 Similarly, just as Dimitri attributed the silence to himself (or not), some participants became mindful of their own awareness cues and adopted invisibility strategies to discreetly limit what others could see. On many dating apps, hiding your own awareness cues was a premium feature (at least until 2022), so participants found creative strategies to conceal their cues. For example, disabling data roaming to avoid giving the impression of ignoring someone or feeling pressured to respond right away.

Two participants described mixed feelings about location cues: while they wanted to remain visible and discoverable, they also had significant safety concerns. On Grindr, some users disrespected their personal boundaries, using the location information to monitor them online or even appear at their homes. In general, participants who used Grindr and other apps for Men who have Sex with Men (MSM) reported more instances of ‘violation of the principle of consent’ such as non-requested sexual images, homophobic slurs, sexual objectification.

The two heterosexual male participants reported never feeling worried about their personal safety, though they both came across scams and fake profiles, and one expressed feeling hopeless after multiple rejections. The results of this diary study supported the scholarship on MDAs, suggesting that women and LGBTQAI+ users are more likely to experience interpersonal harassment.25 It also underscored the need to address the gender-related character of the cyber harassment and post-digital safety concerns experienced by GBTQAI+ men, addressing the gaps between feminist scholarship and masculinity studies on this topic.26

In preparation for this diary study, I conducted a cross-platform walkthrough of twelve dating apps that target diverse gender and sexuality groups to better understand the affordances of awareness cues.27 The aim was to gain a clear perspective on app design, distribute invitations to participate in the diary study, and experience awareness cues firsthand in interactions with potential participants. While I only used the apps for two weeks each, for a total of a month (several at the same time), this short time was enough to spot several methodological and ethical challenges. Discussing these experiences with Margherita di Cicco, anthropologist interested in the platformization of sex-work, we observed some common patterns. Drawing from Catherine D’Ignazio and Naomi Klein’s principles of Data Feminism, we reflected on these challenges centering our embodied experience.28 From safeguarding the researcher’s privacy while building trust with online users, to navigating the affective atmosphere of sexualization that characterized our digital fieldwork on platforms of intimacy, we argued that our affects were informative of the platforms’ communicative practices – rather than obscuring them.29

In choosing which apps to use for the walkthrough, I drew from responses to the diary study recruitment survey, adding a couple of apps that specifically targeted LBTQAI+ women. During the process of profile creation, I realized that the apps had slightly different approaches to allow (or force) users to adopt gender and sexual identity labels. How are gender and sexuality materialized through the design of dating apps? How do affordances related to gender and sexuality in profile creation reflect broader discourses? Do these gendered affordances have the power to reproduce symbolic violence and gendered discrimination? To address these questions, I conducted a cross-platform analysis of the environment of expected use and affordances of gender and sexual identity self-categorization in the creation of a new profile.30

This comparison showed four groups of apps: binary, non-binary, ternary hiding binary, and miscellaneous. While dating apps in the first group maintained a binary vision of gender, forcing users to identify as male or female, the apps of the second group allowed users to choose from a long list of gender and sexual identity labels (including the option not to specify). The ‘ternary hiding binary’ approach, used by the two most popular apps (Badoo and Tinder), presented users with a ‘man, woman, other’ (ternary) widget for gender. If a user selected ‘other’, they were redirected to a separate page to specify their preferred label but ultimately had to indicate whether they wished to appear in searches for men or women. Thus, the binary model was effectively reinstated after an additional step.31

As for sexuality, most apps proposed a ‘straight, gay, bi’ conceptualization of sexuality (ternary) by allowing users to choose between three options (men, women, both). This design once again reinforces a binary understanding of gender, as users can only express interest in men, women, or both. Considering the availability of plural gender identity labels on the apps of the ternary cluster, the permanence of a binary categorization of gender is likely to be a deliberate data strategy connected with making gender intelligible to the apps’ algorithms.32 As Bivens and Haimson note, ‘the capacity of software to misgender users on the surface [buries] this act of symbolic violence deep in the database’.33 In this sense, we could talk about this kind of algorithmic discrimination as misgendering-by-design, whereby the software is designed to relocate gender-non-conforming users within the gender binary.

These considerations on gender affordances have implications that go beyond mobile dating, and are particularly relevant for the fields of citizenship, healthcare and education. As the infrastructures for accessing rights, services, and opportunities increasingly rely on algorithmic-driven data infrastructures, there is a need to interrogate how data infrastructures allow or deny the existence of gender and sexual diversity, through plural or binary affordances for gender self-categorization.34



Post-Digital Safety: the Onlife Continuum of Gendered Violence

Post-digital safety draws attention to the continuum between online and offline in understanding online safety in today’s societies. The concept of post-digital safety was introduced in the field of human-computer interaction by Lizzie Coles-Kemp and colleagues to address users’ concerns for their own safety in the use of digital technologies.35 Research on dating apps suggests that safety concerns in the era of mobile dating encompass both online and offline threats.36

Luciano Floridi used the expression onlife to characterize the ubiquity and centrality of digital information and communication technologies in the fabrics of social life.37 Drawing from the online-offline continuum encompassed in the term ‘virtual torture’, and considering the distinct concerns of users across gender and sexuality, I propose an interpretation of TFGRV as not only a continuation of patriarchal long-lasting systems of power, but also as an extension of the medium into the body itself.38 If the medium acts as a continuation of the body, and if the smartphone has become a portable house that we carry around, then the attacks on our digital persona are experienced on the body.39

Interpersonal violence in the context of intimate relationships and mobile dating occurs along a continuum between online and in-person interactions. Examining the interplay of practices, artifacts, and social norms as they are remediated on digital platforms of intimacy raises questions about the connections between interpersonal aggression and the level of platform architecture.40 Affordances – the realm of possible actions granted by the design of an artifact – shape expectations, emotional reactions, and behaviors. The lack of gender inclusive options can be experienced by non-binary, queer, and trans users as an act of ‘forced self-misgendering’, a form of symbolic violence that seeps into all instances where users are requested to check an identity box.

Safety-by-design envisions an approach to ICTs that anticipates safety concerns and addresses them through design choices, to prevent misuse and harm.41 It has been argued that queer dating apps are unsafe by design, allowing pervasive cyberstalking, online harassment, image-based abuse and non-consensual dissemination of intimate images.42 Examining rejection and visibility affordances on dating apps revealed how gendered affordances vary for different target groups based on gender and sexual orientation. The participants of the diary study showed that post-digital safety concerns differed in relation to gender and sexuality, with sexual harassment, cyberstalking, and homophobia disproportionately affecting women and GBTQAI+ men. Strohmayer and colleagues introduce the term ‘abusability’ to describe design features that can be exploited for malicious purposes, highlighting the importance of anticipating such risks during the design process.

A feminist perspective helps to make sense of the similarities and differences in the experiences of people with diverse gender and sexual identities. As mentioned in the introduction, gender-related violence refers to acts that harm someone physically, sexually, morally, psychologically, or economically to maintain the system of gendered power relations. From an intersectional feminist perspective, gender-related violence is a tool for the maintenance of cis-hetero-patriarchal and colonial power relations.43 This matrix of domination is the basis for interpersonal violence and aggression, explicitly or implicitly legitimized by institutions, scientific discourses, and the penal system.44



The Shadow Pandemic

In the wake of the Covid-19 pandemic, on April 6, 2020, the intergovernmental organization UN Women launched the ‘shadow pandemic’ campaign.


With 90 countries in lockdown, four billion people are now sheltering at home from the global contagion of Covid-19. It’s a protective measure, but it brings another deadly danger. We see a shadow pandemic growing, of violence against women.45



Government authorities, women’s right activists, and civil society partners alarmed of an exponential growth of domestic violence reporting and heightened demand for emergency shelter in the month of March 2020. As Covid-19 spread globally, countries took different approaches to confront the virus. While Italy was the first country to introduce complete lockdown measures,46 confinement measures were adopted late and loosely by the Brazilian and US federal governments.47 In this context of social isolation, crisis of public services, and rapid digitalization, UN Women noted an exponential increase of online violence against women and girls.48

The narrative of the ‘shadow pandemic’ or ‘pandemic within the pandemic’ was adopted by international advocacy organizations like UNICEF and OXFAM49 and popular press in Italy and Brazil.50 News outlets reported a surge in helpline calls related to intimate partner violence. As the initial wave of infections subsided and mobility restrictions were lifted, some countries, including Italy, saw a sharp increase in women killed by intimate partners or family members.

The Covid-19 pandemic also marked a period of intense digitalization, as social restrictions were implemented worldwide to curb the virus’s spread. All areas of life – from school, through work, to healthcare and sociality – saw a faster-than-ever transition into online communications. UN Women released a series of reports on online gender-based violence against women and girls, building on the 2018 Report of the Special Rapporteur from a human rights perspective. During the pandemic, feminist organizations faced a rise of attacks through ‘zoombombing’ – the act of hijacking virtual meetings with violent videos and trolling.51 Some studies also documented an increase in online sexual violence against women.52

UN Women’s use of this narrative appears aimed at legitimizing concern and generating urgency about the issue, leveraging the Covid-19 pandemic’s state of emergency to highlight the need for resources. Referring to gender-based violence (GBV) as a pandemic frames it as a public health emergency. Calling it a ‘shadow’ pandemic further emphasizes how lockdowns and crisis conditions escalated intimate partner and domestic violence. However, this framing tends to render perpetrators invisible, as the focus shifts to victim support and service provision rather than addressing the root causes of the ‘contagion’.

As early as 2016, the explosive growth of online misogyny led scholar Emma Jane to describe a pandemic of gendered cyber violence.53 Drawing on years of ethnography, she identified two pivotal moments in the genealogy of online misogyny: before and after 2010. Before 2010, early instances of gendered cyberhate targeted women in digital public spaces, especially women discussing sex and sexuality, feminists, and women in public positions. Attackers were mostly anonymous or men, who threw caustic judgments on women’s appearance – described in terms of ‘rapeability’ or ‘fuckability’ – and proposed rape as an all-purpose corrective measure.

Around 2007, gendered cyberhate began attracting media attention in English-speaking countries, when game designer Kathy Serra was subjected to one of the first massive misogynistic online attacks, and cases of rape were videotaped and widely shared online. Women in various contexts began to speak out about online misogyny. By 2012, media attention to the phenomenon became routine, with initial shock giving way to resignation.54 Some scholars have argued that the explosive prevalence of online misogyny is a backlash against feminist mobilization.55

To fully understand this epidemic of gendered cyberhate, Jane argued, we must shift the focus from the contexts, politics, and actions of women under attack to the men perpetrating the violence.56 The Brazilian psychology scholar Valeska Zanello proposed a similar framing. Zanello, who engaged with masculinist communities in the Brazilian manosphere,57 has claimed that online misogyny reached epidemic dimensions and that the focus should change from those who are most often subject to violence, to those who are prevalently sources of it.58 Interrogating the field of public health, Zanello writes:


Quando temos algum problema de saúde pública que alcança o nível epidêmico, como por exemplo, a dengue, quais são os procedimentos adotados para combatê-lo? O foco se concentra apenas na população alvo (em uma comunidade atingida) ou busca-se o vetor da doença, de modo a extingui-lo? No caso citado, o mosquito da dengue? Em analogia, quando se fala em violências contra mulheres e homens no Brasil: de quem se fala? Quem está cometendo essas violências? Qual seria o vetor em comum? E aqui, precisamos sublinhar, são os homens e não as mulheres. São eles que matam mulheres e são eles que matam homens. E também: são eles que menos cuidam de si mesmos, morrem mais de acidentes automobilísticos e se suicidam de forma efetiva2. E o que está por trás da letalidade do fator ‘homens’? Em quê ser ‘homem’ favorece ou contribui para as violências?59

When we have some problem of public health which reaches epidemic levels, like for example the dengue, which are the procedures adopted to tackle it? Does it focus only on the target population (in an affected community), or does it target the disease vector in order to extinguish it? In the case cited, the dengue mosquito. In analogy, when one talks about violence against women and men in Brazil: who is being talked about? Who is committing this violence? What would be the common vector? And here, we need to underline, it is men, not women. They are the ones who kill women and they are the ones who kill men. And also: they are the ones who take less care of themselves, who die more in car accidents, and who effectively commit suicide. And what is behind the lethality of the ‘men’ factor? In what ways does being ‘male’ favor or contribute to violence?



Rejecting an essentialist view of gender, Zanello explains that the construction of hegemonic masculinities is permeated by force and violence, not only toward women but also toward other men and oneself.60 The concept of hegemonic masculinities was applied in criminology to theorize the relationship between masculinity and crimes, considering that ‘all data reflect that men and boys perpetrate more of the conventional crimes […] than do women and girls’.61 Rather than framing this gendered pattern as an inherent characteristic, hegemonic masculinities accounts for the influence of cultural representations over one’s gender performance, indicating mainstream ideals of what it means to ‘be a man’. Unlike the shadow pandemic narrative promoted by UN Women, Zanello’s and Jane’s references to an ‘epidemic of gendered violence’ center the problem’s roots by explicitly identifying perpetrators as ‘vectors’. Zanello’s analogy with the dengue mosquito is a powerful rhetorical move: by flipping the pandemic narrative, it challenges public health to confront the inconsistency of focusing only on ‘at-risk populations’ while ignoring the sources of violence.



Gamergate: Online Misogyny Playbook

Gamergate, which began in 2014, is widely recognized as the first major case of massive online misogyny.62 It was sparked by gamer communities’ reactions to feminist critiques of videogame culture raised by developer Zoe Quinn. After their ex-boyfriend Eron Gjoni accused Quinn of having sex with a videogame journalist to get favorable reviews, Quinn was targeted by an unprecedented quantity and viciousness of hate, threats, and doxing, especially after the ex-boyfriend’s rant was shared on 4chan.  Supporters framed this viral misogynistic campaign as a fight for ‘ethics in game journalism’, despite the baselessness of the accusations. Some estimate up to tens of thousands of people partaking in #gamergate on Twitter and Youtube.63 Soon the attacks involved other women in the game industry, especially those who spoke up against this wave of online misogyny.64 While Gamergate supporters claimed that misogyny and harassment were not features of the ‘ethics in game industry movement’, but rather the actions of a few ‘bad apples’, the targets were almost exclusively female game developers, academics, and writers, and the movement’s ramifications were deeply misogynistic.65

Gamergate marked a definitive shift from exceptional instances of gendered vitriol directed at women in public roles to an era in which this form of cyberhate became the norm.66 Since Gamergate, online misogyny has become more widespread, violent, and coordinated, with more severe real-life consequences than in previous years. This case also showed the power of coordinated attacks, organized on niche platforms like 4chan, which became a playbook for networked assaults on feminists and women in public life.67 The discourses and tactics of gamergate resonate with studies on the so-called manosphere. By shifting the focus from targets of online misogyny to the communities where such behavior is legitimized, these studies suggest that online misogyny is closely linked to the existence and proliferation of male-only communities.

Marwick and Caplan introduced the concept of networked harassment to highlight the reality that online harassment is often much more than a one-to-one dynamic.68 They argue that feminist activists and women public figures are especially vulnerable, with attacks frequently coordinated by groups within the manosphere. Other scholars support this claim, identifying chauvinist trolls (machitrolls) as organizers of coordinated assaults against feminists.69 With trolls, machitrolls, or trolling authors identify the attacks that employ memes, coded language, graphic and disturbing content, and rapeglish – a term introduced by Emma Jane to describe the heavily explicit, graphic, and sexually violent hate speech that proliferated online, especially against women journalists, politicians, and feminists.70



The Manosphere: a Space for Men’s Aggrieved Entitlement

On May 23, 2014, university student Elliot Rodger drove his car through the campus of the University of California, where he opened fire, killing six people and injuring fourteen. The United States has seen an increasing number of school shootings since the Columbine Massacre in 1999.71 Similar to the Columbine shooters, Rodger described himself as a victim of an unfair system that continually rejected him. Before heading to the campus, Rodger posted a YouTube video and manifesto, Elliot Rodger’s Retribution, in which he explained that he hated women for ‘unfairly’ rejecting him throughout his life. He claimed women deserved to be punished and outlined his plan.72 Rodger’s ‘retribution’ directly inspired other mass murders, with explicit evidence that these perpetrators intended to punish women and incite violence, such as the 2018 Toronto attack by Alek Minassian.73 Rodger was praised as ‘the supreme gentlemen’ and became an idol within incel communities.74

Incel stands for involuntarily celibate and refers to men who gather in extremist online men-only groups collectively known as the manosphere.75 This loose confederacy of male-only communities is characterized by anti-feminist ideologies often interlaced with far-right sentiments. The manosphere includes sub-groups such as incels, trolls, Men Going Their Own Way (MGTOW), and Men’s Rights Activists. Since the 1990s, these groups have populated Reddit forums, chan websites, and later, social media, rarely attracting much public attention and often being dismissed as ‘just a few bad apples’.76 Although they primarily operate online, some groups, like PickUp Artists (a subreddit for those seeking greater success with women), also organize in-person meetings and conferences. While practices and approaches vary across the manosphere’s sub-communities, strong antifeminist and misogynistic beliefs are prevalent throughout.

Incels, for example, view rape as a corrective measure for ‘reforming’ women, underscoring the prevalence of extreme violence within the manosphere.77 Other groups, like Men Going Their Own Way, promote the belief that men should not interact with women – neither sexually nor intellectually. Their underlying hatred of women stems from the belief that feminists (or simply women) are responsible for a hegemonic system that legitimizes ‘sexist’ discrimination against men. This philosophy is commonly called ‘RedPill’ ideology, referencing the movie The Matrix (1999). In the film, the main character, Neo, faces a choice: take the blue pill and continue living a comfortable lie, or take the red pill and see the truth. The manosphere uses this metaphor to imply that by ‘taking the red pill’, men realize the world actually privileges women, not men – a truth they believe only they can see.

According to this ‘philosophy’, a feminist ‘conspiracy’ perpetuates the ‘myth of male privilege’. The ‘truth’, they claim, is that the world is a ‘misandrist gynocracy’ – an obscure system designed to keep men, the supposed true victims of sexist oppression, in a subordinate position without their awareness.78 The term ‘misandry’, digital slang for hatred of men, is widely used within the manosphere and has made its way into mainstream social media. This reinforces and popularizes anti-feminist views, portraying feminism as a man-hating movement that victimizes and discriminates against (white) men and boys.79

Ironically, this anti-feminist narrative uses a reference from a film directed by transgender sisters Lily and Lana Wachowski, who both publicly came out as trans after the film’s release. An earlier alternative reading, present since at least 2012, suggests the film is an allegory for gender transition.80 In this interpretation, the Matrix represents the gender binary and Neo experiences dysphoria. The red pill symbolizes hormone therapy, and, interestingly, estrogen was available in the form of a literal red pill in the 1990s. However, the manosphere’s co-opting of the term has become mainstream, and this reinterpretation is now the most widespread. In their view, LGBTQAI+ people and other historically marginalized groups have been empowered by international institutions to impose ‘totalitarian conformism’ and a ‘feminazi dictatorship’. As these terms move from niche spaces to mainstream media and social networks, manosphere language is introduced to the public in increasingly softened tones, allowing for plausible deniability of its misogynistic roots.81

The construction and spread of this narrative are clearly illustrated in Benjamin Zand’s video on ‘the issue of false allegations’, posted on his Instagram profile. Zand, director of the documentary The Secret World of Incels, explains that an incel fears being alone with a woman without a third party present, believing he risks being falsely accused of rape simply by talking to her.82 In several manosphere communities, prominent figures assert that innocent men are routinely punished with false allegations of sexual violence.83 Manosphere groups and particularly Men’s Rights Activists (MRA) claim they are the victims of a witch hunt that began with #MeToo.84 This rhetoric mirrors the misogyny and violence against women under the ‘witch hunt’ pretext that spread across pre-capitalist Europe, but reverses the narrative, positioning men as those threatened by false accusations.85 The manosphere, therefore, serves as an incubator for antifeminist and misogynist discourses and practices, which both directly and indirectly incite violence, whether by individuals or coordinated groups.



Indirect Swarming: Scaling Networked Harassment

Networked harassment refers to the organized harassment of a group or individual by multiple people using digital technologies. This phenomenon – also known as ‘shitstorm’, ‘brigading’, or ‘dogpiling’ – often begins when an amplifier account draws attention to a less visible user and accuses them of violating community norms. The perceived moral violation provides social justification for community members, often the amplifier’s supporters, to engage in a ‘digital lynching’ of the accused user.86 The affordances of digital platforms, platform policies and algorithms are strongly associated with the ways through which misogyny and violence are enacted.87 While women politicians, journalists, influencers, and activists are most commonly targeted,88 networked harassment has increasingly been directed at users with lower public profiles as well.89

In the summer of 2023, I attended the Digital Methods Initiative Summer School at the University of Amsterdam. There is where I met Eirliani Abdul Rahman and joined a project that set out to understand the dynamics of indirect networked harassment.90 Eirliani, a human rights activist and Public Health doctoral candidate at Harvard at the time, is a former diplomat and member of the Twitter (now known as ‘X’) Trust & Safety Council – an advisory team of volunteer experts dismantled by the X administration in December 2022. As a survivor of child abuse herself, Eirliani founded the non-profit YAKIN (Youths, Adult Survivors & Kin in Need) to support adult survivors of child sexual abuse.

Between the summer school and approximately February 2024, together we analyzed two cases of networked harassment, introduced the concept of indirect swarming, and discussed our findings in the context of debates around platform moderation, freedom of speech, and online harms.91 We defined indirect swarming as the indirect accusation of a target by an amplifier using covert signaling, which can lead to a sudden surge in posts and activities aimed at the target.92 Drawing from Alice Marwick’s model, we expanded on the characterization of amplifiers, targets, and so-called ‘swarmers’, considering the role of affordances like retweets and quote tweets in facilitating this phenomenon. Our mixed-method study shows that amplifiers are highly influential accounts that play a significant role in catalyzing networked harassment.93

We focused on one case study, analyzing a dataset of 120,000 tweets downloaded on May 5, 2023, which covered the period between December 8 and 16, 2022. The tweets related to the resignation of three women – including Eirliani – from Twitter’s Trust and Safety Council. On December 8, 2022, Anne Collier tweeted that she, Eirliani Abdul Rahman, and Lesley Podesta were resigning from the Council due to the meteoric rise in hate speech following the installation of the new administration. In the tweet, they explained their decision to resign from their voluntary roles and included a link to their press release.

The following day, December 9, Mike Cernovich, a well-known far-right influencer, replied with a tweet stating, ‘You all belong in jail’, linking to a New York Post article from January 2021 titled ‘Twitter refused to remove child porn because it didn’t “violate…’. With this tweet, Cernovich indirectly pointed an accusatory finger towards the three women who resigned from the Twitter Trust and Safety Council, insinuating that they were responsible for Child Sexual Abuse Material (CSAM) on the platform. The link to the NYP article, displaced from its original context, strengthen the accusation by (incorrectly) tying the women to the lack of content moderation for CSAM on Twitter – although the Trust and Safety Council was an advisory board of volunteers without any moderation power. In the 24 hours after Cernovich’s tweet, the three Council Members were targeted by an increasing swarm of tweets containing insults, defamation, threats of doxing, and physical aggression, as well as attacks on other platforms such as Facebook, LinkedIn, and email.94

We used data visualization to track the evolution of indirect swarming on Twitter, demonstrating that the intervention of highly influential accounts amplified the volume of harassment, overwhelming the three targets with an explosive number of notifications. Indirect swarming differs from networked harassment in two key elements. First, swarming accounts for the presence of ‘swarmers’ who may support the target; however, targets have no way of discerning which interactions are positive and which are threatening; thus, in spite of the content, the amount of interactions can be overwhelming and extremely distressful for targets. Second, we emphasize the indirect nature of accusations by amplifiers, who often use coded language to maintain the plausibility of denial.95



The (Missing) Role of Platform Accountability

Over the past twenty years, institutions have increasingly introduced legislation to hold platforms accountable for the systemic harms associated with their widespread use. The Digital Services Act (DSA) is the latest European regulation on platform liability. Approved in 2022, the DSA designated 20 Very Large Online Platforms (VLOPs) and two Very Large Online Search Engines (VLOSEs) as responsible for assessing, analyzing, and mitigating systemic risks that undermine human rights. Among these identified risks, the DSA highlights four prevalent forms of gender-based cyber violence: non-consensual sharing of intimate images (NCSII), cyberstalking, cyberharassment, and cyber incitement to hatred.96 Furthermore, the DSA identified three adult content platforms as VLOPs, strengthening auditing and control mechanisms over gender-based violence within this digital ecosystem (e.g., human trafficking, Child Sexual Abuse Material (CSAM), NCSII).97 Since February 2024, the regulation applies to all member states, requiring VLOPs and VLOSEs whose recipients live in the EU to comply with these obligations, with a combination of national enforcement and centralized oversight by the European Commission.98

The UK has also addressed both online and offline harms related to ICTs and platform responsibility, aiming to mitigate systemic risks through the Online Safety Act. On March 18, 2025, Eirliani Abdul Rahman testified before the British Science, Innovation, and Technology Committee (SIT) to discuss improvements to the Online Safety Act.99 The SIT Committee is an organ of the UK Parliament created to examine the expenditure, administration and policy of the Department for Science, Innovation and Technology and associated public bodies, ensuring that government policies and decisions across departments are based on sound scientific evidence and advice. The Committee asked Eirliani Abdul Rahman and other guest experts about institutional actions regarding platform accountability and legislation.

Based on conversations with Trust & Safety practitioners, engineers, and platform workers about indirect swarming, Eirliani argued that it is technically possible to improve users’ safety against networked harassment: ‘We need to adopt a public health approach to technology-facilitated violence, shifting from a perpetrator-centered perspective to the perspective of victims and survivors’. While current legislation and platform policies frame harassment as a one-to-one phenomenon, the affordances of digital platforms enable many-to-one forms of hate, harassment, and violence, which are not currently protected under existing laws. Similarly, platforms view harassment as a perpetrator-victim issue, so reporting mechanisms hinder users’ ability to protect themselves from many-to-one online attacks. For instance, when Eirliani experienced indirect swarming, users could only block up to five accounts, making it impossible to effectively stop the ‘swarming’.

The current approach emphasizes content moderation to remove or restrict problematic content, but this strategy has faced increasing criticism. The 2023 Report of the European Union Agency for Fundamental Rights found that current content moderation practices result in the paradoxical under-moderation of hateful content and over-moderation of legitimate content.100 Additionally, content moderation is often outsourced to third-party companies, resulting in less transparency and fewer labor protections for moderators.101 The FRA Report also emphasizes that increasing platform accountability and transparency is crucial, and recommends involving communities, especially women and girls, in designing safety features. As highlighted in previous feminist discussions on internet governance,102 the FRA reiterates that online misogyny is a pervasive issue that platforms must try to mitigate.103



Far-Right Movements and Anti-Feminism: a Traditional Marriage

Gender-related violence, as an issue rooted in systems of power, is inherently political. As a result, the political landscape at both global and national levels plays a crucial role in shaping discourses and institutional responses to TFGRV. Far-right leaders have contributed to normalizing hostility toward feminists, LGBTQAI+ individuals, and marginalized groups. Their ideological agendas frame feminism and so-called ‘gender ideology’ as existential threats to societal order, advancing ultra-conservative, patriarchal narratives.104

In her ethnography of manosphere communities, Laura Bates, British journalist who has written extensively about online misogyny, notes that gendered hate speech is deeply intertwined with racist, antisemitic, ableist, and fatphobic hate promoted by white supremacist and extreme-right groups.105 Connections between the manosphere and far-right movements are supported by a growing body of academic research.106 Kristin Bezio argues that Gamergate was a precursor to the rise of the alt-right in the United States, as shown by a convergence of demographic, discourses, and tactics. Tactics such as ‘sea-lioning’ (i.e., asking irrelevant questions) and terms like ‘snowflake’ or ‘Social Justice Warriors’ (SJW) originated in forums like 4chan, 8chan, Breitbart, and Reddit r/RedPill.107 Analyses of #Gamergate discussions across social media show that gamergaters portray themselves as victims of ‘Social Justice Warriors’, a term these communities use to sarcastically identify feminists. This rhetoric positions the heterosexual white male as both the typical gamer and the supposed victim of identity politics, ‘woke’ culture, and feminism.108

The internet has provided unmoderated spaces, like 4chan, for the alt-right to rise and thrive in the United States. These bubbles, with little or absent moderation, allowed extremist discourse to circulate and gain increased legitimacy. Mainstream platforms such as WhatsApp, Telegram, YouTube, and Twitter/X have been central arenas for spreading political disinformation and organizing anti-democratic movements. In Brazil, Bolsonaro’s first presidency marked a radical shift to the right from previous workers’ party governments. Over the past ten years, Brazil has seen a growing spread of anti-rights discourse, likely as backlash against the Feminist Spring of 2015 and the subsequent acquisition of rights and visibility by marginalized communities and identities.109 By 2016, gender, sexuality, and race had become central themes in the discourse promoted by Jair Bolsonaro’s neoconservative right.110 The spread of anti-rights discourse, amplified by mainstream social media, has been described as the pragmatics of chaos.111 In this context, homophobic and misogynistic language mobilizes the semantics of male domination as inflammatory rhetoric, forging emotional bonds and promoting a moral pedagogy of gender roles, social classification, and political action.

Matteo Salvini, the far-right leader of Lega Party. In 2018, Salvini – back then at the opposition – brought an inflatable sex doll onstage during a rally, calling it a lookalike of Laura Boldrini, who was President of the Chamber at the time.112 Italy’s political landscape has been marked by ongoing instability, with seven governments since 2013. The ensuing political turbulence has likely contributed to the rise of right-wing parties like Fratelli d'Italia, whose ideology combines authoritarianism, nationalism, and Euroscepticism.113 Current Prime Minister Giorgia Meloni claims to be committed to fighting violence against women, yet has leveraged the issue to foster femonationalist rhetoric.114 Fratelli d’Italia also emphasizes a strong Christian morality in defense of the traditional family, particularly in opposition to the so-called ‘social threat’ of ‘gender ideology’.115 Meloni’s government has demonstrated its alignment with Europe’s far right through a series of policies targeting migrants, environmental activists, and LGBTQAI+ people, for example, prohibiting city mayors from recognizing the children of same-sex couples as such.116



TFGRV: a Sensitizing Concept

The term technology-facilitated gender-related violence (TFGRV) underscores the continuum between online and offline gender-related violence and highlights its intersectional nature, which cannot be understood by considering ‘just gender’ alone.117 I propose that TFGRV should be viewed as a sensitizing concept. A definitive concept gives a clear and specific definition, with set rules for what belongs in a category. In contrast, a sensitizing concept is more flexible and open-ended. Instead of strict definitions, it provides a general sense of reference and guidance in approaching issues like gender cyber violence and online misogyny. Whereas definitive concepts prescribe what to see, sensitizing concepts merely suggest directions along which to look.118

Violence against women in the domestic sphere and/or sexual violence119 are the most prevalent forms of gender-related violence, with about one in three women experiencing such violence in her lifetime.120 Although media and institutions often equate gender-related violence with domestic or sexual violence against women, gender-related violence is in fact a much broader phenomenon that occurs across all aspects of life.121 It affects women as much as LGBTQAI+ people122. 

Conceptualizations are always shaped by power relations within a given context – those who hold the authority to define, legislate, construct knowledge, and determine which data is collected and how. According to Patricia Collins' (1990) matrix of domination, it is a matter of who holds the symbolic power to construct dominant narratives. As a result, defining gender-related violence inevitably requires situating it within its specific time and place.123 While domestic and sexual violence are now recognized as the most blatant forms of gender-related violence against women, it is only since the mid-21st century that behaviors previously legitimized by cultural and institutional norms have begun to be identified as violations of personal freedom and dignity.124 

The most blatant form of technology-facilitated gender-related violence is the non-consensual sharing of intimate images (NCSII), or more broadly, image-based sexual abuse (IBSA), more often perpetrated against women and LGBTQAI+ subjectivities125. NCSII and IBSA are umbrella terms that encompass other forms of gender-related abuse, such as ‘upskirts’ and ‘downblouses’ (non-consensual photos taken in public), sextortion (extorting money by threatening to share intimate content), extreme pornography (dissemination of rape videos online), and, with recent advances in generative AI, the creation of fake sexual videos, also known as ‘sexual deepfakes’.126 Moreover, NCSII and other forms of technology-facilitated gender-related violence often go together. For example, NCSII may involve doxing personal information, which can lead to real-life stalking and violence.127  

In this book, I use the term TFGRV to highight the onlife continuum of online gendered violence. I use this term interchangeably with online gendered violence, digital chauvinist violence, gendered cyber violence or onlife gender-related violences. Adopting TFGRVs as a sensitizing concept, allows for the term to provide guidance without imposing rigid boundaries on the object of investigation. This allows to further investigate the understanding of the phenomena with research collaborators and to expand the understanding of the intersections that characterize TFGRV. It also facilitates the study of responses to TFGRV as interconnected phenomena. Rather than focusing solely on responses to a particular form of TFGRV – such as legislation on NCSII, which has been widely studied – this perspective can reveal comprehensive and multi-level strategies that account for the complex and dynamic character of TFGRV.
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BRAZIL: CUIDADOS DIGITAIS E FUTURO ANCESTRAL
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Marielle’s Murder: a Call to Network


Em 2018, com o assassinato da Marielle Franco, acho que o campo da defesa de direitos, ativismo, campo dos movimentos sociais teve um alerta um pouco maior em relação a segurança digital. Era um assunto que já vinha sendo abordado, mas circulava em alguns poucos espaços e ainda não tinha tanto alcance, né? Claro que desde 2013, com as revelações de Snowden, esse assunto já circulava, mas muito ainda era algo distante, ne? Isso acontece em algum lugar, como que a gente faz algo em relação a Google, enfim, circulava em espaços mais fechados. Ai com o assassinato da Marielle e do Anderson, veio um alerta e o campo ativista, como um todo, começou a sentir mais medo mesmo. Começou a ser dar conta que o perigo tava mas perto do que as vezes parecia (Violeta, RTDC, Online Interview 1, April 2024).‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬

In 2018, with the assassination of Marielle Franco, I think the fields of rights advocacy, activism, and social movements became a bit more aware of the issue of digital security. It was an issue that had already been discussed, but it was limited to a few circles and hadn’t really gained much traction yet, right? Of course, since 2013, with Snowden’s revelations, the topic had been circulating, but it still felt quite distant, didn’t it? It was something that happened ‘somewhere else’, like, ‘how do we deal with Google?’ and it was confined to more closed circles. Then, with the murders of Marielle and Anderson, a wake-up call came, and the activist community as a whole began to feel even more fear. People started to realize that the danger was closer than it sometimes seemed.



The murder of Rio de Janeiro’s city councilor Marielle Franco and her driver Anderson Gomes in 2018 marked a turning point for social movements and human rights defenders, prompting greater awareness of digital security issues. In my first interview with the Rede Tranfeminista de Cuidados Digitais (RTDC), Violeta told me that Marielle’s murder was what pushed people to come together and build a network.

Marielle Franco was elected city councilor of Rio de Janeiro in 2016 through a coalition between the Socialism and Freedom Party (PSOL) and the Brazilian Communist Party (PCB), receiving 46,000 votes.1 In the 2016 municipal elections, she presented herself as a ‘woman, black, mother from the favela’.2 Throughout her mandate, she dedicated her political action to defending the rights of black people, favela residents, women, and LGBTQAI+ communities, introducing 16 legislative proposals in her first year.3 Marielle combined her activism with studies in sociology, researching the role of military police as public security policy in Rio de Janeiro, and translating this work into her actions as a city councilor. During her tenure, she proposed legislation to protect the right to abortion, create Days against Homophobia, Lesbophobia, and Transphobia, establish a Day of the Black Woman in the city calendar, and set up birthing houses in Rio de Janeiro.4

In March 2018, Marielle Franco was living with her partner, Monica Benicio. As Benicio recounts, on March 14th, around 9:20 pm, Marielle texted that she was in the car and heading home after moderating a debate with young Black women at Casa das Pretas in Lapa, an event promoted by PSOL. At approximately 9:30 pm, just ten minutes after leaving the debate, Marielle’s car was hit by thirteen bullets, killing both her and her driver, Anderson Gomes.5 On March 15th, their wake was held in the Municipal Chamber of Rio de Janeiro. Tens of thousands filled Cinelândia square to honor Marielle’s memory and demand justice, chanting ‘Marielle Presente’.6 Across the country, demonstrations and wakes were held in memory or Marielle and Anderson in most capital cities, showing the emotional shock that this murder generated on a national scale. In the following years, the slogans ‘Who ordered Marielle’s murder?’ and ‘Justiça por Marielle e Anderson’ continued to resonate throughout social movements.7

However, the murder of Marielle Franco was not the final act of political violence against her ‘political body’.8 Immediately afterward, platforms like Twitter, WhatsApp, and YouTube became sites for a massive ‘hate machine’ and network of fake news against the council woman and her family.9 In response, the Institute Marielle Franco created a ‘Truth about Marielle’ section on its website to counter the false accusations.

Marielle’s murder ‘operated as a critical event in the transformation of feminist debates on online gender-based violence in Brazil’, highlighting the gendered nature of political violence.10 The mobilizations following her assassination helped shape, within Brazilian feminisms, an understanding of political violence that recognizes the intersection of gender, race, sexuality, and gender expression.11 Marielle’s memory echoed across demonstrations against violence in Rio de Janeiro, with chants of ‘Marielle Vive!’ and ‘Marielle Presente!’ (Figures 2, 3, 4). This broader understanding influenced the creation of laws against political violence toward women, as well as the RTDC’s approach to understanding, documenting, and responding to online violence as an intersectional issue.

As Violeta noted in the interview, awareness of information security within social movements and activism began to grow as early as 2013, following Edward Snowden’s revelations.12  Joana Varon, director of Coding Rights, elaborates this connection in a blog article:


Beyond Snowden’s revelations on mass surveillance, we have seen coordinated sexist online attacks on feminists, women journalists, non-male gamers, female politicians or vocal women; Google searches pointing to racist insults; the Cambridge Analytica scandal signaling how targeted ads can threaten democracies with misinformation; the Uberization of work that dismantles any enforcement of labour rights, governments and private companies engaging in censorship at DNS13 level, such as the recently mapped blockage of abortion webpages in Brazil, even through automated decision-making processes that end up silencing voices of dissent.14



Between 2013 and 2016, Brazil experienced intense political mobilizations. These protests stemmed from economic and political instability, exacerbated by corruption and widespread dissatisfaction with the government of the Workers’ Party (Partido dos Trabalhadores, PT). Growing antipetismo – meaning antagonist sentiment against the Worker’s Party – paved the way for the impeachment of Dilma Rousseff and the rise of Bolsonaro’s far-right movement. Ultra-conservative politicians relied heavily on rhetoric of defamation, homophobia, misogyny, and racism, shaping Brazilian social media into an increasingly hostile space for minorities – especially feminist and LGBTQAI+ activists.15 By 2015, digital security and the role of social media in political campaigning had become central concerns for communication activists and experts.16 As Violeta observed in our interview, Marielle and Anderson’s murder heightened fears, making people feel that ‘the danger was closer than it appeared’.

After Marielle’s murder, those working in information security began receiving numerous requests for assistance with digital attacks. Requests for help increased, often coming from the same groups on behalf of multiple members. However, the field of information security in Brazil was small, with even fewer feminist, trans, and women practitioners – who, as Violeta recalled, had ‘quite a different approach from the field in general’. In the wake of Marielle and Anderson’s deaths, the few people employing a transfeminist approach to digital security became overwhelmed by the volume of calls for help:


Era um campo que ainda era... bem pequeno, eram as mesmas pessoas que trabalhavam com segurança digital, ou criptografia, e quando a gente falava de mulheres, pessoas trans e feministas esse grupo ficava mais restrito ainda, que tem uma abordagem bastante diferente do campo da segurança digital de uma maneira geral. Depois de algum tempo fazendo alguns trabalhos atuando com coletivos, tanto em coletivos quanto individualmente, algumas dessas pessoas atuantes com cuidados digitaise passaram a ser foco para o campo da defesa de direitos. Então ‘a gente está com medo’, ‘a gente sofreu um ataque’, ‘a gente precisa de algum apoio em relação a isso’, sempre se pensava em algumas e mesmas pessoas, em algumas pessoas que eram de representação. E aí foi assim que essas pessoas se viram sobrecarregadas no momento do assassinato da Marielle. (Violeta, RTDC, Online Interview 1, April 2024).‬‬‬‬‬‬‬

It was a field that was still… quite small; it consisted of the same people who worked in digital security or cryptography, and when we talked about women, trans people, and feminists, that group became even smaller, one that takes a very different approach from the field of digital security in general. After some time working with collectives, both as part of groups and individually, some of these people active in digital care began to take center stage in the field of rights advocacy. So when people said, ‘We’re afraid’, ‘We’ve been attacked’, or ‘We need some support with this’, they always thought of the same few people, those who served as representatives. And that’s how these people found themselves overwhelmed at the time of Marielle’s murder.



Over time, a core group of individuals became central to addressing requests for digital security support among both individuals and collectives. The idea of building a network arose to facilitate and coordinate help requests, while valuing the unique abilities of each member. Through conversations among those who would form the Network, the RTDC was born, immediately taking a political stance by adding ‘transfeminista’ to its name: ‘E aí a escolha do nome transfeminista já pra determinar também um lugar de posicionamento da Rede, ne? Posicionamento politico’‬ (Violeta, RTDC, Online Interview 1, April 2024).17

Today, RTDC is composed of both collectives and individuals, with new members and groups joining from outside Rio de Janeiro and São Paulo. These two cities have historically had greater access to resources, projects, and attention, and served as the initial hubs for the Network’s foundation. Diversifying the Network’s base – by including more people from beyond the Rio-São Paulo axis and expanding beyond the cis-white demographic – was, as described, ‘a desire that came about naturally’ as the Network built relationships across different territories, organically bringing in new members with different backgrounds.

RTDC is composed of a restricted nucleus of about ten people involved in governance, and a larger orbit of people who have come across the Network through collaborations, learning processes, and information exchange. They receive requests for help and work with facilitating learning processes around digital care, with a focus on collectives and social movements. RTDC’s main activity is facilitating learning processes on digital care, adopting an integral approach to care. This means, on one hand, interconnecting digital care processes with physical, psychosocial, and collective care. On another level, it involves adopting practices of care within the organization itself, by respecting ‘the needs and demands’ of members and allowing flexibility for participation in the Network according to their possibilities. New relations contribute to shaping how digital care is conceptualized and practiced:


A gente trabalha, esqueci de falar, realizando processos de aprendizagem em cuidados digitais. E cada vez mais trabalhamos nessa perspectiva integral do cuidado, entretanto a gente parte dos cuidados digitais mas acaba... a gente foi entendendo que não da para falar de uma coisa só, tem que interconectar: os cuidados físicos, psicossocial, coletivo, as redes vão fazendo parte dessas formações, desses nossos processos de aprendizagem, então a pessoas que participam vão integrando também a RTCD, mais perto, mais distante como é possível. Então acho que basicamente é isso, e atualmente a gente está com um núcleo de mais ou menos, mais ou menos dez pessoas. Estamos passando para um processo de restruturação para a gente entender melhor a nossa governança, ne? Acho que conforme vamos amadurecendo, algumas questões sobre estrutura vão aparecendo. Ta sendo legal a gente passar por esse processo. (Violeta, RTDC, Online Interview 1, April 2024).‬

We work, I forgot to mention, by carrying out learning processes in digital care. And we’re increasingly working from this holistic perspective on care; while we start with digital care, we end up... we’ve come to understand that we can’t just talk about one thing, we have to interconnect it all: physical, psychosocial, and collective care, networks are part of these training sessions, of our learning processes, so the people who participate are also integrating the RTCD, as closely or as distantly as possible. So I think that’s basically it, and right now we have a core group of about ten people. We’re moving toward a restructuring process so we can better understand our governance, right? I think that as we mature, certain structural issues start to come up. It’s been great going through this process.



Since the focus is on practicing feminist digital care and referring to that critique of care, RTDC understands the importance of paid care work and, for this reason, adopts a remuneration model based on hours of work, paid equally for everyone in the organization. Further, there is always space to discuss the needs of each person:


A gente entende a importância da remuneração nessa discussão de cuidado nossa, porque é importante, é fundamental, a gente não consegue se manter, não consegue se dedicar como a gente precisa se dedicar, sem remuneração nesse momento. E a gente adota um formato de remuneração que é por horas de trabalho e é igual para todo mundo. A gente ta sempre aberta a conversar a respeito de cuidados se isso atende as pessoas que estão dentro [da RTCD], porque são pessoas com perfis totalmente diferentes, tem pessoas com filhos, pessoas com outros trabalhos, morando em estados diferentes, a gente ta aberta a entender como que se atende melhor. Idealmente a gente gostaria de poder, por exemplo, ter um salario fixo para todo mundo, mas a gente no momento não tem, não consegue‬. (Violeta, RTDC, Online Interview 1, April 2024).‬

We understand the importance of compensation in this discussion about our care work, because it’s important, it’s essential, we can’t support ourselves, and we can’t dedicate ourselves the way we need to, without compensation right now. And we’ve adopted a compensation model based on hours worked, which is the same for everyone. We’re always open to discussing care arrangements to see if they meet the needs of the people within [the RTCD], because they have such different circumstances, some have children, some have other jobs, and some live in different states, so we’re open to figuring out how best to support them. Ideally, we’d like to be able to, for example, offer a fixed salary to everyone, but we don’t have that right now, we just can’t manage it.



RTDC is funded by philanthropy, with two grants at the time of our interview, one from APC and one from MamaCash. However, the grants are small, and they do not allow RTDC to actuate and attend to people as much as they would like, and sometimes their work turns into unpaid (care) work. At the time of the interview, they were seeking funding to continue sustaining their work and were going through organizational changes to adapt the Network's governance.

RTDC’s work is supported by philanthropy. The two organizations mentioned as funding entities, APC and MamaCash, have been engaged in supporting feminist initiatives since the 1980s. MamaCash is an international women’s fund established in the Netherlands in 1983, working ‘to ensure that feminist collective action led by women, girls, trans and intersex people is resourced, supported and connected’.18 APC is an international network of Civil Society Organizations (CSOs) founded in 1990 dedicated to supporting human rights activism, protecting the environment, and building peace through the strategic use of information and communication technologies. These organizations grant funding thanks to the support they receive from institutions (e.g., Dutch Ministry of Foreign Affairs, European Union, UK Government’s Digital Access Programme), private foundations (e.g., Ford Foundation, Oak Foundation), and cooperation agencies (e.g., Swedish International Development Cooperation Agency).

Organizations like RTDC operate in the third sector – that space in the labor market that is neither institutional nor private sector. Rather than for profit, the third sector is supposed to operate in support of people, communities and environments without accumulation of capital. In this sense, this field has also been described as ‘professional activism’.19 This approach entails the professionalization of political activism, meaning someone who positions and acts politically in a work context, with the aim of confronting injustice and driving social and political change.20 This kind of politically positioned professional work has a significant impact in the fields of educational, social, and community interventions oriented to social justice and in defense of people in situations of vulnerability.21

RTDC thus finds its origins in a field of people interested in the defense of rights and democracy, as well as in the impacts of technologies on democracies. They are a unique actor in the field of digital care in Brazil, as it is a network of individuals and collectives, some of which are also active in their own right in digital transfeminist care.22 As Amarelo noted at the end of our interview, the field of digital care extends beyond the Network itself. While RTDC connects many people working in this area, numerous organizations and individuals involved in digital care are outside its boundaries.
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Approaching Digital Safety as Daily Care (Work)


Em 2013 a questão da segurança da informação começa a ficar mais forte para muitas organizações no Brasil, mas ainda muito tímida. Alguma só que tinha alguma relação mais forte com tecnologia começou a perceber essas necessidades. E ai eu acho que é o momento em que a gente começa a trabalhar com as organizações sobre a questão da segurança da informação. Nesse momento a gente ta falando de segurança de informação, ou segurança digital, eram esses os termos, também a partir das referencias que a gente tem do Norte Global, nè? sejam referencias ativistas, ou sejam técnicas, ferramentais enfim. Então a gente ta trabalhando com uma linguagem hacker naquele momento e a gente vai percebendo que era muito militarizado, muito difícil conectar as organizações que estavam aqui no campo no Brasil com essa temática. Então toda as vezes que a gente chegava para fazer oficina, parecia um assunto meio árido, apesar de que a gente entendia que todo mundo estava utilizando tecnologias, estava tudo mundo se comunicando na internet, todo mundo estava se perguntando: ‘como que pode ser tão árido se tanta gente usa?’ A gente foi percebendo que era o uso da linguagem, então a gente começava a falar e as pessoas começavam a ficar com medo e se fechavam e aí não rolava mesmo o aprendizagem sabe, se fechavam, e não conseguiam mais ouvir sabe, [...] e percebia muito isso com a corporalidade das pessoas, você consegue observar isso. (Amarelo, RTDC, Online Interview 1, April 2024).




In 2013 the issue of information security starts to become stronger for many organizations in Brazil, but still very timidly. Only some that had a stronger relationship with technology started to notice these needs. And that’s I think the moment when we start working with organizations on the issue of information security. At that moment we are talking about information security, or digital security, those were the terms, also based on the references we have from the Global North, right? Whether activist references, or technical, tool-based ones, anyway. So we are working with a hacker language at that moment and we start to notice that it was very militarized, very difficult to connect the organizations that were here in the field in Brazil with this theme. So every time we would arrive to run a workshop, it seemed like a rather dry subject, even though we understood that everyone was using technologies, everyone was communicating on the internet, everyone was asking themselves: ‘how can it be so dry if so many people use it?’ We started to notice that it was the use of language, so we would start talking and people would start to get scared and would shut down and then learning really wouldn't happen, you know, they would shut down, and couldn't listen anymore, you know, [...] and you could really notice this in people's body language, you can observe that.



During our first conversation, Amarelo explained how RTDC began to see digital safety as digital care. In 2013, when various groups who would later constitute the Network began discussing digital security, they would draw on technical references from the Global North. However, when they held workshops, this ‘hacker’ or ‘militarized’ language made people defensive and blocked the learning process, as participants would ‘close up’. Because of this, they decided to start by changing the language, which led to changes in their methods and practices.

Digital care means changing the language from cybersecurity to the language of daily care, like making daily food choices, to make learning about digital safety easier. One example is the website ‘Prato do Dia’ (Dish of the Day), created by the RTDC, with support from the Digital Defenders Partnership, an international program that funds digital security projects with holistic, sustainable approaches.23 On the website, users can find a step-by-step guide to digital safety, presented in the language of food choice. The guide, labeled in Portuguese, Spanish and English, is presented as a ‘digital care meal’, with options for vegans and meat-eaters. Both versions have the following ten sections:


	Wash your hands: revise the privacy and security settings of your social media accounts.


	The basic (rice and beans): safe passwords and 2FA


	Protein: safe browsing


	The poison is on the table: open vs proprietary software


	Salad: safe email


	Dessert: messaging apps


	Seasonings: (Collaborative documents and spreadsheets, video and audio call, calendar, VPN)


	Cleaning dishes… data


	Lunch box: backup


	Other care (cyber-attacks, location security)




The ‘menu’ of the ‘digital care restaurant’ guides readers through the steps of choosing food for a ‘digital care meal’, covering digital safety topics like privacy settings, passwords and two-factor authentication (2FA), browsing, open-source software, emails, messaging apps, file sharing, collaborative documents, cloud storage, video and voice calls, backup, common digital threats (phishing, virus, malware, ransomware), and location privacy. Each section features watercolor illustrations by Deborah Salles (Figure 7). The sections are separated by a zigzag blue line on the page, which reminded me of the design on the Kuñangue Aty Guasu’s website – the Great Assembly of Guarani and Kaiowá Indigenous women, but also of the cover of Krenak’s book ‘Futuro Ancestral’ and ‘Descolonizando Afetos’ by Guarani psychologist Geni Núñez.24 At the bottom of the page, there is a link to a dictionary of specialized terms, such as backup, HTTPS, VPN, ransomware, and more.

Violeta explains that using the language of food for digital care was very well received in feminist and digital rights movements, especially in the Brazilian context. She explains that, starting in 2012, Brazil saw greater left-wing involvement, partly due to Lula's years in office. With greater social mobilization, there were also more feminist publications about care, especially related to work and health. The term digital care was popular among feminists because it connects with daily care and also opens up a critical discussion about who has the right to care. Some Black women activists, Violeta recalls, welcomed the shift from ‘security’ to ‘care’ because security felt distant – something the state should provide, but often does not – whereas care is something they practice themselves. The political context was central to the Network, as debates about care in academia, activism, and social movements helped bring digital care into the field without being seen as ‘coisa de mulher’ (a woman’s thing) or something fragile. It was ‘care in the political sense’.

This can be further understood by looking at the work of Mulheres Negras Decidem and PretaLab. The former is an organization and network active since 2018, dedicated to facilitating the full participation of black Brazilian women in institutional politics through political training, advocacy, and data-driven research on the intersections of racism and sexism. The latter, active since 2017, works with training cycles to facilitate the professionalization and access of black women to the world of ICTs. Their website hosts a platform for network-building between the women. They are both organizations in a web of ‘affective networks’ of digital care and black women’s activism in Brazil.25

Together, they created a guide on digital care that engages with the challenges and needs of cyberactivists and black women in politics. In it, they examine the types of digital care Black and Indigenous women in Brazil may need to feel most safe, exploring the meaning of digital care, its significance from the perspective of racialized women, and ancestral technologies of care. One of the sections, ‘what is digital care?’ states:


A concepção da segurança para mulheres não abrange todas nós de forma equânime, visto que segurança englobaria o ambiente doméstico, educacional, saúde, institucional, trabalhista, alimentar, praticas de fé, as ruas e nossos corpos, para então somarmos uma concepção de segurança digital em nossas rotinas na internet. Tratar dos aspectos reais de segurança acaba nos colocando em uma situação de dependência dos poderes públicos e privados que insistem em nos deixar de lado de fora dessas decisões. Já a perspectiva do cuidado é algo muito integrado as realidades das mulheres no Brasil, sobretudo mulheres negras e indígenas com seus saberes tradicionais, com suas tecnologias de cuidado e com o trabalho de cuidar, o qual nem sempre recebe o respeito e o registro merecidos. Cuidar é um saber das mulheres, mas também de muitos homens indígenas e pretos velhos.26

The conception of security for women does not encompass all of us in an equitable way, given that security would embrace the domestic, educational, health, institutional, labor, food, faith practices, the streets and our bodies, for us to then add a conception of digital security into our routines on the internet. Addressing the real aspects of security ends up placing us in a situation of dependence on public and private powers that insist on leaving us outside of these decisions. The perspective of care, on the other hand, is something very integrated into the realities of women in Brazil, above all Black and Indigenous women with their traditional knowledge, with their care technologies and with the work of caring, which does not always receive the respect and recognition it deserves. Caring is a knowledge of women, but also of many Indigenous men and pretos velhos.



Security is not equally available to all bodies, since it is controlled by public and private powers who ‘insist on leaving out of decisions’ the same bodies whose security they should guarantee. Care is especially relevant to the lives of Black and Indigenous women in Brazil but also applies to many Indigenous men and preto velhos, as explained in the guide. Further, the parallel with daily care practices is drawn to reflect on safety/security from violence:


Que tipo de cuidados nos dariam segurança? Os movimentos organizados de mulheres há muito tempo denunciam as mais diversas formas de violências que nos atravessam nos espaços públicos, nos ambientes domésticos e institucionais. Violências que nos impedem a liberdade de viver sem medo. É graças às nossas redes de apoio que enfrentamos juntas toda essa insegurança e por isso precisamos conversar entre nós: o que nos faz sentir seguras?27

What kind of care would give us safety? Women's organized movements have long denounced the most diverse forms of violence that cross through us in public spaces, in domestic and institutional environments. Violence that prevents us from the freedom to live without fear. It is thanks to our support networks that we face all this insecurity together and that is why we need to talk amongst ourselves: what makes us feel safe?



Care is a collective practice that flows through networks of support. Sharing safety habits for self-protection at home – such as locking the door – draws clear parallels with digital self-defense strategies. Black women have consistently highlighted the structural violence they face under systems of oppression, spanning public, domestic, and institutional spaces.28 In the context of online violence, Moya Bailey introduced the term ‘misogynoir’ to capture the unique forms of vitriol directed at Black women. Originally coined in relation to hip-hop culture, the term has since been adopted by organizations like Glitch to address the online abuse experienced by women of color.29

Care is a central theme for feminisms.30 This is why, as Amarelo recounted in the first interview, the term ‘digital care’ (rather than ‘holistic security’) was so well received in the field of Brazilian feminist, transfeminist, and women’s movements. From the perspective of the RTDC, the topic of care (and its practice) has several layers. One level is that of care as a consideration of affect and embodied experience:


Pensar no corpo digital né? como seu corpo físico também. que o corpo digital e o físico não estão separados né, eles são, as mesmas coisas que atingem seu corpo digital atingem seu corpo físico, se você recebe um ataque online, aquele ataque vai reverberar no seu corpo, a dica que desliga o computador aquilo vai cessar isso não acontece. Então a gente começou também a pensar nessas questões ne no corpo digital que são os dados, ele também precisa estar incluído nesses cuidados do corpo, e aì em fim isso não é uma coisa brasileira, não uma coisa que a gente inventou né?, a gente também tava alineado nessa perspectiva global eu acho que ta pensando nos cuidados como uma coisa integral, como uma coisa holística, então você consegui fazer o paralelo nas terminologias, assim fala segurança holística, segurança integral, acho que as vezes é mais ou menos a mesma perspectiva. Só que eu acho que quando a gente usa cuidados digitais por enquanto aqui no Brasil a gente ta falando – quem usa esse termo a maioria são os grupos feministas, ou transfeminista? Então a gente ta falando disso tudo, eu quero dizer que é um termo que vem do feminismo. (Amarelo, RTDC, Online Interview 1, April 2024).




Thinking about the digital body, right? like your physical body too. That the digital body and the physical are not separate, right, they are, the same things that affect your digital body affect your physical body, if you receive an attack online, that attack will reverberate in your body, the tip that says just turn off the computer, that will make it stop, that doesn't happen. So we also started to think about these issues right, the digital body which is data, it also needs to be included in this body care, and so anyway this is not a Brazilian thing, not something we invented, right?, we were also aligned with this global perspective, I think that is thinking about care as an integral thing, as a holistic thing, so you can draw the parallel in the terminologies, like they say holistic security, integral security, I think sometimes it's more or less the same perspective. Except that I think when we use digital care for now here in Brazil we are talking – those who use this term, the majority are feminist groups, transfeminist? So we are talking about all of this, what I mean is that it is a term that comes from feminism.‬‬



In this day and age, our physical bodies can no longer be separated from our virtual bodies. The digital body, composed of data and online traces, therefore, also needs to be taken care of. Violence online seeps into the physical realm, having felt consequences on our bodies. Telling survivors to simply ‘close the computer’ or ‘get rid of social media’ trivializes the violence and can have strong silencing effects, explained Amarelo.

Another layer is that of doing care work, by attending to victims and survivors of technology-facilitated violence. Helplines and hotlines play a central role in the field of digital care, offering a response and a first support to those who experience digital violence. Maria D’Ajuda is a helpline activated by MariaLab, a feminist collective focused on the intersections of politics, gender, and technology, active since 2014 and one of the organizations within RTDC. While RTDC does not have a helpline, they collect requests for educational processes in digital holistic safety; when they receive calls for situations of emergency, they refer them to other helplines – such as Maria d’Ajuda – which can take care of the emergency; if there is the possibility to also implement a learning process in digital care, the case is then taken up by RTDC.

Another helpline that addresses help requests for cyber violence in the Brazilian territory is Vita Activa; while this is a Latin American project that extends beyond Brazil, it offers support through a Portuguese-language helpline with knowledge of the local context. Finally, the oldest helpline was launched in Brazil by Safernet, a non-profit organization that, in recognition of 20 years of pioneering work against online violence, is now cooperating with the Federal Public Ministry and other governmental institutions.31 Safernet’s helpline and hotlines have been active since 2005, receiving requests for help regarding cases of cyber violence and providing psychological, legal, and technical support to victims.

While recognizing that Global North ideas about integral or holistic security have influenced the use of the term digital care, Amarelo points out that the idea of care is also deeply shaped by major feminist debates in Brazil. These debates focus on violence and oppression, and on questions of gender, race, and class – especially who provides care and who receives it. They look closely at care work and the intersectional violence faced by those who are usually assigned care roles within a white patriarchal society.32 In this sense, care work is what scholars like Silvia Federici and Nancy Fraser describe as social reproduction labor.33

The person who takes on care work is often affected by different kinds of oppressions. As a result, care work is mostly done by women, Black people, migrants, Indigenous people, and those who are socially vulnerable. Violeta explained that this transfeminist approach to digital care is similar to what is discussed globally as ‘integral care’, which includes digital, physical, psychosocial, and collective care. RTDC has been developing this integral approach along with the people who join through activities, alliances, and collaborations, each time bringing in new ideas about holistic care. For example, the focus on spiritual care grew out of collaborations with Indigenous communities and anti-racist movements:


Durante nosso trabalho a gente sempre trouxe uma perspectiva holística dos cuidados, in princípio colocava cuidados digitais, psicossociais, físicos [...] mas começou a estar uma certa demanda do campo de pensar outros cuidados, espirituais mesmo, trabalhar com indígenas que tem essa perspectiva espiritual muito forte assim e alguns grupos do movimento antirracista e pessoas pretas também traziam essa perspectiva. (Amarelo, RTDC, Online Interview 2, May 2024).‬ ‬

Throughout our work we always brought a holistic perspective of care, at first we would put digital, psychosocial, physical care [...] but there started to be a certain demand from the field to think about other forms of care, spiritual ones even, working with indigenous people who have this very strong spiritual perspective and some groups from the anti-racist movement and Black people also brought this perspective.



Amarelo explains that by diversifying RTDC, they saw the need to include spiritual care and faith rituals in their vision of care. In Brazil, political and social movements – especially those involving racialized groups – are rich with references to spirituality. Christianity has played a central role in establishing settler colonialism and in the colonialist and racist appropriation of bodies and lands.34 Because of this, in Brazilian social movements, calls for recognition and legitimacy of Indigenous and Afro-descendant worldviews are closely linked to the struggle for decolonization. Over the last ten years, the rise of authoritarian politics has also led to more religious racism against Afro-diasporic faiths.35 As Gomes and Tanscheit argue, these authoritarian trends have been strengthened by the neoconservative ideology, politics, and alliances of the Brazilian right, which have reinforced religious anti-pluralism in favor of Christianity. In this sense, neoconservatism promotes a political logic based on morality, where the state is seen as responsible for guiding society’s moral and religious direction.36

In the framework proposed by the RTDC, the analogy between safety and food choice goes beyond simply making learning easier or seeing care as a feminist ethic that values lived experience. Food and digital care are also about ‘affection and power’:


You may have heard that food is a political and revolutionary act. Through actions such as stimulating family or local agriculture, organic production, care for the environment, and respect for the cultural habits of a territory and its population, it is possible to achieve this political dimension that is so often talked about. But it is important to remember that part of this responsibility should also be in the hands of the State, which, by guaranteeing food sovereignty, also guarantees health and quality of life for its people. But have you ever wondered what actions involve the political dimension in the use of technologies?37



The ‘About this website’ page reads like a manifesto on the political dimension of the use of technologies. Eating is a political act insofar as politics influences access to food – and since the personal is political, the way we eat can support or challenge certain systems of food production and consumption. The responsibility for the political act of eating doesn’t rest only on individuals – the state is also responsible for protecting ‘food sovereignty’ and, in turn, the ‘health and quality of life of its people’. In this sense, digital care draws attention to digital sovereignty, intended as ‘stimulating and supporting local technological development projects made in our country, valuing local knowledge and technologies’. Digital care is about being aware of the political dimension of information and communication technologies (ICTs), so we can make choices and create habits that match our needs and possibilities.


Just like food, our relationship with digital media involves different dimensions that go far beyond communications and leisure. There are many similarities between food and the use of technologies. We can (and should) think about the security of our personal and professional information, the security of our data, the guarantee of the right to privacy, of our autonomy, and, above all, the right to make choices, which can go far beyond what the big tech companies offer us and often condition us to.38



Thinking about the political dimension of digital safety is not the typical approach of cyber security experts. The way RTDC frames digital care is as the self-protection of one’s digital/human rights, such as the privacy of our information, our autonomy, and our right to make free choices. It proposes alternatives to the monopolies of information power held by Big Tech. A power which allows them to offer their own conditions, and to condition us into believing that these are the only possible conditions:


The Dish of The Day website is an initiative that invites everyone to reflect on this issue and also provides alternatives so that you can adopt practices for a healthier use of technologies. […] When we talk about digital security, we often find great challenges, just like with food, however, there are ways to transform this relationship, such as making use of alternative technologies, which guarantee our security and do not steal our information, such as open source applications; stimulating and supporting technological development projects made in our country, valuing local knowledge and technologies; strengthening groups that defend digital rights and legal compliance by digital technology companies and the State; and among so many other ways to strengthen this chain of breaking the market logic, helping us to transform our personal relationship with technology into something healthier, enhancing networks and services that cherish and share the same values as ours.39



Digital sovereignty thus appears to be central to escape this dependency from tech giants, mostly based in the US. In this sense, transfeminist digital care invites us to consider the political dimension of technologies, while also reconducting cybersecurity to the field of daily care, of local technologies and knowledges, and of collective action.

During my fieldwork in Brazil, I experienced a first-hand example of this invitation, when I participated to the workshop held by RTDC at Cryptorave. This event is a two-days long conference on surveillance, privacy, encryption and digital rights, organized in São Paulo by a network of grassroot collectives, activists, and digital rights defenders. On the first day of Cryptorave 2024, I arrived at the workshop by the RTDC. One of the members was already explaining the workshop's structure: first, a story; then, some questions to reflect; finally, a group discussion. While telling the story of Anansi, the moderator walked around the room, unraveling a silver string, which she gave around for participants to hold. At the end of the story, everyone in the room was connected through a tela di prata – a silver network – an ancestral technology and a sort of social network (Figure 6).

Then we were all asked to think about what keeps us distant from technology and what strategies we use to deal with these challenges. People wrote down their everyday ways of handling technology-related difficulties, such as managing identities and accounts; doing things at their own pace, for themselves and not for the market; having the autonomy to create; encouraging social, political, and ethical debates in computing; and finding a network or support group for motivation. We combined everyone’s ideas on a poster and had a final debrief before everyone jumped up to rush to the next activity (Figure 7).

Digital care is thus a term that brings together several ideas: a) it treats digital security as a form of daily care, both in language and in practice, and draws especially from women’s, Black, and Indigenous knowledge about ‘care’; b) it looks at digital safety through the lens of ‘care in the political sense’ of intersectional feminism, which means recognizing the value of lived experience and care work, but also taking a stance on the political aspects of digital technologies, including systems of structural oppression, and striving for co-liberation.40
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Intersections and Continuums of Violence


In addressing TFGBV we must remember that technology is embedded with the biases and prejudices that are already entrenched in our culture, laws and practices. As such, while there are several forms of violence unique to TFGBV, including non-consensual image-based abuse, online trolling, gendered disinformation, non-consensual use of georeferencing and spyware, it also occurs across a continuum of violence – from online to offline violence. The root causes of violence are the same. The violence is just taking place in new and emerging spaces and mediums.41



The Association for Progressive Communications (APC) has been promoting a safer internet since the 90s. This non-profit organization focuses on how digital technologies intersect with human rights issues and inequalities, especially in the Global South. One of their key areas is gender inequality and the impact of new technologies on women’s rights. According to APC, the rapid pace of technological change brings challenges that may not be fully understood yet, but they have real effects on individuals and society. Still, the continuum between online and offline violence remains, and the underlying causes are the same.

As Violeta tells me in our first interview, APC has been a reference for many feminist groups in Brazil and beyond. Even before introducing digital care, they were involved with creating a safer internet, an internet with less gendered violence:


Acho que muitos grupos feministas não só no Brasil, mas no Sul Global, tem como referencias muitos dos materiais das discussões feitas pela APC – não sei se você conhece – e elas tinham um pouco dessa proposição de tentar construir uma internet menos violenta, né? Então, entender a violência de gênero vem antes, para a gente poder pensar uma internet segura e pensar sobre a questão da segurança digital, e como é que a gente constrói espaços mais seguros na internet (Violeta, RTDC, Online Interview 2, May 2024).‬‬

I think many feminist groups, not only in Brazil but across the Global South, draw on much of the material from the discussions held by the APC – I don’t know if you’re familiar with it – and they were partly driven by this idea of trying to build a less violent internet, right? So, understanding gender-based violence comes first, so that we can envision a safe internet and think about the issue of digital safety, and how we can build safer spaces online.



To build a safer internet, APC argues that diversity is needed both in developing technologies and in creating the legal frameworks that govern them – in other words, more representation of marginalized groups in decision-making roles. For APC, diversity in both technology development and regulation is fundamental to making the internet safer for everyone. As Seyi Akiwowo, one of the UK’s youngest black politicians and a survivor of sustained online harassment, recounts, black women in politics are much less likely than their white male colleagues to run for office again, largely because of the online and offline violence they experience – and are often told to simply accept as part of their job.42 This creates a ‘loop’: building a safer internet requires diversity in decision-making and in the digital public sphere, but digital violence has a silencing effect on marginalized voices and contributes to pushing underrepresented groups out of public spaces.

Political violence is violence directed at political candidates, whether online or offline, usually starting during election campaigns and continuing throughout their term, directly affecting representation and democracy. The Eleições na internet, Guia para proteção de direitos nas campanhas eleitorais is a guide focused on political violence, digital rights, and care during campaigns. It states that political violence occurs on a continuum between online and offline spaces, with spikes during election periods:


Verificamos que há, em verdade, um contínuo de violência, em que cybercrimes estão relacionados a crimes e desigualdades do cotidiano fora das redes, e que a Internet pode amplificar determinada realidade e viralizar tentativas de silenciamento de candidaturas, transformando-a em um campo de batalha durante as campanhas eleitorais.43

We found that there is, in truth, a continuum of violence, in which cybercrimes are related to crimes and inequalities of everyday life outside of networks, and that the Internet can amplify a certain reality and viralize attempts to silence candidacies, turning it into a battlefield during electoral campaigns.



There is a continuum of violence and inequality between online and offline spaces. While the internet has the potential to amplify marginalized voices, in reality, the most marginalized are often silenced as real-world discrimination is amplified in digital spaces. The guide, a project by Coalizão Direitos Na Rede,44 carried out by Coding Rights and #MeRepresenta, includes three sections: digital threats and challenges during election campaigns, digital care guidelines to prevent attacks, and a digital care guide for responding to attacks. It covers digital care practices and strategies such as safe video calling, privacy and security, and encryption, and secure data storage, serving as a tool to raise awareness of technology-facilitated political violence and its consequences.

The COVID-19 pandemic was a period of increasing gender-related violence. As people were confined at home for the lockdowns, organizations reported a shadow pandemic of domestic and intimate partner violence and online violence, especially cyberstalking, as described by UN Women.45 Violeta recounts that during this time, the calls for help were constant, and the Network had to shift all its activities online, though it usually prefers in-person activities. The Network’s helpline worked harder than ever to attend to all these requests. Calls came especially from black women for cases of racist hate speech and identity theft, but also massive invasions of feminist meetings:


Então a pandemia para a gente foi... eu não parei um segundo! Foi o momento mais estressante de trabalho e com isso, a pesar de trabalhar com o tema da tecnologia, a gente gosta de trabalhar presencialmente, dinâmicas com corpo, dinâmicas participativas mesmo, né? E aí, a gente teve que ajustar tudo para o online, então, além da gente atender as demandas de pedidos de ajuda, a gente precisou fazer esses ajustes e a gente começa a descobrir também muitos dos novos tipos de usos diferentes que as pessoas fazem da tecnologias e os perfis, porque a gente começa a trabalhar com isso mais diretamente. Também esse apoio é diferente de uma reunião, de uma formação, é diferente a gente fazer uma formação geral com todo mundo, quando a gente precisa atender mais especificamente as pessoas com seus usos diversos. Então foi um impacto brutal, eu diria... e aí sobre o aumento das violências de gênero foi isso, ne? Especificamente online, também, sem sombra de duvida teve um aumento da violência em geral, mas de gênero é gritante, tanto que a gente poderia ter feito estatísticas se tivesse pensado nisso na época, mas a gente estava com a cabeça em outro lugar sobre os pedidos – mas surge, por exemplo, durante a pandemia, uma publicação do Acoso.online46 que é voltada para essa questão, que mostra como a demanda de mulheres, e mulheres negras, eram a maior parte dos pedidos de apoio, sobretudo por discurso de ódio e roubos de conta, e as invasões de reuniões de grupos feministas com mulheres eram muito violentas. Têm relatos de invasões bem chocantes, com imagens, com sons, uma violência com camadas mais profundas. (Violeta, RTDC, Online Interview 2, May 2024).‬‬

So the pandemic for us was... I didn't stop for a second! It was the most stressful work moment and then, despite working with the theme of technology we like to work in person, we always prefer in person, dynamics with the body, truly participatory dynamics, right? And then we had to adjust everything to online so on top of meeting the demands we also needed to make these adjustments and we also start to discover many of the different types of uses that people make of technologies, the profiles, because we start to work with this more directly. Also this support is different from a meeting, from a training session, us doing a general training with everyone when we need to attend more specifically to people with their uses. So it was a brutal impact I would say… and then about the increase in gender-based violence that was it, right?, specifically online too, without a shadow of a doubt there was an increase in violence in general but gender-based is also glaring, so much so that we start – we could have done statistics if we had thought about it at the time yes, but our heads were somewhere else regarding the requests – but I think for example during the pandemic a publication from Acoso.online emerges which is focused on that, which shows how women, and Black women, were the majority of the requests for support, above all for hate speech and account hijacking, and the invasions of meetings of feminist and women's groups were very violent. There are accounts of quite shocking invasions, with images, with sounds, a violence with deeper layers.



Violeta pointed out in our second interview that digital technologies make possible new forms of violence and abuse. Because of this, new terms are constantly being created to describe these emerging problems. As the Guide Eleçoes na internet notes: ‬


O contexto de quarentena e isolamento social gerou uma profusão de eventos online em plataformas de videoconferência. Apesar de algumas vulnerabilidades de segurança – como compartilhar dados do seu dispositivo iOS com o Facebook, mesmo que você não tenha conta lá, e falhar na segurança de senhas de reuniões privadas – além de não ter criptografia ponta-a-ponta, o Zoom tem sido a plataforma mais escolhida e também a mais atacada. Daí o nome ‘zoombombing’ para se referir às invasões de salas para propagar áudios e vídeos violentos. Mal começou e já tivemos incidentes de zoombombings em algumas reuniões de pré-campanha por aqui no Brasil, principalmente de mulheres negras.47

The context of quarantine and social isolation generated a profusion of online events on videoconferencing platforms. Despite some security vulnerabilities – such as sharing data from your iOS device with Facebook, even if you don't have an account there, and failing in the security of private meeting passwords – as well as not having end-to-end encryption, Zoom has been the most chosen platform and also the most attacked. Hence the name 'zoombombing' to refer to the invasions of rooms to spread violent audio and videos. It had barely begun and we already had zoombombing incidents in some pre-campaign meetings here in Brazil, mainly of Black women.



The pandemic, with its lockdowns and social isolation, led to a big increase in online events, especially on Zoom – which is where the term ‘zoombombing’ comes from. Most of the time, these attacks used violent or disturbing sounds and videos to disrupt meetings, conferences, and other online events. This was especially common in pre-campaign meetings of Black women candidates in Brazil. According to Eleições na Internet, the candidates most affected by political digital violence are those ‘who were historically denied their political rights’, particularly people whose race, gender, or sexual identity are ‘multidimensionally’ oppressed.48

Data collected by Safernet shows that hate speech directed at political candidates increased by more than 100% between 2014 and 2018. Further, reports of hate speech rose sharply during election periods, especially on Facebook, Twitter, and YouTube, with more cases of xenophobia, incitement to violence, neo-nazism, homophobia, racism, and religious intolerance:


Dados da SAFERNET obtidos durante as eleições de 2018 mostram que durante os 21 dias do 1º ao 2º turno as denúncias com teor de xenofobia, apologia e incitação a crimes contra a vida, neonazismo, homofobia, racismo e intolerância religiosa cresceram bastante: o número total de denúncias mais que dobrou em relação ao pleito de 2014, ou seja, passou de 14,653 para 39,316 em 2018.49

Data from SAFERNET obtained during the 2018 elections show that during the 21 days between the 1st and 2nd rounds, reports containing xenophobia, glorification and incitement to crimes against life, neo-nazism, homophobia, racism and religious intolerance grew considerably: the total number of reports more than doubled compared to the 2014 election, that is, it went from 14,653 to 39,316 in 2018.



As described by Mariana Valente, founder of the non-profit InternetLab, the MonitorA project was created to document and provide evidence of the growing online violence against women in public positions.50 Valente explains that this online backlash followed a period of increased participation and representation of women, Black, and Indigenous people in politics. The 2018 elections, in particular, highlighted the critical role of digital platforms in enabling political violence.51 The MonitorA research project – run by InternetLab, AzMina, and Núcleo Jornalismo – found that political violence on Brazilian social media was extremely high during the 2020, 2022, and 2024 elections, with 35% of analyzed content containing attacks against candidates. Their intersectional analysis showed that all women candidates faced misogynistic, belittling comments, and trans candidates were also targeted with transphobic insults. As Fernanda K. Martins, Director of Research and Development at InternetLab, put it:


Nos tuítes, pode-se observar que, apesar do fato de todas as candidatas terem sido alvo de discursos que traziam à tona hierarquias permeadas pela desigualdade de gênero, cada uma delas recebeu xingamentos que destacavam as características que as conectam com identidades ou nichos políticos específicos. Por essa razão, podemos afirmar que as ofensas não estão relacionadas somente ao fato de as candidatas serem mulheres, há uma articulação entre as desigualdades de gênero, raça, sexualidade e ideologia política.52

In the tweets, one can observe that, despite the fact that all the candidates were targeted by discourses that brought to the surface hierarchies permeated by gender inequality, each of them received insults that highlighted the characteristics that connect them to specific identities or political niches. For this reason, we can affirm that the offenses are not related solely to the fact that the candidates are women, there is an articulation between the inequalities of gender, race, sexuality and political ideology.



Martins explains that there is an intersection between gender, race, sexuality, and political ideology inequalities, which becomes especially clear in political violence. However, the same structures of domination that shape online political violence and hate also appear in violence within intimate relationships. The role of technology in facilitating intimate partner violence (IPV) is especially important in Brazil today.

Between October 2023 and May 2024, I interviewed the DEAM director and other professionals from Maria da Penha services. All interviewees from these institutions emphasized that TFGRV is an everyday issue. They also pointed to a class issue that needs further exploration: in cases of IPV among lower-income couples, violence often involves stealing or controlling the victim’s digital device. This method of isolating victims highlights the continuum between online and offline gendered violence in intimate relationships and reminds us of the material reality of digital infrastructures.

During my first interview with RTDC, I asked Amarelo and Violeta if, considering this intersectionality, it still makes sense to talk about gender-based or gender-related violence online. Most international research in English tends to separate online gender-based violence from other issues like online hate speech, cyberbullying, and other forms of interpersonal aggression online. But scholars and activists in the Global South point out the limits of focusing on ‘just gender’.53 Shouldn’t we talk about intersectional technology-facilitated violence instead?

For Amarelo, despite our linguistic efforts to find terminology that accounts for a certain phenomenon, the words we use will never be able to express the complexity of it: ‬


Eu fico sempre pensando nesses conceitos que a gente usa muito estrategicamente nè? Um pouco como a gente usa nossa identidade, então é isso, então se você fala com um determinado grupo de pessoas você traz o conceito x, que não da conta, nunca vai marcar a complexidade da coisa, mas que vá funcionar para a construção de uma narrativa aí, e se você vai passar a trabalhar com outro grupo você traz outro conceito, então eu fico pensando neles mais como conceitos como estratégias, e que não vai dar conta de uma realidade que de fato é bem difícil. Então que pode dar conta do que eu sou? Não sou só uma pessoa trans, não sou só uma pessoa branca, não sou só uma pessoa que mora no Rio de Janeiro, então é isso, você vai escolher ai, qual emaranhado de identificações você vai querer usar em determinada conversa. (Amarelo, RTDC, Online Interview 1, April 2024).‬‬

I always keep thinking about these concepts that we use very strategically, right? A bit like how we use our identity, so that's it, so if you talk with a certain group of people you bring concept x, which doesn't fully capture, will never mark the complexity of the thing, but that will work for building a narrative there, and if you go on to work with another group you bring another concept, so I think of them more as concepts as strategies, and that won't be able to capture a reality that is in fact quite complex. So what can capture what I am? I'm not only a trans person, I'm not only a white person, I'm not only a person who lives in Rio de Janeiro, so that's it, you will then choose which tangle of identifications you will want to use in a given conversation.



Amarelo suggests that using concepts as strategies – like identity – can be helpful, but they never fully capture the complexity of real life. ‘What defines who I am? I’m not just a trans person, not just a white person, not just someone who lives in Rio de Janeiro’, he said, urging me to consider which ‘web of identifications’ makes sense to use in a given conversation. Violeta added that how these issues are discussed in literature often reflects what motivates a particular author, especially in fields where certain types of violence are more common:


Acho que, só pra trazer a questão da literatura, que eu também percebo que tem uma distinção. Acaba tendo a ver com o que move aquele autor, aquela autora, normalmente a pessoa se conecta com um campo, pode sofrer um pouco mais uma violência do que outra, então migra mais para aquilo […] Por que que mulheres negras falam tanto de discurso de ódio? Porque que pessoas que defendem não só trans, mas pessoas que trabalham questão de gênero, tem mais contas derrubadas?‬ (Violeta, RTDC, Online Interview 1, April 2024).‬‬

I think, just to bring up the question of the literature, that I also notice that there is a distinction. It ends up having to do with what drives that author, normally the person connects with a field, may experience one type of violence a bit more than another, so they migrate more towards that […] Why do Black women talk so much about hate speech? Why do people who advocate not only for trans people, but people who work on gender issues, have more accounts taken down?



The intersectional framework is fundamental to understand why black women underscore the prevalence of hate speech, why trans people and people who work with gender issues are more vulnerable to identity theft; essentially, which groups are most vulnerable to which forms of digital violence. Knowledge is always produced by people, who enter a field with their own situated position, from which certain forms of violence can be more relevant.54

For this reason, an intersectional framing of technology-facilitated violence is both timely and fundamental. The lack of an understanding of TFGRV as intersectional and in continuum with offline violence impedes a clear comprehension of the phenomenon, beginning with missing data.55 This leads to a lack of public policies that can truly address the specific needs and challenges of victims and survivors, and most importantly, limits the ability to prevent violence through education and cultural change.

As Violeta stressed, the gendered nature of online violence is ‘palpable’, and a big part of the responsibility for this gendered violence is on the platforms:


Isso tem a ver com a violência muitas vezes das plataformas, que derrubam determinado conteúdo, elas mesmas, bloqueiam determinado conteúdo, permitem que determinado perfil fale qualquer coisa sem sofrer censura, então a própria violência da estrutura das plataformas permite que violências persistam, e ai o que faz uma violência ser mais presente que outras ai acho que tem a ver com reflexo da própria sociedade, mais uma vez. (Violeta, RTDC, Online Interview 1, April 2024)




This has to do with the violence of the platforms themselves many times, which take down certain content, they themselves, block certain content, allow certain profiles to say anything without facing censorship, so the very structural violence of the platforms allows violence to persist, and then what makes one form of violence more present than others, I think that has to do with a reflection of society itself, once again.



Censorship, blocking, and shadow-banning all depend on decisions made by digital platforms, which have the power to remove certain content, block users, or let some accounts say whatever they want without consequence. This means the structure of platforms allows different kinds of violence to persist. As Violeta points out, which forms of violence become most visible is often a reflection of broader patterns in society. 

The logic of digital platforms is that of private corporations owning and profiting from data traffic.56 The shift from the original internet – a peer-produced and collectively owned network – to today’s Corporate Platform Context (CPC) represents a major change. Now, a small number of Big Tech companies control private online services and impose a model of participation based on their Terms and Conditions. These terms give them the power to block, expel, or ban anyone who violates their rules.

Platform’s Terms and Conditions are often strongly influenced by politics. For example, after billionaire Elon Musk, who calls himself a ‘free-speech absolutist’,57 acquired Twitter, several studies reported an increase in hate speech on the platform.58 Immediately after the acquisition, Musk reduced content moderation for misgendering, dismantled the advisory group on Trust and Safety, and shifted toward more algorithmic moderation.59 The re-election of Donald Trump sped up this trend, with Meta quickly cutting back on moderation and reducing protections for LGBTQAI+ users.60

Content moderation is increasingly handled by machine-learning algorithms that are often opaque and lack context. As Joana Varon, founder of Coding Rights, recalled, on August 29, 2019, Brazilian Day for Lesbian Visibility, Instagram censored a series of Coding Rights’ posts that reappropriated the word sapatão. This Brazilian Portuguese slang had been reclaimed by lesbian groups as a form of self-identification.61 Several lesbian collectives in Brazil reported similar cases of censorship, showing, in Varon’s view, that ‘the algorithm is very heteronormative’ because it doesn’t recognize context or ‘lugar de fala’ – the idea that meaning depends on who is speaking and their lived experience.62



Anonymity, Identity, and Censorship: Reappropriating Masks and Monsters


Being one, no one, and one hundred thousand. This exercise is embedded in our LGBTQIA+ lives, with our trans identities, our transformations, the pain of staying or leaving the closet. Transforming this into a form of resistance means going way beyond the conflict between privacy and visibility: it is a place of anti-capitalist, counter-hegemonic power. Let’s experiment!63



Being one, no one, and one hundred thousand is invoked as a practice of self-defense and resistance for LGBTQIA+ identities in Seja Monstra: Identidades para Nossa Vida Cotidiana, a project by RTDC.64

Uno, Nessuno, Centomila (1926) is the title of one of the most recognized works by Italian writer Luigi Pirandello. In this novel, the protagonist Vitangelo Moscarda is initially unaware and susceptible to others’ opinions but then embarks on a path of self-discovery. Beginning with a vision of himself as one (uno), Vitangelo comes to realize that there are one hundred thousand (centomila) versions of himself produced by the gaze of others. This discovery shatters his original certainty of being one, leading the protagonist to believe he is no one (nessuno). Vitangelo refuses to be any of the manufactured Moscardas, produced by society’s gaze. Alongside the works of other thinkers like Camus, Sartre, and Wolf, Pirandello’s novel resonates with the concerns of the postmodern self, whose project of self-liberation involves breaking free from societal norms and constraints, though this often comes at the expense of both freedom and belonging.

The fanzine Seja Monstra: Identidades para Nossa Vida Cotidiana emerged from conversations among gender and sexual dissident identities, whose everyday lives are continuously marked by stories of TFGRV:


[The idea came from] conversations that repeated the same story of violence and scrutiny: after being pulled out of the closet, people have their social lives controlled by their families, their online or phone communications monitored or restricted, and their friendships and love relationships closely watched or completely forbidden.65



The fanzine responds to the challenges and needs expressed by LGBTQIA+ people interviewed by the Network – stories of violence and control enacted through technologies by family members, close ones, and others online. ‘Forced outing’ refers to the practice of exposing an LGBTQIA+ person’s sexual identity without their consent. Studies on digital intimacies and the world of mobile dating apps reveal that forced outing, non-consensual sharing of intimate images, threats, and doxing are common among LGBTQIA+ daters.66

Since ‘for many people, coming out is a political gesture, being able to pick when and how’ is a right.67  The fanzine provides basic concepts of digital security to help protect against forced outing. It also aims to respond to the:


Intensification of the online activity by conservative groups and hate speakers. Online threats, attacks, and the disabling of pages and profiles are part of many activists’ daily routine, in a strategy that silences voices, violates freedom of expression and impacts real lives and political struggles.68



The rise of hate speech was also denounced by other Brazilian organizations, also in connection with the political context. Based on data collected through the helpline and hotline, Safernet reported that hate speech reports have been much higher during election years than during non-election years. LGBTQAI+phobia, misogyny, xenophobia, and religious intolerance were the most reported hate crimes.69 Safernet interprets the data as a sign that political elections are a trigger for the breakthrough of hate speech, and points out that the rise in reports for xenophobia is connected with the discontent of the right-wing electorate with the results of the elections:


Neste mês de outubro, mais uma vez, o descontentamento com o resultado das eleições, em especial com a ampla votação de Lula no Nordeste, levou novamente a uma explosão de denúncias de xenofobia, fato que já havia sido registrado em 2014, quando Dilma Rousseff venceu Aécio Neves e em 2018 quando a região deu boa votação à Haddad em relação à Bolsonaro70.

In this month of October, once again, discontent with the election results, in particular with Lula's strong vote in the Northeast, led once again to an explosion of xenophobia reports, a fact that had already been recorded in 2014, when Dilma Rousseff defeated Aécio Neves and in 2018 when the region gave a strong vote to Haddad relative to Bolsonaro.



In particular, it is pointed out that rises in reports of hate speech occurred especially during the presidential elections of 2014, 2018, and 2022, when the left-wing candidates, all from the Partido dos Trabalhadores, either won or did better than expected against their political opponents from the right. Safernet proposes that confronting online hate speech should involve, on top of penal repression, also actions that promote diversity and dismantle the prejudices that historically marginalize certain groups. Raising awareness among internet audiences for the protection of human rights is fundamental:


As eleições tornaram-se um campo fértil para o crescimento do discurso de ódio, que se alimenta de preconceitos já enraizados no imaginário das pessoas. O melhor antídoto contra o discurso de ódio é informação e diálogo, enquanto não formos capazes de escutar e compreender a realidade de quem é diferente de nós, dificilmente vamos conseguir conviver respeitando as diferenças. Por isso a Safernet lançou este ano a segunda edição do SaferLab, apoiando jovens criadores de conteúdo de diferentes regiões do Brasil para produzir contranarrativas que gerem empatia com grupos que historicamente são alvos de discriminação e sensibilizem parte da audiência para serem aliadas na defesa de direitos humanos na Internet.71

Elections have become a fertile ground for the growth of hate speech, which feeds on prejudices already rooted in people's imagination. The best antidote against hate speech is information and dialogue, as long as we are not capable of listening to and understanding the reality of those who are different from us, we will hardly be able to coexist while respecting differences. That is why Safernet launched this year the second edition of SaferLab, supporting young content creators from different regions of Brazil to produce counter-narratives that generate empathy with groups that have historically been targets of discrimination and raise awareness among part of the audience to become allies in the defense of human rights on the Internet.



One of the ways through which Safernet acted to contrast hate speech was supporting young content creators from different regions of Brazil in producing ‘counternarratives’, showing that the organization has complemented the immediate response in support of victims/survivors (the helpline and hotline), with practices that promote the creative production of counternarratives, addressing the prejudices at the roots of hate speech.

In Brazil, like elsewhere, internet and social media have been central for marginalized communities and social groups, allowing them to be visible. Digital technologies have created unprecedented possibilities of connecting, learning, belonging, and envisioning new perspectives of life.72 However, the relation between visibility and privacy is a complex aspect of the LGBTQAI+ experience. Visibility favors connection and, for dissident identities, constitutes a form of resistance in itself (insofar as their identities are oppressed and silenced). Yet, being visible also exposes one to attacks. For some of the interviewees of the Seja Monstra project, the choice of having a public vs private profile on social media is also filled with contradictions:


On one hand, having a private profile is perceived by several activists as an obstacle to reaching wider audiences. ‘If it’s hard enough to reach people with a public profile because of Facebook’s algorithms, imagine with a private one!’ […] On the other hand, the awareness of being observed and even threatened on social media hinders the possibilities of what can be posted for every person we interviewed: ‘I think a lot before posting and try to be very careful’.73



The fanzine addresses the contradictions surrounding visibility and privacy for LGBTQAI+ people, particularly activists. By providing tools for information security and identity management, Seja Monstra aims to answer the question: ‘How can we empower the use of the Internet and the visibility tactics that LGBTQAI+ activists often employ, while reducing the risks of privacy violations and online harassment?’ Their proposal is that experimenting with one, many, one hundred thousand identities can be ‘not only a form of self-defense, but also of creating other forms of existence’.

In the Pirandellian novel, the protagonist Vitangelo Moscarda gradually strips away all the identities imposed by society with radical actions that attempt to reach a state of freedom, an existence unburdened by the weight of societal expectations and roles. He ultimately finds peace in the loss of identity, though confined within the walls of the psychiatric institution, after being declared insane. The fanzine Seja Monstra brings a change to this perspective by embracing the identity of the monster:


At first sight, a monster is a bestial, demonic or abject figure. Every culture has an imagery filled with monsters. However, more recent interpretations point to monsters as a social construction, an inverted reflection of the idea of ‘normality’, often subject to attempts of extermination and complete marginalization. But, at the same time that they are hated or feared, monsters evoke utopias – or dystopias – that reveal the forms of domination and injustice of their time and make a statement about prohibition and difference. In the 1990s, CyberFeminists created video games that were set in dystopian scenarios, where female vengeance against patriarchy was lead by characters such as cybersluts and anarcho cyberterrorists. Today, Brazilian thinker Jota Mombaça describes the body itself as a monster, a product of social constructions and discourses that is constantly transforming itself and challenging the definitions that try to frame it. Being a monster is embracing the multiplicity of identities that exist within us and going beyond that, knowing that identification and transgression never happen separately.74



The monster is the social representation of abnormality, and as such often subject to attempts of extermination and marginalization. But more recent interpretations reevaluate the figure of the monster as opening utopic and dystopic scenarios where monsters reveal prohibition, domination, and injustice. For the Brazilian artist and thinker Jota Mombaça, embodying the monster is embracing the multiplicities of identities that exist within us.75 Adopting a monster identity can be a form of resistance, insofar as it transgresses and subverts the status quo, exposing the ‘abnormality’ and monstrousness of ‘normality’, which constraints the possibilities of existing for dissident identities:


Taking on a monster identity can open doors to new discourses and strategies, transgressive and subversive towards the status quo, that emerge along with a dystopian aesthetic. Being a monster amplifies the possibilities of our digital practices, discourses and images, and can create connections with other monsters who are also exploring new possibilities for collective emancipation. For artists and activists, monstrosity is a way to denounce and overcome the forms of domination that target those who escape ‘normality’, doing so from the borders of hegemony. But any body can embrace its monstrosity – in other words, expose the fact that normality is the actual monster that lives only in our imagination.76



At the first workshop the Network held at Cryptorave 2024, we learned about ancestral community technologies and heard the story of Anansi. We were also given a fanzine, written by the RTDC network and illustrated by Natalia Vargas.77 On one side, there is an illustration of women hugging each other, with the writing ‘Infraestruturas de afeto’ (Figure 6). On the other side, a drawing of a heart within a lotus flower and another of a heart between two hands; flowers and leaves grow from the heart. There is a quote from Gloria Anzaldúa, academic, writer, and activist. It comes from her text Falando em Línguas: uma Carta Para as Mulheres Escritoras do Terceiro Mundo (2000): Por que eles nos combatem? Por que pensam que somos monstros perigosos? Por que somos monstros perigosos? Porque desequilibramos e muitas vezes rompemos as confortáveis imagens estereotipadas que os brancos tem de nos.78

Why do they fight us? Asks Anzaldúa. Why do they think we are dangerous monsters? Why are we dangerous monsters? Because we unbalance and often break the comfortable stereotyped images that whites have of us. Anzaldúa explains how (us) white people often react to them – the Chicana, the Other. A dangerous monster to go against, for it threatens a whole system of stereotyped beliefs. The thought extends to the current political landscape, as of April 2025, where the xenophobic, colonialist, and cisheteropatriarcal tendencies observed in the past ten years in Europe and the United States have been further legitimized by recent elections. Far-right governments are quickly dismantling gender equality machineries, repressing political dissent on colonialist violence, and violating the human rights of migrant people. And yet, Anzaldúa poem also interrogates us whites, the ones who call ourselves antiracist, maybe especially us, to think about the racism within us, the stereotypes that make us comfortable.

Finally, the fanzine contains the link to the Manifesto Monstres Insubordinades, published on GenderIT. The Manifesto uses the style of ‘fantasy realism’ to recount reflections and experiences from the activism of the RTDC in collaboration with feminist and LGBTQAI+ organizations. The text has a ‘circular writing’, contemplating uncertainty, change and cycles of ideas, based on the experiences as Defenders of Human Rights and Earth, through collective practices and reflections on care:


Através de personagens monstres com corpos dissidentes, fazemos nosso manifesto radical do cuidado, apresentando saberes, tecnologias e metodologias que garantem não apenas a subsistência, mas a alegria, afeto, tesão, criatividade, mesmo diante de tantas violências e dificuldades enfrentadas na realização de nossos propósitos ativistas.79

Through monster characters with dissent bodies, we make our radical manifesto of care, presenting knowledge, technologies and methodologies that guarantee not only subsistence, but joy, affection, desire, creativity, even in the face of so many forms of violence and difficulties faced in carrying out our activist purposes.



Through monster characters with dissident bodies, RTDC makes their radical care manifesto, presenting knowledges, technologies, and methodologies that afford not only subsistence but also joy, affection, excitement, creativity, even before all the violences and difficulties experienced in the realization of activist purposes. Technologies, says the manifesto, only make sense if they are at the service of life and ‘bem viver’, in collectivity.80

The marginalization and negation of non-normative gender and sexual identities is not only reproduced through interpersonal violence, such as online hate speech, but it is also embedded in the structure of digital technologies:


Not too long ago, we experimented with an Internet that allowed the exercise of multiple identities. It was a space where we could create different experiences of self and even try being someone else. […] However, the Internet has changed. And, with it, the way by which we perform our identity has also changed. Corporations decided that the harvesting and analysis of our personal data was a good business model. This led us to give up our privacy and the services that allowed us to keep anonymity, pseudonyms, and to experiment with identities, for services that demand a sole identity linked to our ‘real name’.81



Before social networks and before surveillance capitalism, our digital traces were less easily imbricated with our real identities. The internet of blogs, forums, and the first social networks was an internet of pseudonym identities, where people could show different parts of their identity in different spaces, with few traces of the connection between the two.82 As Amarelo tells me during the interview, it was kind of ‘brega’ (lame) to use your real name for the email address and other accounts. In the early 2010s, mainstream social media platforms like Facebook and email providers like Google started adopting the ‘real name policy’, which imposed a single profile connected to one’s real identity:


Facebook’s ‘real name policy’, for example, forces us to use a single profile to connect and interact in a standardized manner (posting, commenting, liking) with people from the most different circles: family, friends, activists, work colleagues. But we are different people in each of these circles; our affections, attitudes and vocabularies are different.83



The ‘real name policy’ and the shift of internet platforms towards users’ profiling, in line with the imperatives of surveillance capitalism, impact on the lives of LGBTQAI+ people in several ways.84 On one level, forcing users to adopt a single identity on the same platform exposes them to ‘context collapse’ between different social circles, or different ‘audiences’, with whom people show different parts of themselves.85 ‘Keeping different profiles to interact with family, friends and work colleagues allows us to choose when and to whom we wish to come out, avoiding retaliation and exposure’.86

Having different accounts can thus be a self-defense strategy for LGBTQAI+ users against undesired ‘context collapse’ and ‘forced outing’. It is also an important self-defense strategy for activists, whose online political activity exposes them to doxing, hate speech, and threats on behalf of ‘trolls’ and conservative groups. These antisocial groups exploit intimate and private information available on the internet; therefore, separating one’s personal profile from a public one on social media is a self-defense strategy recommended by the fanzine Seja Monstra. This strategy is also advised by and for women in politics and public positions as a fundamental protection against political violence.87

On another level, these policies constrain the possibilities of identity expression, especially for the ‘trans identities, non-binary folks and queer folks’. The standardized possibilities of interaction, the predefined ‘affordances’ for communicating and connecting, flatten the diversity of vocabulary, attitudes and affects that characterize how we act and interact in different environments:


No one is one single person: we are limitless, we contain multitudes. We are trans identities, we are non-binary folks, we are queer folks. The policies enforced by social networks enclose us into single, unified beings and don’t encompass our diversity. They exist so these companies can measure us, quantify us, profile us, monitor us, standardize us, sell us.88



Experimenting with and performing different identities goes beyond self-defense; it is a powerful exercise in the existence of dissident identities. This is why the maintenance of strictly binary gender affordances for self-categorization, as is the case with some mobile dating apps, can be framed as a form of symbolic violence, as it denies the existence of non-binary identities and forces self-misgendering for the sake of the app’s functionality .89 While users develop creative strategies to overcome the limitations of gender-identification affordances, such as the use of symbols and aesthetics in their profiles, the gender and sexual identity affordances in the process of profile creation are informed by a data-collection strategy that opaquely informs recommendation algorithms.90

The fanzine Seja Monstra proposes to embrace the diversity within us, being multitude, another, and no one. Using pseudonyms is a way, but anonymity is also reevaluated as a form of self-defense:


Anonymity is often seen as something bad – something that, for example, prevents the identification of people who are practicing online violence. But anonymity is one of the fundamental principles of freedom of expression and access to information, especially for LGBTQIA+ people, who are those who suffer the most from online hate. The possibility of not revealing our identities is often what allows us to speak up against injustice and violence; for example, report attacks from conservative groups without fearing retaliation.91



The contradictions between visibility and safety are also inherent to the matter of anonymity. Indeed, since the beginning of the internet, anonymity has been associated with cyberbullying, flaming,92 trolling,93 and antisocial behavior,94 though some evidence challenges this connection between anonymity and online antisocial behaviors.95 But anonymity is also an important tool for oppressed identities to denounce injustice and violence. Anonymity is central for activists and political opponents in authoritarian countries.96 It can be vital for LGBTQAI+ people in countries where homosexuality is criminalized.97 Even in democratic countries, gender-non-conforming users and sexual dissidences face risks of online and offline violence, especially when they speak up in defense of human rights.98

This reminds me of a case of networked harassment against three researchers who published a report on LGBTphobic violence in Brazil.99 During one of the feminist acts held in Rio de Janeiro in 2023, a friend of mine introduced me to one of the researchers, knowing about my project and saying I really needed to talk to her about online violence. The testimony reported by the researcher portrayed networks of antisocial actors that act in synchronicity, and a continuum between online violence (including doxing, online death and rape threats, and defamation) and offline violence, such as threatening letters sent to their home or stalking behaviors at public events. The sustained networked harassment had serious negative consequences on the researchers, including not being able to leave the house for prolonged periods, suffering mental health issues as a sequela of the sustained aggression, and even moving to another country for self-protection. This case, where the online-offline network of harassment was explicitly directed at the researchers in relation to their work against LGBTphobic violence, supports claims that Brazilian LGBTQAI+ rights defenders and people are likely to experience technology-facilitated harassment, especially when their work has gathered some visibility. In scientific research, anonymity is considered a pillar of ethical practice in reporting testimonies in the social sciences, allowing us to report them while protecting participants. Thus, framing anonymity on the internet as inherently problematic and a cause of aggression raises several questions regarding freedom of expression.

Finally, the Seja Monstra fanzine introduces collective identity as a means for a group to ensure its members' anonymity. Being a multitude is a central strategy of social movements, but being an anonymous multitude is a characteristic of hacktivist movements. The group Anonymous uses a Guy Faux mask to construct this anonymous collectivity that acts in unison. Rather than taking off the masks, like the 1920s post-modern man Vitangelo Moscarda, the transfeminist hacktivist adopts one hundred thousand masks (and identities):


As máscaras nos protegem dos gas, dos vírus, das câmeras. Elas nos possibilitam exercitar outras subjetividades, experimentar ser outre, ser monstre. Nessa sessão vamos construir nossas máscaras e possibilidades de ser, conversar sobre identidades (e gestao de identitdades), fazer baile, dançar e inundar a cryptorave de monstruosidades. Vem com a gente! (Baile Monstrans flyer, Cryptorave 2024).

Masks protect us from gas, from viruses, from cameras. They allow us to exercise other subjectivities, to experiment with being other, being monster. In this session we will build our masks and possibilities of being, talk about identities (and identity management), have a ball, dance and flood the cryptorave with monstrousness. Come with us!



With these words, the flyer invited Cryptoravers to the Baile Monstrans, one of the activities proposed by RTDC. The flyer had an image of four figures wearing a monstruous balaclava, and on the bottom a stamp of the Network’s symbol. I arrived late on the Library’s rooftop, after my last volunteering shift of the day, camera in hand. On a white screen, images of masks, balaclavas, and futuristic headpieces were continuously crossed by the shadows of participants walking around, trying on their masks (Figure 1). On the floor, in front of the projection screen, lay pieces of colored fabric, buttons, glitter, gems, and a fake mustache (which I grabbed for my mask). In the corner, near the entrance to the terrace, someone had set a sewing machine on a table, and people were lining up to finish their creations. As a friend and queer activist once said in an assembly: ‘Vamos a crear tantas etiquetas que lo arrebentamos todo’.100 What she meant was that the act of inventing words to represent unrecognized identities is itself a powerful form of resistance that breaks the status quo. It is not so much about adopting the right category or finding a stable and unique (gendered or sexual) identity, as much as it is about unsettling a hierarchical, static, and binary order that denies the existence of anything that falls outside the norm.

In the platform society of real-name policies, opaque algorithmic mediation, and right-leaning terms and conditions, identities are datafied through algorithmic profiling at the service of surveillance capitalism. Gender-non-conforming users often fall between non-existence and censorships. LGBTQAI+ users, as well as women and racialized users, find connections and political organizations through the internet and social media, but visibility increases exposure to online and offline violence, with serious consequences for public health, freedom of speech, and democracy. Anonymity can thus be fundamental, especially in authoritarian countries. The Seja Mostra fanzine by the RTDC proposes a vision of anonymity that resonates with that of the Feminist Internet Research Network,101 which affirms:


We defend the right to be anonymous and reject all claims to restrict anonymity online. Anonymity enables our freedom of expression online, particularly when it comes to breaking taboos of sexuality and heteronormativity, experimenting with gender identity, and enabling safety for women and queer persons affected by discrimination. […] Today, the right to be anonymous is under threat. Governments don't like it. Corporations hate it. And so a discourse is promoted around linking anonymity to crime and criminalizing anonymity in order to make the internet safer from trolls (especially for women!). But as feminists, we know that we cannot give up our right to be anonymous for an illusion of safety. We must fight for the policies and tools that protect anonymity and pseudonymity!102



RTDC – with the Seja Monstra fanzine (Figure 8), the Baile Mostrans, and even in the aesthetics of the logo – experiments with masks and the identity of the monster as post-digital strategies for anonymity and self-protection, joyful reappropriation, and dissident identitarian experimentation. Using ‘ancestral technologies’ (like needle and thread), the Baile Monstrans invites participants in the discussion of digital masks, identities, and monsters, where masks and balaclavas become ’matterphorical’ artifacts for transfeminist dissidence, resistance, and freedom of expression (Figure 9).
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Cartographies of Digital Oppression and Infrastructures of Affects

In late October 2023 the organization Coding Rights posted on Instagram that they would hold a workshop at Casa Fazenda Roseira, in Campinas. I was lucky enough to have the time and resources to go to Campinas, where I stayed at a friend’s house – a training doctor whom I met in 2019, when I first visited Brazil.

I arrived at the location indicated for Casa Fazenda Roseira. There was an open gate at the end of a one-way street. I timidly walked in and felt a wave of mosquitos biting my legs, but the little fazenda was not far, and I quickly found the room where the workshop would begin. Someone had already disposed a circle of plastic chairs and positioned one Cartography poster in the center of the room, on the floor, and another on the wall, right under a painting that said, ‘Sou Africa em todos os sentidos’.

As people arrived, we took our seats on the plastic chairs. Mari Tamari, co-director of Coding Rights, began with a brief introduction, explaining that Coding Rights had been operating for eight years, since 2015. She described how the organization works on digital technologies with a transfeminist, decolonial perspective, focusing on LGBTQIA+ people while also, particularly in recent years, engaging in debates about the preservation of culture and the environment, and how digital technologies transform relationships. She mentioned that the workshop had been organized in partnership with Minha Campinas and Casa Roseira, before passing the floor to the woman sitting next to her.

The next speaker, Suely,103 was from Minha Campinas, an organization founded in 2015 that focuses on social mobilization to influence public policies. She outlined the organization’s activities, which include running campaigns, organizing social mobilizations, developing projects in the comunidades, and providing advice to collectives.

Finally, Vitoria,104 from Casa Fazenda Roseira, warmly welcomed everyone with a greeting and shared a bit about the history of the house and the cultural association that organizes activities there. She explained that the territory had been occupied by Black women since 2008, marking 15 years since the occupation, although the Comunidade Jongo Dito Ribeiro had been active even earlier. She recounted how, in 2008, they occupied the site – which was public property – in response to its deterioration. According to her, records of the house date back to 1920, making it a historical building and one of the few still standing in peripheral communities. She emphasized the need to preserve such spaces, guided by the idea that historic spaces in marginalized communities must be protected. She concluded by affirming that maintaining such a space and holding these kinds of workshops, in one of the last cities to abolish slavery, was particularly important for Black women.

The workshop was structured in three parts: a) Presentation of the organizations, b) Conversation groups about the map, and c) Conversation circle all together. Participants were of different ages and backgrounds. Some were students of electrical engineering and communications, others political activists, others just curious about the workshop. The Cartografias da Internet is a map of the internet infrastructures, representing the material aspect of the internet, made of cables, servers, computers, antennas, etc. As can be read on the website, some of the questions that this project wants to answer are:


Where is all the electronic waste being disposed of? Who benefits from connectivity, and who is left behind? What values are embedded in the algorithms? Who profits? Who is surveilled? What are the colonial relations that remain in digital technologies?105



On the website, users can navigate the map by clicking on legend items or graphic icons to access in-depth information about each element mapped: mineral resource extraction, higher internet connection ratios per inhabitant, connectivity infrastructures (cables and satellites), labor, mainstream hardware and software producers, main destinations of electronic waste, areas with the highest concentration of servers, and water and energy consumption related to digital technologies. ‘The Internet’, claims Coding Rights, ‘is a territory in dispute, a struggle that impacts the futures of our democracies and possible paths towards climate and socio-environmental justice’.106

The map reminded me of Lilia Giugni’s book, The Threat!, where she analyzes the intersections between patriarchy, capitalism, and digital technologies. She examines everything from the extraction of raw materials and the wars over territorial and mining resources, to workplace harassment and the lack of diversity in Science, Technology, Engineering, and Mathematics (STEM) and the tech industry. This also includes the isolation and trauma faced by content moderators who are constantly exposed to violence yet left unprotected by non-disclosure agreements and the outsourcing of their work, culminating in technology-mediated violence. The entire system of production and consumption of digital technologies is permeated by the inequalities and violences of the real world, as the material infrastructures of digital technologies are built upon capitalist and patriarchal systems that exploit both productive and reproductive labor.

These forms of structural violence are mostly oppressing people in the Global South to make a faster, larger, and cleaner internet for people in the Global North.107 The Cartography of the Internet makes visible this element of digital colonialism by showing how the infrastructure of the internet is built upon the infrastructure of European settler colonialism. The concept of digital colonialism, introduced by Brazilian scholars Deivison Faustino and Walter Lippold, identifies the continuation of colonial relations in the infrastructure of the internet, in all stages of design, development, distribution, and waste disposal.108 The map represents the infrastructural dimension of the internet and ICTs, and in doing so it shows the power relations between Global North and Global South. For example, it explains why ‘having bad connection’ has rarely been a problem for me, as a European, but was mentioned by more than one participant at the workshop. In the map, Europe has the highest concentration of internet connections per inhabitant and servers, similar to the US (which also hosts most mainstream hardware and software producers). Brazil is shaded fully pink, indicating it is a place where mineral resources are extracted: gold and tantalum are extracted in Minas Gerais and Goiás, and in the north, where aluminum and copper are also extracted. Servers are concentrated in the southeastern part of the country, reflecting the inequalities between the north and south (Figure 10).

During the first interview with RTDC, I brought up the map to ask whether they had a term to refer to the larger perspective on violence, the above-mentioned structural violences that are embedded in the intersections of the white patriarchy, digital colonialism, and capitalism. Amarelo answered by re-locating my question within the bigger horizon of debates on digital rights, human rights, and democracy:


Eu fico pensando sobre estar pensando isso no campo de violência de gênero, mas acho que a gente começa mesmo a entrar em outros lugares também, por exemplo democracia, começa pensar nessa relação ‬‬das democracias com as tecnologias e direitos digitais, acho que essa discussão existia um pouco, quer dizer algumas pessoas levanta-me essa discussão no campo dos direitos digitais no pensar a gente é direitos digitais ou é direitos humanos? Porque a gente ta falando de direitos humanos, e se antes você conseguia ver uma separação, cinco anos atras você conseguia ver uma separação ainda, hoje dia não da mais, hoje dia è uma coisa mesmo, a gente ta falando de violências que existem na sociedade e que existem também no ambiente online justamente porque o ambiente online faz parte da nossa vivencia pá dentro. Então acho que essa é uma discussão que tem atravessado mesmo os direitos humanos de forma geral assim. (Amarelo, RTDC, Online Interview 1, April 2024).‬ ‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬‬

I keep thinking about this in the context of gender-based violence, but I think we’re really starting to explore other areas as well, for example democracy, starting to think about this relationship between democracies and technologies and digital rights, I think this discussion existed a little, I mean some people would raise this discussion in the field of digital rights in thinking, are we digital rights or are we human rights? Because we are talking about human rights, and if before you could see a separation, five years ago you could still see a separation, nowadays you can't anymore, nowadays it's really one thing, we are talking about violence that exists in society and that also exists in the online environment precisely because the online environment is part of our lived experience from within. So I think this is a discussion that has really been cutting across human rights in general.



If five years ago you could still see a separation, says Amarelo, today you no longer can. The violence we are discussing now is the same violence that exists in society and online – precisely because the online environment is part of our lived experience; it is not separate but interwoven. This question sparked debates within digital rights circles: does it still makes sense to talk about digital rights when the distinction between online and offline has become meaningless? Even before talking about digital violence, actors like the Association for Progressive Communications (APC) were oriented ‘towards building a safer internet’:


Espaços mais seguros ou sem violência de gênero dentro da internet, porque a internet é uma espaço digital mas como você falou, ela só reproduz o que é externo, então quando você pensa na forma mais ampla é exatamente a mesma coisa, quando tem uma tecnologia nova, quando se cria no Norte uma nova tecnologia, vai ser testada aqui no Sul Global, e/ou quando se sabe que da certo, que tem uma forma de explorar a gente, como você falou, com os moderadores por exemplo, toda forma de representar o mesmo colonialismo, é realmente uma violência que pode ser desde o individuo até uma forma de extração mesmo que seja de informação. Então eu não sei... pode ser legal, essa sua reflexão pode chegar num lugar legal de encontrar esse termo, mas acho que ele vai estar sempre em construção. (Violeta, RTDC, Online Interview 1, April 2024)

Safer spaces or spaces free of gender-based violence on the internet, because the internet is a digital space, but as you said, it only reproduces what exists externally, so when you think about it in the broadest sense, it’s exactly the same thing: when a new technology emerges, when a new technology is created in the North, it will be tested here in the Global South, and/or when it’s known to work, that there’s a way to exploit us, as you said, with moderators for example, every form of representing that same colonialism, it’s really a form of violence that can range from the individual level to a form of extraction, even if it’s just the extraction of information. So I don’t know… it might be interesting; your reflection might lead to a good place for defining that term, but I think it will always be a work in progress.



For Violeta and Amarelo, it may not make too much sense to ‘find a word’ for this ‘larger perspective on TFGRV’, in part because, as Violeta added in the second interview, technologies are continuously changing, and every new term is soon going to be insufficient when some sociotechnical innovation leads to a new typology of offence. In part also because, as they explained, they use terms strategically depending on the context from which and in which they speak.

How then to combat the violence in the infrastructure? One of the ways proposed by RTDC is that we need to think about machines, technologies, and infrastructures with care, that care, that people take care of, and that are used to take care, said Violeta in the interview, and maybe there would also be less violence in these spaces. Infrastructures that care, ‘infrastructures of affects’,109 rather than infrastructures that exploit our affects for the profit of the attention economy.110 Quoting RTDC’s contribution on GenderIT: ‘Our infrastructures are our subversions, our affections are our networks and our collectivities, our knowledge is asynchronous and within it are the stories of our transcestralities, which also lead us to our futures’ (Figure 11).111 Infrastructures of affects are the technologies of collectivities, and, in the circularity of time, these (tr)ancestral technologies sustain imaginaries of ancestral futures.
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Ancestral Future and Technologies for a Present in Crisis


Se ao longo da história o mercado de tecnologia foi ocupado por um nicho restrito e privilegiado, formado por homens brancos, é possível antecipar mudanças nos próximos anos. [...] Para a PretaLab, o contexto atual reforça a importância de se ampliar a escala da iniciativa que, ao longo de seis anos de história, firmou-se no propósito de dar protagonismo às mulheres negras na tecnologia.112

If throughout history the technology market has been occupied by a restricted and privileged niche, made up of white men, it is possible to anticipate changes in the coming years. [...] For PretaLab, the current context reinforces the importance of scaling up the initiative which, over six years of history, has established itself in the purpose of giving Black women a leading role in technology.



The above extract comes from the six-year report on the impact of PretaLab in the landscape of innovation and technology, published in 2023. PretaLab was created by Olabi, a non-profit organization created in 2014 as a space for learning about technologies in Rio de Janeiro, with the aim of promoting technology and innovation based on diversity, equity and inclusion. In the last section of the report, the authors envision that the future of PretaLab is ancestral:


Monica Santana, psicóloga do projeto, lembra a afirmação de Ailton Krenak, filósofo e líder indígena brasileiro: ‘O futuro é ancestral’. Ou ainda o conceito de sankofa, segundo o qual é preciso observar os aprendizados do passado para trilhar o futuro. ‘Não é possível andar para frente sem olhar para o que passou’, afirma Monica. ‘É preciso lembrar que milhares de mulheres negras trilharam um caminho até aqui para que a gente pudesse ter mulheres negras na tecnologia. É assim também na história da PretaLab’.113

Monica Santana, the project's psychologist, recalls the statement of Ailton Krenak, Brazilian philosopher and indigenous leader: ‘The future is ancestral’. Or also the concept of sankofa, according to which it is necessary to look at the learnings of the past in order to forge the future. ‘It is not possible to move forward without looking at what happened’, says Monica. ‘We must remember that thousands of Black women have forged a path to get here so that we could have Black women in technology. It is the same in the history of PretaLab’.



Drawing from Indigenous and Afrofuturist perspectives, the concept of the ancestral future is a recurring theme in the field of Brazilian digital care. It involves envisioning futures that integrate ancestral knowledge and technologies to imagine alternative possibilities. These elements are reimagined as future imaginaries and ‘aest-ethics’ that blend Indigenous futurism and Afrofuturism, mixing Indigenous and Afro-diasporic themes with cyborg and cyberpunk motifs. Informed by Indigenous and Afrofuturist cosmologies, the idea of ancestral future offers an approach to both digital and analog technologies that considers the eco-political impact of digital technologies on the environment.

The concept of Sankofa comes from the Akan people of West Africa and it highlights the importance of learning from the past to build the future. In Akan language, the proverb expressing the concept goes ‘so wo were fi na wosan kofa a yenki’, translated to English as ‘it is not taboo to go back and fetch what you forgot’114 or ‘go back and get it’.115 Sankofa is represented with two symbols: a heart with pairs of curves at the top and bottom, or a bird with an elongated neck, arched backwards to look back. In some variations there is an egg on the bird’s back.116 In the extract from PretaLab’s report above, the concepts of ancestral future and sankofa are both drawn to envision a future that learns from the past.

As recounted by Amarelo in the second interview with the RTDC, an Afrofuturist perspective views time as circular rather than linear; to build the future, one must look to the past. ‘Racism pierces time, and it returns you to the past’, said Amarelo. Only by looking to the past is it possible to understand the present and imagine alternative futures. The Brazilian report on online gender-based violence for the UN Women Special Rapporteur on Violence Against Women, written by Coding Rights and InternetLab in 2017, begins by looking at the past:


Before addressing online violence, we must briefly highlight historical aspects of the country. After all, the violence that disproportionately affects black and indigenous people in Brazil is the result of a long process of colonization and slavery that left the country profoundly unequal, in addition to the subalternization of such groups based on stereotypes. Conservatism applied to gender and sexuality matters also finds its profound roots in the religious matrix of explorers/colonizers – Christianity – which denied women autonomy and the very possibility of non-heteronormative and non-binary identities. The violence against these groups in Brazil is therefore historical and tends to affect even people who are not mobilized/engaged to reduce it.117



‘We live in a future of a past that isn’t ours’, recites a text entitled Repensando el Apocalipsis: un Manifiesto Indìgena Antifuturista. Written by Indigenous Action Media, the manifesto appears in a collection published by OnA editions under the title: Futuro Ancestral. Indigenous Action Media is a collective of anticolonial action and propaganda created in 2001 to offer communication tools for the struggle of sacred lands and indigenous people. The manifesto continues with a vivid representation of the sceneries of horror, the present-future of the colonizers’ past:


Kill the indio, kill our past and with it our future. Save the man, imposing another past and with it another future. These are the apocalyptic ideals of abusers, racists, and heteropatriarchs. […] It is something apocalyptic that colonizes our imaginaries and destroys – at the same time – our past and our future. It is a fight to dominate every meaning and human existence. This is the futurism of the colonizer, of the capitalist.118



The colonizer, racist, and heteropatriarch is the figure whose apocalyptic visions of the future destroy all possible futures. This is the sickness of the wetiko: the compulsion to control, destroy, colonize, and cannibalize the Other. According to a footnote in the manifesto, this is the same sickness of the European white man described by Native American writer Jack Forbes in his book Columbus and Other Cannibals (1978). The opening of the Manifesto Indígena Antifuturista asks: ‘Why can we imagine the end of the world but not the end of colonialism?’119

In Plantation Memories, the scholar and artist Grada Kilomba draws from psychoanalytic theory to explain the trauma of everyday racism, and how it operates through time, where past and present coincide:


Suddenly colonialism is experienced as real – one feels it! This immediacy, in which the past becomes present and the present, the past, is another characteristic of classic trauma. One experiences the present as if one where in the past. On the one hand, colonial scenes (the past) are restaged through everyday racism (the present), and on the other hand, everyday racism (the present) restages scenes of colonialism (the past). The wound of the present is still the wound of the past, and vice versa; the past and the present become interlocked as a result.120



Everyday racism lays at the interpersonal level in the matrix of domination proposed by Patricia Hill Collins to describe how structural systems of oppression maintain their power over oppressed subjectivities.121 Everyday racism pierces time through the immediacy of trauma, restaging the past scenes of slavery and colonialism in the present, thus reinforcing the system of racist and colonialist power.122 Racism, colonialism, capitalism, heteropatriarchy, these systems of power have their roots in the past but are continuously restaged through everyday oppression. Ailton Krenak – indigenous leader, environmentalist, philosopher, and writer from Brazil, currently honorary professor at the Federal University of Juiz de Fora (UFJF) – claims that Brazil has witnessed a surprising process of identity negation, where symbols of the nation imposed by colonialism are appropriated by an authoritarian group with a particular fondness for weapons and a set of prejudices and fundamentalist beliefs.123

Krenak writes in Futuro Ancestral: ‘people think easier to end with the world than with capitalism’, quoting the Brazilian writer and activist Conceição Evaristo. The original quote would be ‘it is easier to imagine an end to the world than an end to capitalism’, attributed to both Fredric Jameson and Slavoj Žižek quoted by the British philosopher Mark Fisher in Capitalist Realism.124 The meaning is clear: we have become accustomed to the idea that capitalism will never end. Instead, we have grown used to dystopian scenarios of apocalyptic futures. Somehow, in those apocalyptic futures, humans are always the protagonists who, alongside more or less intelligent machines, have managed to destroy the environment and all other forms of life.

Krenak points out that life ‘began before humans and will end without us’.125 Humans are the only ones that want to prevail on the face of Earth at all costs and, clearly, never enter the list of extinct species.126 Imagining ancestral futures ‘is about thinking that we are not the principal species of the world, even if we want to believe that’, explained Amarelo during our second interview. Krenak claims that by contaminating the waters of rivers that existed for two billion years we are ending our own existence. The waters will continue to exist and, slowly, will regenerate, ‘because the rivers have that gift’ (Figure 12). We, instead, are the ones whose duration is so ephemeral that we will end up dry, despite knowing that 70% of our bodies is made of water.127

Before the destruction of the Other and the environment typical of the wetiko, Indigenous Action Media opposes the ancestors’ dreams against the end of the world: ‘Nuestrxs ancestrxs soñaron contra el fin del mundo’. Continues the manifesto,


We are the dreamers that our ancestors dreamt.128 We crossed all the times through the breath of our dreams. We exist at the same time of our ancestors and with the generations to come. We hold our future in our hands. It is our mutuality and our interdependence. It is our relative. It is in the wrinkles of our memories, softly folded by our ancestors. It is the time of collective dream and it is now. Then. Tomorrow. Yesterday. The anticolonial imagination is not a subjective reaction before colonialist futurisms, rather it is an anticolonial future, our vital cycles are not linear, our futures exist without a time. It is dream not colonized.129



Towards the end of the first interview with RTDC, I asked whether they agreed that digital care involves several levels, including building autonomous infrastructures and facilitating the access of minoritized subjectivities to the development of technologies to build a safer internet. Violeta agreed, ‘the violence is in the structure’, she said, adding that tackling the structure, the narrative, the tools, all contribute to contrasting violence. Amarelo introduced the need to imagine alternative futures as a form of ‘pleasant resistance’, drawing from afro-futurist and transgender perspectives mixed with the legacy of ‘cyber feminist ancestors’:


Acho que é exatamente isso, tanto que a gente falou muito de resistência prazerosa, a gente não vai ficar só lá contando as nossas dores, a gente vai pensar formas de resistir de forma prazerosa. Q que é o que, criando, nè? Criando possibilidades de mundos, numa perspectiva futurista e afro-futurista, que narrativa você quer viver? Construir as narrativas que você quer viver, e acho que isso se alinha muito a prospetiva trans de construção de mundo, construção de corpo. Qual é o corpo que você quer ter, o corpo que você quer abitar, e também um pouco com as nossas ancestrais digitais ciberfeminstas, pelo menos esteticamente ali de pensar esses mundos, construir os mundos que a gente quer ver. Aì vem por exemplo o trabalho da Coding com o Oráculo [...] em fim eu acho que é essa perspectiva de cuidados digitais. A gente ta pensando aí num mundo que a gente quer habitar. (Amarelo, RTDC, Online Interview 1, April 2024).‬

I think that's exactly it, so much so that we talked a lot about pleasurable resistance, we are not going to just sit there recounting our pains, we are going to think of ways to resist in a pleasurable way. Which is what, by creating, right? Creating possibilities of worlds, from a futurist and afro-futurist perspective, what narrative do you want to live? Building the narratives you want to live, and I think this aligns very much with the trans perspective of world-building, body-building. What is the body you want to have, the body you want to inhabit, and also a little with our digital cyberfeminist ancestors, at least aesthetically there of thinking these worlds, building the worlds we want to see. Then comes for example the work of Coding with the Oracle [...] anyway I think that is this perspective of digital care. We are thinking there of a world we want to inhabit.



Creating imaginaries of alternative worlds draws from Afrofuturist and transgender perspectives, using imagination to construct narratives and visions that answer the question: what is the world I want to inhabit? Exposing injustice and recounting our suffering is neither as pleasant nor as generative as creativity and imagination, which become tools for approaching technology as ‘pleasurable resistance’. For example, the Oráculo das Tecnologias Transfeministas is a card game and workshop designed to imagine future technologies inspired by transfeminist values (Figure 13). The Oracle is a project by Coding Rights and the Design Justice Network, an international community devoted to rethinking design processes to center those who are too often ‘marginalized by design’.

The Oracle aims to provide tools for collective brainstorming on alternative imaginaries surrounding technologies. Starting from the intersectional feminist perspective of the matrix of domination, by Patricia Hills Collins, Coding Rights claims that technologies are ‘currently designed in a way that helps to maintain the status quo of social inequality and the norms of consumerist, misogynistic, racist, ableist, gender binary and heteropatriarchal society’. The Oráculo das Tecnologias Transfeministas becomes a tool for envisioning alternative futures and acting in the present.

The imaginative exercises proposed by the Oracle can also be transformed into action. For example, how can feminist understandings of consent inform the field of data protection? Consent to the use of our data is often requested (and granted) with a simple ‘Agree’ button that consolidates all layers of consent into a yes/no option.130 But by comparing the feminist understanding of consent with the EU GDPR definition, Coding Rights found four attributes that overlap: intelligible, informed, specific, and freely given. ‘If, in clicking no, we are doomed to exclusion from the service, we can say we are deprived of no – and of consent’.131

The authors quote Sara Ahmed: ‘The experience of being subordinate – deemed lower or of a lower rank – could be understood as being deprived of no. To be deprived of no is to be determined by another’s will’. The portrait of Anastacia immediately comes to mind. Anastacia was possibly the daughter of an Angolan royal family (Kimbundo), taken to Brazil and enslaved by a Portuguese family.132 One of the possible reasons why her mouth was blocked with a facemask is that she refused her master’s sexual advances. For Kilomba, regardless of the reported motivation, the mask was a racist technology, the mask of speechlessness, developed for the sake of the racist colonial project:


A real instrument, which became a part of the European colonial project for more than three hundred years. It was composed of a bit placed inside the mouth of the Black subject, clamped between the tongue and the jaw, and fixed behind the head with two strings, one surrounding the chin and the other surrounding the nose and forehead. Formally, the mask was used by white masters to prevent enslaved Africans from eating sugar cane or cocoa beans while working on the plantations, but its primary function was to implement a sense of speechlessness and fear, inasmuch as the mouth was a place of both muteness and torture.133



In a certain way, continued Amarelo in our second interview, ancestral future recalls this perspective of circular time from indigenous and afro-diasporic epistemologies. Therefore, in the Network's work, this entails recovering ancestral technologies or traditions that have been erased. And so, how can we recover and use ancestral technologies in this world of western digital technologies? How would an internet built by indigenous people look like? What would it look like if feminists built it?

Indigenous peoples quickly learned and reappropriated Western, colonial technologies, such as cameras and video cameras, to document their culture and the violence endured in their territories, as the Beture Collective showed in the exposition ‘Mekukradjá Obikàrà: com os pés em dois mundos’ at the Niteroi Museum of Contemporary Art. In an interview, the indigenous Federal Deputy and anthropologist Célia Xakriabá defends the need to ‘decolonize the screens too’, through the presence of indigenous peoples in digital spaces.134 Célia Xakriabá and Sônia Guajajara (respectively Federal Deputy and Minister of Indigenous Peoples) have been using Instagram to strengthen their agendas using independent narratives and critical thinking, amplifying their voice in defense of the traditions of their people, the defense of the territory, of identity, and of a culture of peace, reaching respectively 300 and 760 thousand followers on Instagram.

Collective profiles like Apiboficial,135 but also individual profiles like the Indigenous-futurist queer rapper Katú Mirim, or the writer and activist Ailton Krenak are using Instagram and other mainstream social media to ‘decolonize the screens’.136 They are documenting the violence experienced in their territories, demystifying stereotypes about indigenous cultures and re-appropriating cultural practices that have become hegemonic. However, indigenous public figures online receive a lot of digital vitriol and defamatory attacks, as recounted by Federal Deputy Célia Xakriabá. She highlights the necessity of regulations to combat political intolerance online: ‘A intolerância política nas redes precisa ser combatida e punida com o rigor da lei. É inadmissível que nossas lideranças sejam perseguidas na internet e nos territórios’.137

The work of some organizations in the field of digital care in Brazil offers examples of how technology can recover ancestral practices and traditions while fostering feminist values. Take, for instance, the Fuxico project by MariaLab. Fuxico is a tradition from northeastern Brazil: a centuries-old artisanal technique in which women use fabric scraps to create pieces resembling small flowers; many such pieces sewn together can form clothes, blankets, bags, and more. Drawing from the idea of ‘fuxico’ as the power that emerges from women coming together and sharing knowledge, MariaLab’s Fuxico is a wireless, autonomous, and private community network. Fuxico does not connect to the internet; instead, it creates a communication network within a small context, such as a neighborhood, community, or village. It follows the logic of community networks, enabling communities to discuss, decide on, and install their own network technologies. This structure ensures that the information shared within the community remains anonymous and private, since it is not connected to the internet.

Ancestral technologies are evoked in the perspective of ancestral futures that envisions a non-linear conception of time, whereby the old, the ancient, the ancestral carries important lessons for the present.138 In this way, ancestral technologies metaphorically become a portal connecting the past, present, and future. As Violeta recounted in the second interview, whenever these conversations begin at festivals or network meetings, everything seems to point back to community and communal practices. Community, she clarifies, is also a kind of ancestral technology, though more in the realm of practice and habit than that of technique.

Ancestral technologies are also a hook that RTDC uses to stimulate people’s interest in working with digital technologies, precisely because the Network believes that technological knowledge comes from community technologies. So, concludes Violeta, the ancestral future has a lot to do with the recuperation of community practices; it is not about innovation, but about practicing community solutions. ‘Sometimes you really just need to sit down and talk, and facilitating the conversation is the technology’. For some indigenous peoples, like the Yanakuna community of Popayán-Cauca in Colombia, the fireplace and the círculo de la palabra (circle of words) are ancestral technologies that bring people together and revitalize ancestral knowledges, especially in urban contexts.139

Mulheres Negras Decidem and PretaLab propose an understanding of care as ‘bem viver’ (good living). Adopted especially by Brazilian black and indigenous women’s movements, bem-viver is inherently collective, as it conceives the well-being of the single only possible where the environment and the collectivity are well. In this perspective, Mulheres Negras Decidem and PretaLab argue the collective organization and action of oppressed groups have been central tools in the production of ‘counternarratives’, alternative visions to the dominant cosmologies and social organization models. Black and indigenous women’s movements can propose an alternative to the logics of capitalism by proposing new relational logics based on abundance and care within oneself and in relationships, an ancestral future where bem viver would be the collective result of everyone’s care and self-care.

The perspective of ancestral future manifests a non-centrality of the human with respect to other living beings. Digital technologies have a brutal impact on the environment, particularly in the Global South, where the extraction of raw materials and garbage disposal is higher. Accordingly, RTDC’s approach to digital care incorporates the idea of ancestral future by considering care for non-humans as well. As Amarelo explains, relationships of care and interdependence extend beyond humans to include other living beings and even non-living objects.

Between November 2024 and May 2025, the Center for Contemporary Culture in Barcelona (CCCB) hosted an exhibition titled Amazonas: The Ancestral Future curated by Claudi Carreras with collaborators from the Amazon region. In a piece discussing the exhibition, journalist Bernardo Gutiérrez quotes an interview with Daniel Munduruku.140 The Brazilian thinker of the munduruku people emphasizes the importance of natural cycles in the circular vision of time shared by Indigenous peoples. This vision for the future enables living between the past and present of their traditions, including the governance of their territories based on ancestral knowledge:


Com isto, esses povos construíram uma visão de mundo que, originalmente, não é baseada no tempo do relógio, da produção, do acúmulo de riquezas materiais. Essa é a visão resultante da concepção linear de tempo, que tem a ver com a certeza de que existe algo além do presente, ou seja, o futuro. Por essa ótica linear, no futuro, as pessoas serão mais felizes. Assim nascem as grandes histórias ocidentais sobre uma busca por algo muito importante: do santo graal a uma vida após esta vida. Esse olhar para o futuro aliena as pessoas para a necessidade mais imediata de construirmos nossa própria existência no presente.141

With this, these peoples built a worldview that, originally, is not based on the time of the clock, of production, of the accumulation of material wealth. This is the vision resulting from the linear conception of time, which has to do with the certainty that something exists beyond the present, that is, the future. Through this linear lens, in the future, people will be happier. This is how the great western stories are born about a search for something very important: from the holy grail to a life after this life. This looking towards the future alienates people from the more immediate need to build our own existence in the present.



Regarding the western vision of the future, Munduruku says that visions that entail the search for something in the future, like life after death, are based on the linear logic of western thought. This logic alienates people from the more immediate necessity to construct our existence in the present. In this vision the territory, the natural environment is us, there is no separation with the world that surrounds us, we are ‘made of the same clay’.142 There can be no future if the problems of the present are not addressed, like ‘healing the planet’. As Célia Xakriabá sings in Manifesto Futuro Ancestral: ‘Que a humanidade entenda o quanto a importância de voar é cuidar do lugar onde estamos pisando/Assim vamos retomar o sentido da vida e o coração continuará pulsando/ Somos a possibilidade de cura para o planeta para acabar com todo mal/Somos a raiz do passado que conecta com o hoje e O Futuro é Ancestral’.143
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SPAIN: TAKING CARE, FIGHTING BACK AGAINST DIGITAL MACHO VIOLENCE
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Cyberfeminist Activism, Digital Violence, And Institutional Responses

In the early 2000s, cyberfeminists in Spain sought to broaden women's participation in the online public sphere and the world of ICTs. This is evident in the formation of Donestech, one of the first collectives created in this context. Founded in 2006 by Nuria Verges Bosch, Eva Cruelles, and Alex Haché, this Barcelona-based cyberfeminist group launched its first project, LelaCoders, to study women's involvement in programming and hacktivism. Through a series of interviews with women coders and programmers, LelaCoders aimed to understand their motivation, learning processes and working resources, desires and hurdles in their programming activity, dispelling the myth that there are no women hackers.1

As Joana Varon, founder of Coding Rights and interviewee for the project, recalled, the fields of technology and videogames were extremely masculine, underscoring the need to create spaces for women to engage with technology. In the 80s, women appeared in videogame commercials almost as often as men, but after the 1989 crash of the videogame industry, companies began targeting ‘the safest consumers’.2 Since then, video games have been heavily marketed to men, sending a clear message: no girls allowed.3

Donestech’s manifesto describes their mission as an ongoing investigation and critical space to rethink technologies and its representations and uses in relation to the bodies and subjectivities of women. Embracing a critical approach, Donestech emphasizes its commitment to open-source software and open knowledge. The legacy of the LelaCoders project is preserved in line with this philosophy, with videos of interviews and talks archived on a feminist server.4 This early focus by Spanish cyberfeminist collectives like Donestech on expanding women’s access to and participation in ICTs reflected a global trend among cyberfeminist movements and scholars interested in the intersections of gender and technology.5

In the early 2010s, digital violence began to be recognized as a gendered issue, as feminist activists, journalists, and politicians drew attention to machismo digital – the online chauvinism that they were experiencing at unprecedented rates. Journalists like Irantzu Varela, who writes for the feminist independent online newspaper Pikara Magazine, recall receiving the first of many threats in 2015, when a user commented under a video of the journalist offering help to kill her.6 Meanwhile, inspired by the Argentinian feminist spring of 2015, the Spanish social media sphere also resonated with increased feminist connective action.7 Hashtag campaigns like #NiUnaMenos, which characterized the feminist spring in Argentina and other Latin American countries, became popular on Spanish social media, broadening debates and bringing visibility to feminicide and gender-based violence against women.

Prompted by the ratification of the Istanbul Convention, Spanish institutions began to recognize the seriousness and gendered nature of cyber harassment in the early 2010s. This led to funding for academic research and the introduction of some of the earliest laws addressing cyber harassment. Institutional attention was further concretized through academic work, notably a landmark study commissioned by the Governmental Delegation against Gendered Violence.8 The study, directed by sociologist Albero and colleagues, aimed to evaluate the effect of the information society and the use of internet and social media on gendered violence among youngsters.9 In particular, the study involved four focus groups with young people aged 18 to 29, and seven in-depth interviews with young women who experienced cyber harassment. Participants recounted how internet and social media had become central for establishing and maintaining sexual and affective relationships, popularizing practices like ‘sexting’ (i.e. texting sexual and/or intimate pictures). However, they also worried about privacy and trust, especially regarding the risk that intimate images might be widely shared after a breakup. The researchers found that cases of non-consensual sharing of intimate images (NCSII) were disproportionately perpetrated by boys, particularly following the end of a relationship.10

Albero and colleagues defined ‘cyberacoso’ (cyber harassment) as a repetitive, disruptive, and non-consensual invasion of one’s life through ICTs, emphasizing that it ‘is produced by motives directly related with the affective sphere’.11 They argued that, like offline violence, cyber harassment reproduces gender-based violence within intimate partner relationships, following a pattern of controlling or humiliating behaviors by men toward women. This early study also demonstrated that the consequences of cyber harassment mirrored those of intimate partner violence, especially regarding its social and psychological impact on victims, including fear, depression, and social isolation. Furthermore, cyber harassment discouraged survivors from participating in the digital sphere, leading to self-exclusion and self-silencing.12

The institutional response to cyber harassment continued with the 2015 reform of the Spanish Criminal Code through Organic Law 1/2015, which introduced the crime of non-consensual sharing of intimate images (Art. 197.7). Another milestone was the 2017 Pacto de Estado contra la Violencia de Género (State Pact on Gender-Based Violence), which, for the first time, explicitly recognized violence ‘in the digital sphere’ as part of the spectrum of violence against women, acknowledging its continuity with offline gender-based violence. As seen in Anglo-Saxon contexts and Brazil, after 2010 digital sexist violence shifted from being a niche issue for a few cyberfeminists to a widespread public concern with serious consequences for health and democracy.13

The wide adoption of smartphones, social media and other ICTs contributed to this shift, but also enabled the development of new initiatives and social protests. One example is the Red de Autodefensa Feminista Online, created in 2017 to address the rapid rise of NCSII. Founded by activists and professionals defending the rights of women, lesbians, and trans individuals in the digital sphere, the Red de Autodefensa Feminista Online is a non-mixed network for women, lesbians, and trans people. It identifies itself as a transfeminist space ‘allied with sex workers and aspiring to be anticapitalist, antiracist, anticolonialist, ecologist, antifascist, and antirepressive’. The Red de Autodefensa Feminista Online bases its work on feminist care practices, collective action, digital security, free software, and free culture.



Cuentalo: Spanish Feminist ‘Spring’ and the Anti-Feminist Backlash

In the 2010s, social media became central for the organization of social movements and activism. The 15M mobilizations of the Indignados Movement brought millions into Spain’s public squares in 2011 against austerity policies, organizing on social media to set up protest camps. In 2017, #MeToo erupted in the US and quickly echoed around the world, with women and girls sharing their stories of sexual violence, especially on Twitter. While the Spanish #YoTambien hashtag gained less traction, these global and local campaigns set the stage for two powerful waves of feminist mobilization in Spain, marked by the hashtags #HuelgaFeminista and #Cuéntalo.

The street protests on March 8th, 2018, marked a historic moment. Under the banner of #HuelgaFeminista, the feminist movement organized strikes and mass demonstrations that brought unprecedented attention to gender-based violence, both offline and online. Later that year, the infamous La Manada gang rape case ended with a verdict of ‘sexual abuse’ rather than rape, sparking further outrage and protests. In response, journalist Cristina Fallarás called on women to share their experiences of sexual violence using the hashtag #Cuéntalo. The hashtag went viral in just a few days, with more than 160,000 stories of abuse shared by over 50,000 users.14 That same year, the United Nations Drug and Crime Office and the organization Pantallas Amigas launched a campaign against the non-consensual sharing of intimate images, raising awareness and emphasizing personal responsibility with the slogan: ‘Si no eres tu, no puedes compartirlas’.15

As feminist voices in Spain grew louder and institutions gradually acknowledged the gendered nature of digital violence, anti-feminist groups also gained traction, especially after 2018. As Aguilés and Pecourt note, the heightened visibility of feminist movements after 8M 2018 brought new challenges for feminists, particularly those who exposed digital misogyny.16 In 2018, the counter-campaign #STOPfeminazis began trending on Twitter, becoming a rallying point for attacks against the feminist movement.17 Through misinformation, misogynistic slurs and memes, machitrolls engaged in this campaign aimed at delegitimizing feminism by casting it as extremism.18

For Jordi Bonet, professor of sociology at the University of Barcelona and expert on online anti-feminism, the rise of the antifeminist digital sphere is best understood as a reaction to the successes of the feminist movement in recent years, set within a context that legitimizes and mobilizes communities who feel threatened by these changes – making them receptive to such discourses.19 Most antifeminist groups in Spain draw heavily from North American antifeminist rhetoric and language. These communities resemble Michael Kimmel’s ‘angry white men’, thus white men who see their position of social privilege threatened and react aggressively.20

According to Bonet, online anti-feminism brings together the most reactionary sectors of the Catholic Church, but there are also forms of antifeminism in the digital sphere that aren’t rooted in defending traditional values.21 Instead, they pick up the language of the new populist right like political incorrectness, culture wars, economic liberalism, nationalism. In a short time, these groups have built a strong digital social base, organizing around influencers and in dedicated forums to discuss alfas, betas, wokes, redpill, and cancel culture. Their strategy is offensive: they attack feminist discourse, target activists, and directly or indirectly spark coordinated attacks against feminists, sexual minorities, and racialized people. For this reason, Bonet argues that these anti-feminist groups can be considered enacting hate speech insofar as they legitimize and promote hate, discrimination or violence against a person or social group.

Recent studies mapping the Spanish manosphere confirm an incipient but growing body of organized online misogyny between 2018 and 2023, aided by the ascent of the far-right populist party Vox.22 Drawing from similar tropes as the Anglo-Saxon manosphere, Vox reinforced anti-feminist sentiments by denying the existence of patriarchal violence, framing men as victims of feminism, and attacking the so called ‘gender ideology’.23 The overlap between Vox’s anti-feminism and manosphere misogyny is clearest around the ‘gender ideology’ crusade, racist narratives about sexual violence – resembling femonationalist tropes – and a conservative stance on sexual and reproductive rights.24

For Jordi Bonet, while the alliance between antifeminism and ultraconservative thinking is nothing new, what is new is how central antifeminism has become in the discourse of the new radical right.25 Europe has seen a surge in far-right support since the 90s, but many thought Spain was ‘immune’ to a successful far-right movement due to widespread antipathy toward Franco’s authoritarian regime.26 Still, after its creation in 2013, Vox’s popularity skyrocketed in 2019, jumping from zero to 10% of votes in a single year. As Bonet notes, far-right leaders and parties have made antifeminism a central feature, framing feminism as a global elite conspiracy to undermine national identity. These conspiratorial theories gained further traction during the Covid-19 pandemic, with some blaming feminist protests on March 8, 2019, for the spread of the virus in Spain.27 Vox’s popularity has remained steady since, taking 12% of the vote in the 2023 elections.



Acoso.Online and Fembloc: Responses to the Shadow Pandemic

During the Covid-19 pandemic, as digital violence surged with the shift to online activities, the Red de Autodefensa Feminista developed the Acoso.online guidelines for victims of digital harassment, which focus on self-defense against non-consensual sharing of intimate images (NCSII). The initiative emphasizes that digital harassment leads to real-life consequences, from psychological trauma and exclusion in relationships and professional circles to self-silencing online and lost opportunities. The leakage of personal data (or doxing) sometimes associated with NCSII can also pose concerns for one’s physical integrity, highlighting the continuum between online and offline risks. Along with self-protection strategies, the guideline poses suggestions on how to open a dialogue with the community. The watercolor illustrations of the Chilean researcher/artist Constanza Figueroa soften the typical hard lines of the ciberfeminist/afrofuturist aesthetics, reimagining cyborg elements and neon hues alongside rainbows, non-normative bodies, and non-human beings. This style reminded me of Deborah Salles’s illustrations for the Prato do Dia guide for daily digital care presented in the previous chapter.

By the time the pandemic started in 2019, social scientists had introduced terms like ‘ciberviolencia de género’ and ‘violencias machistas online’, recognizing that digital arenas were becoming frontiers of sexist violence and mass misogyny, also as a backlash to the 2018 feminist mobilizations.28 Research conducted by Donestech in 2019, with 278 women and non-binary people,29 found that 70% had experienced at least two forms of digital violence, emphasizing the urgency of TFGRV and contributing to counter data production.30 Building on Donestech’s work, the first comprehensive helpline for digital sexist violence in Catalunya was launched in the wake of the Covid-19 pandemic.

Fembloc is a feminist initiative that aims to contrast ‘violències masclistes digitals’ (VMD, digital chauvinist violence) through prevention, detection, and integral support. The project operates a digital helpline offering technical, psychosocial, and legal assistance to victims/survivors and professionals dealing with digital gender-based violence. As stated on their website, Fembloc is a collective project rooted in intersectional feminism, advocating for a society free from discrimination based on gender, race, (dis)ability, origin, age, or social class, emphasizing empowerment and collective care.  Its guiding principles include striving for social justice, adopting restorative approaches, centering care, understanding violence through an intersectional lens, seeing the digital as an extension of everyday life, and working in networks.

In July 2023, I interviewed a member of Fembloc. After a brief email exchange explaining my interest in their work, we arranged an hour-long online meeting via BigBlueButton – a platform preferred for its privacy features, as noted in our emails. I spoke with Teresa,31 a psychologist responsible for psychosocial support for victims and survivors of digital macho violence. She explained that Fembloc identifies as a grassroots organization. Following the success of its pilot project in 2022, the group secured funding through December 2023, though future funding remained uncertain at the time of our conversation.

The pilot Fembloc project was designed in 2021 through collaboration among Calala Women’s Fund, Donestech, Fundació Surt, and the University of Barcelona (UB), aiming to implement a helpline based on an intersectional feminist perspective on cybersecurity. This aligned with the 2020 reform of Catalan gender violence law, expanded to include digital harassment. To design the pilot, the team developed conceptual, legal, and intersectional frameworks, assessed the current landscape, and mapped similar helplines at local, national, and international levels to identify effective models. This groundwork resulted in a series of reports that inform this chapter: Marc conceptual per a un abordatge de les violències masclistes digitals (2021) and Servicios y Lineas de Atención que dan apoyo a personas que enfrentan violencias machistas digitales: Mapeo internacional de los modelos de atención.

Fembloc collaborates closely with entities like the European Union, the Catalan Government, and various feminist and digital rights organizations, receiving funding from European and local sources to sustain its work. Fembloc is also a member of international networks of digital care, like the Feminist Conversations on Cybersecurity Network, where they exchange information and experiences through regular thematic online meetings.

As explained by Anna Domínguez, program manager at Calala Women's Fund, Fembloc was created to provide technical, psychosocial and legal support for cases of digital gendered violence, as the existing services at national and regional levels often lack a feminist approach.32 These shortcomings favor revictimization in the process of obtaining support and justice, therefore highlighting the need for a specialized service that adopts an intersectional feminist approach and addresses the technical aspects of digital violence.

In the interview with Fembloc, Teresa reiterated that implementing a specialized service for digital gender-based violence was necessary for two reasons: first, the severe impact of this violence is often minimized. While physical gender-based violence (like intimate partner violence: IPV) has gained significant recognition, particularly in Spain, digital forms of violence are still often downplayed. The pilot project was launched in the aftermath of the Covid-19 pandemic, marked by people’s increased reliance on the internet for relationships, self-expression, political and cultural participation, and work – further enmeshing the online with the offline. Second, added Teresa, raising awareness about this phenomenon and its impact on health, democracy, culture, and the economy is crucial. Policies must evolve continuously, adapting to new attack strategies; legislation plays a vital role by officially recognizing the problem, validating the existence and operations of support services, and increasing public awareness.

The Fembloc helpline operates with a holistic approach by teams, providing support to victims of gender-based violence, their close circles (relatives, friends, etc.), and professionals (educators, teachers, psychologists, etc.). At the time of the interview, the team consisted of two psychologists, one technology expert, and one lawyer.‬ The helpline service mostly operates online, via WhatsApp, Telegram, Signal, and email and provides resources on its website and social media. Face-to-face meetings are occasionally necessary because some people struggle with understanding and safely managing ICTs, but also because physical presence can be important during moments of severe psycho-physical stress. She mentioned a case of a woman whose ex-partner called her up to five times per minute, creating extreme psychological distress, and making in-person support fundamental. Fembloc operates without specific geographic boundaries, although most requests come from Catalunya and sometimes other regions of Spain.

Many different people call the helpline, but mainly women, individuals from the LGBTQ+ community, trans people and parents of adolescents, although the service does not directly assist minors. The most common cases involve violence from current or former partners, as well as attacks by strangers; for example, a female gamer experienced repeated machitrolling attacks by unknown perpetrators. While these attackers may not belong to an official organization, some level of coordination is evident in their behaviors, such as liking similar content, following certain profiles, and creating their own online profiles similarly. The interview with Teresa resalted the importance of a digital care helpline that focuses on digital sexist violence, while bringing further evidence of the pervasive character of TFGRV – an thus the need for a holistic approach to online safety.33



Conceptualization of Digital Macho Violence

On its website, Fembloc defines digital macho violence as abuse enabled or intensified by ICTs – phones, social media, or email – that extends offline harm into digital spaces. For Laia Serra, lawyer of the project, digital macho violence is a ‘message crime’, in the sense that women are being punished for what they represent, be it occupying a masculine profession or defying body standards: ‘Están castigando a las mujeres por lo que representan, sea porque tienen una profesión que ocupa un espacio masculino, por un cuerpo que escapa de los cánones o por las ideas que reivindican’.34

The conceptual framework draws on the interconnected work of three groups: reviewing scholarship on TFGRV, developing an intersectional approach, and outlining legal frameworks. The report results from collaborations between sectors, as the project is funded by institutions (EU), the review is carried out by academics (from UB) and cyberfeminist activists (Donestech), and the intersectional framework is developed in four collaborative sessions with three civil society organizations that center intersectional feminism (Candela, t.i.c.t.a.c., Veus Gitanes). The legal framework, developed by the lawyer Laia Sierra, considered the legislative landscape for TFGRV at the international level, in Europe, Spain, and Catalunya.

While acknowledging the lack of consensus on terminology for digital chauvinist violence, the Conceptual Framework notes that Fembloc chose to use ‘violències masclistes digitals’ (VMD) for two main reasons. First, it aligns with Catalan law; second, it highlights (a) the chauvinism behind these acts, (b) the power inequalities embedded in the sex-gender-sexuality system, and (c) the focus on the aggressor. According to lawyer Lara Sierra, VMD can be seen as an intersection of chauvinism and digital violence, issues addressed both by the tech sector and women’s rights movements. However, the tech sector often lacks a gender-sensitive lens, while feminist movements may underestimate the new forms enabled by ICTs. As a result, institutions have typically created separate bodies to address cybercrime and violence against women.

Intersectionality is the framework adopted to understand violences and to develop practices of care that are sensitive to the experience, identity, and context of each person. Fembloc’s definition of VMD is based on four pillar definitions: the definition provided by the 2018 UN Women resolution on ending online gendered violence, the definition of the Catalan law 17/2020, the definition from APC, and the one from Donestech. In this way, Fembloc weaves together international regulations on violence against women, regional legislation on online and offline gender-based violence, global organizations advocating for a safer internet since the 1990s (like APC), and local cyberfeminist groups such as Donestech. Donestech, in particular, offers a detailed framing of the gendered nature of VMD, describing it as ‘those chauvinist violences that, as a manifestation of the discrimination and situation of gender inequality in the frame of a cis-hetero-patriarchal and colonial system of power relations, are produced and/or distributed and amplified in digital environments and/or through ICTs’. This definition roots the gendered character of such violence in the cis-heteropatriarchy and its intersections with colonial power, thus addressing the sex-gender-sexuality-race intersections of online gendered violence.

Research conducted by Bosch and Juarez35 underpins the conceptual framework developed for the Fembloc project, which laments the missing data36 around VMD, despite more than a decade of debate. As a result, these forms of violence often appear as fragmented phenomena. Yet, existing data show that women are more frequently targeted by VMD, with men as the most common aggressors (in particular men who know the victim). LGBTQAI+ and racialized people are attacked more frequently than white or heterosexual individuals. Young people (over 30%, according to Díaz Aguado et al., 2014), as well as people with functional diversity, are highly exposed. Women in public roles, researchers, and gender/sexual rights-defenders are also frequent targets. The report concludes that VMD cannot be understood without an intersectional perspective.

The report reproposes Bosch’s categorization of VMD along three categories.37 Violence with highly chauvinistic discourse particularly affects women in public positions, feminists, and LGBTQAI+ people, commonly using hate speech, threats, false accusations, and discriminatory tropes based on sex-gender-sexual orientation. Second, highly technological chauvinistic violence adopts more sophisticated digital tactics like doxing, identity theft, spyware, coordinated silencing and infrastructure attacks, usually targeting cyberfeminists and women in tech. This second kind of attacks shows connections to the manosphere, especially when coordinated. Finally, sexually motivated digital violence refers to violations of women’s and gender-diverse bodies and freedom of self-determination; it entails humiliating, threatening, and controlling targets through sexual harassment, rape threats, online grooming, sextortion, revenge porn (non-consensual intimate content sharing), live-streamed sexual assaults.

Data on the aggressors is still scarce, but the existing evidence points to the continuum of online violence with forms of violence offline. Like offline violence, VMD is most often perpetrated by cisgender, heterosexual men against ex-partners, partners, family members, colleagues, neighbors, or clients.38 Despite this similarity, digital violence affords the multiplication of aggressors and a greater level of anonymity, adding another obstacle to victims seeking justice.39 These factors, together with the limitations of the current legal landscapes for cyber violence, contribute to the profound impunity of cyber violence aggressors.40

Fembloc explicitly recognizes the structural violence embedded in the imbrications between capitalism, colonialism, and racist cis-hetero-patriarchy. Surveillance capitalism, controlled by Big Tech platforms acting in the quasi-complete absence of public auditing, is responsible for the exploitation of data and attention of their users. The tech sector is also hostile to women, LGBTQAI+, and racialized people, causing the needs of these users to be neglected. Recognizing the structural nature of VMD means that responses must go beyond individual or urgent interventions, addressing root causes linked to socio-economic inequalities.

Another structural factor to consider is the digital divide. As highlighted by numerous studies over the past fifteen years, the digital divide is a multidimensional issue which regards several levels, from access to competences, and plays a crucial role in confronting VMD.41 Moreover, juridical and public policy instruments are not neutral and the process of obtaining justice is full of hurdles. For these reasons, while the Fembloc project structures around the helpline, their approach and initiatives also address the socio-economic roots of VMD and the transformation of the political, social, and economic system. Recently they began organizing workshops for collectives interested in developing digital self-defense skills, and during the time I spent in Barcelona they organized several events to raise awareness about digital macho violence and self-defense strategies.

Finally, Fembloc argues that the current context has seen the strengthening of a global neoconservative agenda that is openly misogynistic, racist, and LGBTIQphobic, often connected or allied with antifeminist groups of the ‘machosfera’ (manosphere). Alex Hache, founder of Fembloc and Donestech has claimed that machitroll coordinate in massive campaigns to take down the social networks of activists and journalists, against which it is more important than ever to create ‘solidarity networks’.42 As Bosch and Juarez highlight, the impunity and revictimization perpetuated by institutions and platforms – long lamented by feminist activists and public figures – has been met with agency, self-organization, and self-defense from feminist collectives and LGBTQAI+ rights defenders.43 These civil society groups have developed a range of actions, which Fembloc frames on two levels: taking care, and fighting back.



Taking Care and Fighting Back

On November 28, 2024, to mark the International Day Against Violence Against Women (25N), Fembloc organized a screening of the documentary Diari de la Meva Sextorsiòn. The Catalan director, Patricia Franquesa, who joined the conversation after the screening, shared: ‘I’m a documentarist, so I turned the camera around and started filming’. Patricia explained that she didn’t know what sextortion was when she received her first threat. After her computer was stolen, she got an email threatening to release intimate pictures unless she paid a ransom. Searching online, she discovered that many others had gone through the same ordeal.

By combining vertical and horizontal filming and juxtaposing online chats with intimate shots, Franquesa revealed the challenges and distress of her own experience with digital macho violence. Her first-person narrative left a strong impression on the audience, earning the documentary the Gaudi 2025 award for best documentary film. When I interviewed Patricia a few weeks after the screening, she shared that she chose this style to connect with younger generations. She also hopes to use the documentary as a participatory learning tool, involving young people in producing their own documentaries about cyberbullying. In this way, she explained, they can learn how to document digital abuse and discover available strategies to address these issues. The initiatives organized by Fembloc, Donestech, Canodròm, and Franquesa, address the digital divide that contributes to making women, young people, and LGBTQAI+ people more vulnerable to digital violence. Research shows that trainings on online gender-related violence with a cyberfeminist approach were particularly well received among Spanish university students, and the acquired knowledge was deemed useful by all participants, especially LGBTQAI+ students.44 This supports the value of these actors’ educational work in countering TFRGV.

Care and self-care strategies for preventing and minimizing the risks of online participation include initiatives such as risk analysis, mitigation strategies, support networks (online and offline), and cybersecurity measures. In Spain, civil society groups like Donestech and the Red de Autodefensa Feminista Online have developed practical examples of these strategies. As mentioned earlier, the Red de Autodefensa Feminista Online provides educational materials on digital violence, focusing on NCSII and workplace harassment in digital settings. Donestech has produced digital care guidelines, such as advice for disconnecting from an intrusive ex-partner, as well as videos, infographics, and reports on open software, digital violence, and hate speech.45 Donestech also organizes in-person activities, workshops, seminars, and discussions, including data detox workshops for secondary school students. On March 14, 2025, following the events of March 8, Donestech hosted a presentation and participatory event on digital violence and feminist self-defense in Vallcarca, a neighborhood in Barcelona.

These organizations also adopt digital self-care practices. As recounted by Teresa in the interview, Fembloc maintains strict confidentiality about their physical location and employs cybersecurity strategies. This decision stems primarily from security concerns, as feminist activists face various levels of threats, both digital and physical. Additionally, this reflects a political and ideological stance on data transparency and control. During our conversation, Teresa voiced concerns about my research goal of mapping civil society organizations responding to tech-facilitated gendered violence, as they strive to operate discreetly. Fembloc itself does not share the names, surnames, or physical locations of its workers. Mapping can highlight good practices but must carefully consider risks posed by aggressive online attacks and machitrolls against human rights defenders.

Fembloc identifies a second level of civil society response as fighting back. They understand it as feminist actions aimed at changing the status quo and reclaiming the internet as a feminist space. This includes researching and documenting cases, exposing aggressors, creating safe spaces and alternative imaginaries free from violence, building helplines, and responding with humor, joy, and irony. A vivid example of this resistance strategy is Donestech’s Archive of Violences.46 This archive, to which anyone can contribute, allows users to share their experiences of violence and ‘burn the message’ (Figure 15). Through a simple but effective visualization of a fire, the archive contemporarily materializes and cathartically destroys the traces of digital violence shared by users.

Another example is the writing collective Proyecto Una, also based in Barcelona, active since 2019. The group describes itself as a collective of millennials that promote and write about ‘brillo brillo feminism’, and their work has explored the facets of antifeminism, notably with the book Leia, Rihanna, & Trump. Recently, they started a reading group called La Viralidad del Mal (the virality of evil), which explores hate speech and the capitalist system that profits from its virality.

The presented initiatives can thus be said to act on several levels: research and knowledge building, education, survivor’s support, and funding. But there is another level which emerges as central in the work of these organizations: feminist infrastructures. Bridging early cyberfeminist activism with today’s feminist hacktivist and transfeminist hacker initiatives, feminist infrastructures shape the backbone of digital care networks across Europe and Latin America.47



Transfeminist Infrastructures

Shortly after moving to Catalunya in the summer of 2022, I began attending the transhackfeminist collective Cuidado Cyborg, which met on Saturdays at Ca la Dona, a feminist non-mixed house in Barcelona.48 This is where I met Aicarmela, who told me about the Rede Transfeminista de Cuidados Digitais, which she knew from the TransHackFestival 2022. The festival gathers transfeminist hacktivists, and the 2022 edition focused on transfeminist infrastructures, understood as: ‘those developed by and for civil society, with a focus on those created by feminists and anti-racists, by women and dissident bodies, by non-binary gender identities, by indigenous communities and racialized people. [transfeminist infrastructures] work towards safer, diverse and inclusive technologies, in which privacy, protection and affirmative and enthusiastic consent become the norm rather than the exception’.49 LelaCoders – which began in 2008 – carries on with recurring initiatives, such as the LelaCoders Videothon at the TransHackFeminist 2022 convergence. The videothon involved setting up a device to automatically record interviews with participants, who were asked to share examples and their understandings of feminist infrastructure.

In May 2023, Aicarmela organized an event with Syster Server and Colectiva Cuidado Cyborg to build an autonomous server in Ca la Dona.50 Syster Server focuses on building feminist infrastructure to support the development of an Internet free from the logic and imperatives of surveillance capitalism. They have established and maintained several servers and created instances on Mastodon and PeerTube – two platforms within the Fediverse. The infrastructure of this decentralized alternative to proprietary social media is distributed across independent nodes and built on open-source code and software.51 During the event, it was easy to spot that I was the only one with a Mac; a computer notoriously snubbed by open source and open software activists. I mostly observed in awe, without understanding all the technicalities of the process of setting up a running server and a PeerTube instance (Figure 16).

Beyond the table covered in cables and computers, at the end of the room there was another, smaller desk, with some more familiar technologies: fanzines. There were four in total. One, titled Read the Feminist Manual, is a feminist reimagining of the hacker slogan RTFM (Read The Fucking Manual), common in hacktivist spaces with a ‘solve your own problem’ ethic. The fanzine addresses gender discrimination in tech documentation for Free and Open-Source Software (FOSS), reflecting broader issues of gendered discrimination in ICTs and the OSS community.52 The Read the Feminist Manual fanzine presents a Firefox add-on that replaces the binary she/he with neutral pronoun ‘they’, and it ‘gathers info about the inspiration of the project, feminist servers, and from online view of tech manuals using the add-on’.

One of the Syster Server members told me that it was the first time they had all met in person; while some had met before, never the entire group together. The two-day workshop amid cables, sweat, and fans closed with a performance by Gender Hacker, aka trans artivist Diego Marchante.53 His shadow projected onto the images of cyberpunk inspiration, dancing to electronic music, dressed up with a scuba mask and a one-suit, as his alter-ego GenderNaut took the audience on a time-travelling journey through words from Manifesto Cyborg, the Transfeminist Manifesto, and the Cyberfeminist Manifesto (Figure 14).

Why are transfeminist infrastructures important? And what do they have to do with TFGRV? We explored these questions during a workshop organized with the Rede Transfeminista de Cuidados Digitais and Cuidado Cyborg in October 2024 at Ca la Dona. When I learned that two members of the Network were traveling to Europe, I invited them to meet the Cuidado Cyborg collective, mentioning the server built with Syster Server the previous summer. They suggested screening and discussing the documentary Birosca, by Kit Menezes. This film, available on PeerTube, recounts the experience of Birosca, a feminist server active between 2004 and 2006 in São Paulo.54 Through a series of interviews and archive material, Menezes retraces the trajectory of the cyberfeminist collective, from Indymedia Brazil to the decision to set up and manage their own server.

On the day of the workshop (October 2, 2024), Foz, Amarelo, and I arrived a bit early, so I gave them a tour of the Ca la Dona house. Ca la Dona is a coalition of feminist collectives headquartered in a historic building in central Barcelona. They were surprised, as I had been when I first arrived from Italy, by the amount of space and the good condition of the facility. Little did we know that the third floor would soon collapse, rendering the entire level – including the server built with Cuidado Cyborg and Syster Server – inaccessible for several months.

Foz and Amarelo opened the workshop by welcoming participants (about eight people) and asking them to introduce themselves and recount their first encounter with technologies. Immediately, the memories attested to the fast pace of technological evolution in the past fifty years.55 For example, André56 recounted that their first contact was ‘a game with two white bars and a ball’, and some people exclaimed ‘Pong!’. Oriol57 remembered that the first contact was with the Commodore VIC-20, while Barbara had first used the MS-DOS. My first memory were the Sims and CD-ROM video games in cereal boxes. ‘It is interesting hearing your stories and seeing how much things have changed’, commented Foz before starting the projection of Birosca.

When the film ended, one participant asked: ‘so, Birosca doesn’t exist anymore?’ Foz responded that Birosca was a project that only lasted between 2004 and 2008, but people continued to work in technology after that:


Birosca started with one person installing the server, and it took time for others to learn and participate. Autonomous infrastructures allow us control over data, permissions, and privacy. But they require collective effort, otherwise projects collapse if the key person leaves. Autonomous infrastructure allows political control but demands collective engagement. If we create a collective space, it’s easier; otherwise, we fall into the same issue: few people hold the knowledge, and if that person becomes ill or overwhelmed, the project is lost. Today we face a significant challenge with big tech. Companies like YouTube, TikTok, Instagram – they have all our data, even our affections. They capture our emotions to turn them into products. (Foz, Ca la Dona, October 2, 2024).



Barbara, an Italian ‘naturalized Catalan’, connected this focus on infrastructure to Indymedia and early internet activism, but she expressed skepticism about the feasibility of autonomous infrastructures today. Digital platforms have become so deeply embedded in daily life. She recalled the European Counter Networks (ECN), a self-managed network created in 1989, about ten years before Indymedia. She concluded that today’s challenges may require different solutions:


We ran autonomous servers and email to avoid surveillance. ECN ran autonomous servers and email to avoid surveillance. Back then, the autonomous movement tried to create a fully alternative infrastructure. Today, I’m unsure if it’s feasible because unlearning social media seems even harder. Mobile phones constantly track us – we buy plane tickets, they know where we are. Maybe we must think about how to flip this around and occupy those spaces instead. I appreciate the idea of autonomous spaces, not so much for the physical infrastructure but for the collective process involved, which to me is the most meaningful part. (Barbara, Ca la Dona, October 2, 2024).



While skeptical about the massive migration to alternative infrastructures, Barbara appreciated the sociality and collective reflections that emerge from discussions on autonomous infrastructures. Amarelo agreed that ‘having a server allows to have political discussions’. On the other hand, André suggested that migration would come naturally as new digital spaces are created and people move towards better digital spaces that ‘do not steal your data’, bringing their social ties with them.

‘For me the issue is the fear of the unknown’, said Elena,58 a Spanish woman. Foz agreed with her:


Fear is another critical issue. Understanding how [technology] works enables us to make informed choices. You can use WhatsApp consciously, aware of what companies want from your data. Otherwise, you're just a passive receiver. Society divides into those who control technology, making money from it, and passive users. It's important for girls to start early, fearlessly engaging with technology. At the Transfeminist Network, we emphasize overcoming this barrier to becoming proactive with technology. We do activities like Prato do Dia, like cooking, technology can be the approachable and enjoyable. We organize joyful events like Baile Monstrans, where we make masks and discuss the importance of anonymity online, something that barely exists today. Without our infrastructures, we can't control our data. (Foz, Ca la Dona, October 2, 2024)



Yolanda,59 a Catalan woman and one of the references of Ca la Dona, gives voice to the dilemma between ‘occupying mainstream digital spaces and giving away our data and our lives: It is vital to be online and spread our vision of feminism, and globally this means Twitter, Facebook. But I think there's a significant barrier here, and I'm unsure how to break it’. (Yolanda, Ca la Dona, October 2, 2024).

While recognizing the contradiction, Yolanda expressed uncertainty about how to confront it. For Aicarmela ‘the problem runs deep’ and it is not merely a technical one, but a social one, about domination:


Being vegan doesn't make me completely ethical. Vegetables also come from exploitation, especially from rural countries. Computers are similar; there's no purity since materials like coltan and lithium come from global exploitation. Every new technology causes environmental harm. Ethical solutions exist, but they require responsibility and systemic change. I also experience exploitation, as information exploitation defines our era. Individually, I use no proprietary software or social media, but this isolates me politically since many social movements rely on proprietary apps. Even free software like Signal depends on servers run by big tech. (Aicarmela, Ca la Dona, October 2, 2024).



Similarly to the discussion proposed by Prato do Dia on the political dimensions of technologies, and the parallel with the ethical and political dimension of food choices, Aicarmela argued that ‘there is no purity’. Unless we engage in systemic change, it will be impossible to be ‘100% ethical’ in the technology-consumption choices that we make. Despite this limitation, and the socio-political consequences of trying to adopt free and open-source software (like being excluded from communication channels), Aicarmela still chooses to adopt alternative technologies rather than mainstream platforms.

Núria, a Catalan cyberfeminist activist, proposes that joy (and archiving) is part of the solution:


I believe reclaiming openness, in every sense, is crucial and deeply connects with joy. Criticism is less important than collectively enjoying and learning better tools. At Ca la Dona, many groups and older women already engage with memory preservation; the server could aid in that. Not as the only alternative, but as part of broader possibilities for preserving collective memory. I'm emotional when watching this video since I was part of Indymedia Barcelona. We used short messages in protests, which became similar to Twitter. Even platforms we dislike can be transformed creatively into something new. I agree with Angela Davis: maintain hope, think creatively, and keep openness alive. (Núria, Ca la Dona, October 2, 2024).



Indeed, the Ca la Dona archive has been recognized as one of the Spanish projects for the conservation of feminist memory and for the reconstruction of the history of women and dissident subjectivities (Castro Córdoba, 2024; Codina-Canet & Segundo, 2020). As put by Lucia Egaña, this ‘disorienting archive’ built by and for dissident identities functions as a process of personal recognition and collective articulation.60

Drawing once more from the TransHackFeminist 2022, feminist infrastructures can be understood as ‘self-defense strategies within the current centralized and commercial internet [of] commercial social networking platforms and services whose business model relies in part on the monetization of hate speech and digital macho violence allowing them to generate huge amounts of revenue’.61 Therefore, while several bubbles of ‘feminist internet’ exist in these ‘uncomfortable’ digital spaces, proprietary platforms can expel people at any time based on their own terms and conditions. In this context, feminist infrastructures both contain and expand the feminist internet by creating conditions for the data, content, and memory of feminist groups to be accessed, preserved, and managed. Ultimately, it is about autonomy, secure and connected spaces, and tools. As described by a member of Donestech, feminist infrastructures can be broadly defined as:


The set of resources that support and reinforce the development and advancement of feminist and transfeminist struggles. By resources we mean analog, digital and social techniques, technologies and processes. Feminist infrastructure is one of the possible outcomes that derives from feminist activities and interactions and is as old as feminist movements and collectives. Feminist infrastructure enables the systematization, maintenance and circulation of good ideas, practices and care. Sorority networks are an example of feminist infrastructure, and represent one of our earliest feminist technologies, perhaps the oldest and most widespread. [...] We do not forget either the mobile, ephemeral and transitory infrastructure that lies in the meetings, workshops and parties that nurture the trust, affection and well-being of fellow feminists.62



Transfeminist infrastructures refer not only to feminist servers, but also to solidarity and support networks. In this sense, the helpline Fembloc is also understood as a transfeminist infrastructure. Not only because they ‘systematize support and solidarity towards people facing digital macho violence, filling the gap left by the market and platforms, […] institutions and care services’, but also because its technical infrastructure uses tools better aligned with feminist praxis than proprietary platforms.63 For example, they use BigBlueButton for video calls and rely on the feminist server Maadix.64

The material scaffolding of transfeminist infrastructures is supported by projects that create and maintain feminist servers. For Toupin and Hache, feminist servers demonstrate that it is possible to build safe spaces where violence against queer, trans, LGBTQAI+, women and feminists is not allowed, but also where everyone can learn about technology in a non-hierarchical and non-meritocratic way.65 Similarly, Brazilian researchers report that community networks and autonomous infrastructures built by women’s groups or with a feminist ethics of care have the potential of constructing alternative spaces that are more communitarian, free, and autonomous.66 In this way, networks of digital care between Spain and Latin America go beyond addressing immediate concerns about the post-digital safety of women and marginalized people; they strive for a deeper transformation of society, centering transfeminist politics of care.
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ITALY: A TRANSFEMINIST TIDE AGAINST PATRIARCHAL VIOLENCE
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It Was Your Nice Guy

Si mañana no te contesto las llamadas, mamá. 
 Si no te digo que voy a cenar.
 Si mañana, mami, no aparece el taxi.
 Tal vez estoy envuelta en las sábanas de un hotel, en una carretera o una bolsa negra. 
 Tal vez estoy en una maleta o me perdí en la playa. 
 No te asustes, mamá, si ves que me apuñalaron. 
 No grites cuando veas que me arrastraron. 
 Mamita, no llores si te enteras que me empalaron. 
 Te dirán que fui yo, que no grité, que fue mi ropa, el alcohol en mi sangre. 
 Te dirán que fue la hora, que estaba sola. 
 Que mi ex el psicópata tenía motivos, que yo fui infiel, que fui puta. 
 Te dirán que viví, mamá, que me atreví a volar muy alto en un mundo sin aire. 
 Te juro, mami, que morí peleando. 
 Te juro, viejita, que grité tan alto como volé. 
 Se va a acordar de mi, ma, sabrá que fui yo quién lo jodió cuando me vea en el rostro de todas las que le van a gritar mi nombre. 
 Porque sé, mamá, que no vas a parar. 
 Pero, por lo que más quieras, no ates a mi hermana. 
 No encierres a mis primas, no prives a tus sobrinas. 
 No es su culpa, mamá, tampoco fue mía. 
 Son ellos, siempre serán ellos. 
 Lucha por sus alas, por las que me cortaron. 
 Lucha para que sean libres y vuelen más alto que yo. 
 Pelea para que griten más fuerte que yo. 
 Que vivan sin miedo, mamá, tal como viví yo. 
 Mamita, no llores mis cenizas. 
 Si mañana soy yo, mamá, si mañana no vuelvo, destruyelo todo. 
 Si mañana me toca, quiero ser la última. (Cristina Torres Cáceres, 2017)

In November 2023, the poem Si Mañana No Vuelvo written by the Peruvian activist Cristina Torres Cáceres went viral on Italian social media. The poem, which Cáceres wrote as a student, became famous during the Ni Una Menos demonstrations in Argentina, also referred to as ‘the feminist spring’. Feminicide is a structural issue in Italy, with about one taking place every three days.1 However, it was only in November 2023 that the poem went viral in Italy when feminist mobilizations spread through the country in response to the feminicide of Giulia Cecchettin by her ex-boyfriend Filippo Turetta.

On Sunday, November 12, 2023, an Instagram story began circulating among people in Padova, raising the alarm about the disappearance of Giulia Cecchettin, a 22-year-old university student from Vigonovo.2 On November 11, just a few days before her graduation, Giulia was supposed to meet her university friends in Padova. According to media reports, Filippo managed to meet her alone, despite her refusal. Giulia was last seen arguing with Filippo in a parking lot not far from her home. A neighbor who overheard her screams called the police, but they never sent a patrol because ‘they were all busy’.3 Giulia did not return home that night, and the next morning the family reported her disappearance to the police. Filippo was also missing.

As the search continued, Giulia’s family grew increasingly anxious, especially when she did not appear at her graduation ceremony.4 Giulia was about to graduate in Biomedical Engineering at the University of Padua. Earlier that year, she had ended her relationship with Filippo Turetta, her classmate and boyfriend.5 Giulia’s family advised her to cut off contact with him, but she tried to remain on good terms. According to her sister’s testimony, Giulia had told some friends she was afraid he would hurt himself.6 Giulia’s relatives reported that Filippo was jealous of her academic achievements and feared she would distance herself from him after graduation.7

In the two weeks before November 25, 2023, the anguish of Giulia’s family resonated nationwide on social media and was amplified by major news outlets, signaling growing attention to gender-based violence. November 25 has become one of the most significant dates on the feminist calendar, often generating heightened media focus on violence against women.8 Feminist collectives in Italy, largely coordinated through the nation-wide feminist movement Non Una Di Meno (NUDM), frequently organize protests, campaigns, and initiatives to highlight the issue. During the search for Giulia, many feminist activists expressed fear and anger, saying that Giulia was experiencing violence and that the signs pointed to Filippo having hurt her – not that they had ‘run away together’, as some media speculated.9 Giulia’s family also feared that she had been coerced into leaving, as they believed she would never disappear without a word. Still, they pleaded for Giulia and Filippo to come back spontaneously.

On November 17, the investigations found a video from security cameras, showing Filippo hitting Giulia in Fossò, where traces of blood and hair had been found. At this point, the Venice prosecutor’s office registered Filippo Turetta as suspect for attempted murder, with the aggravating circumstance of the intimate relationship.10 Later that day, Turetta’s car was seen near the Austrian border, and the Venice prosecutor’s office issued a European arrest warrant.11 Valeria Fonte, an Italian feminist activist, writer and influencer, posted an Instagram story linking to an article by Agenzia Ansa, which reported that Filippo Turetta was suspected of murdering Giulia Cecchettin. The story read: ‘The anger I have inside. “Wait to issue verdicts” And we wait. We do. But if it is as we think, I split the sky in two this time’.

Giulia’s body was found a week later, on November 18, near Lake Barcis, while Filippo was still missing. In an interview, Filippo’s lawyer reported the upheaval of the parents and expressed the belief that Giulia’s death was to be attributed to ‘a fight ended badly’. He claimed that Filippo ‘was a nice guy, who loved Giulia and made her cookies’.12 The next day Filippo was arrested in Germany. Giulia’s sister, Elena, posted a story on Instagram saying ‘Per te bruceremo tutto’ (For you we will burn everything). Her story was reshared by Valeria Fonte, who added: ‘è stato il vostro bravo ragazzo’ (it was your nice guy), addressing the narratives that circulated in the media in defense of Filippo, presenting him as ‘a nice guy’ who would never hurt Giulia.



Burn It All

On November 20, the streets of Padova were filled with fifteen thousand people13 marching in memory of Giulia Cecchettin,14 united against feminicide and patriarchal violence.15 The protest was organized by local transfeminist collectives and endorsed by Giulia’s sister, Elena, who reshared the story with the details of the protest and invited people to participate.16 The outrage resonated on a national level, and protests were held in several cities, gathering thousands of people in ‘angry walks’.17

As people took to the streets to protest against violence, social networks also became sites of growing public outrage and commotion. In Padova, stories about feminicide and male violence began to multiply. Many shared their own posts with messages like ‘bruciamo tutto’ (let’s burn everthing) and ‘facciamo rumore’ (let’s make noise). Between Giulia Cecchettin’s disappearance on November 12 and the transfeminist protests on November 25, I observed a surge in engagement with feminist debates and the topic of gender-based violence among people from Padova in my Instagram network.

Feminist collectives that had already been active intensified their efforts both online and offline, using platforms like Instagram, Telegram, and Zoom. They organized actions, raised awareness, launched initiatives rooted in ‘care ethics and practices’, advocated for greater institutional commitment to combat gender-based violence, and denounced institutional complicity within the patriarchal system of intersecting oppressions. In Padova, feminist and students’ collectives organized activities within the University, criticizing the passivity of the newly elected Rector and of the whole institutions, and the lack of discussion about gender-based violence. They organized seminars, often with university professors, as well as public assemblies, book clubs, and street protests. They addressed topics such as violence within the educational system, intersectional feminist critiques of punitive justice, critical psychological perspectives on gender-based violence, ableism, and other intersecting oppressions.

Participation in debates about feminicide and patriarchal violence also increased among people who had previously never (or only rarely) posted about these issues. Some men began sharing more Instagram stories about gender-based violence against women, the feminicide of Giulia Cecchettin, male responsibility and masculinities, participation in feminist street protests, and critiques of masculinist tropes. A few even organized self-awareness groups for men to deconstruct masculinity through feminist practices. Most of these stories involved resharing posts from others, especially feminist collectives and networks, Giulia’s family members (notably Elena and her father Gino), independent news sources, and newspapers. Although less common, some men also shared their own thoughts, feelings, experiences, or projects, engaging more personally with critiques of patriarchal violence and men’s responsibility for combating gender-based violence.

Similarly, I noticed increased participation from women who had never previously been vocal about these issues. These users reshared news about feminicide and shared their emotions; for example, one user wrote: ‘We are tired, dead tired, of dying’. Other users shared pictures from the protests that took place in Padova, Vigonovo, and then in dozens of Italian cities, adding some of the slogans, like ‘Let’s burn everything’ or ‘Make noise’, or ‘The tide has risen’.

On November 25, Elena posted on her profile: ‘For Giulia, do not make a minute of silence. For Giulia, burn it all’. On that day, half a million people participated in the protests in Rome, organized by NUDM. Many people shared pictures of the protests, adding their comments like ‘Transfeminist tide’, ‘Burn it all’, and ‘We want ourselves alive’. Fire, tide, and noise became central aesthetic elements of both online and offline protest acts, circulating widely through Instagram posts during the wave of feminist demonstrations in November 2023 (Figure 17). Anger was the dominant emotion, often intertwined with love, care, and pain. This anger was reclaimed and reappropriated as a driving force in the transfeminist struggle against feminicides in Italy. ‘Amore e rabbia’ (love and anger) has been a slogan of NUDM Italy for years. As stated in the NUDM manifesto for November 2023, anger is rooted in the injustice of gender-based violence – an issue too often treated by institutions as an emergency rather than a structural problem.



Feminist Critique of Media and Institutions

Institutional data shows the structural character of feminicide in Italy. The National Statistics Institute (Istat) reports that women are killed by a male intimate partner (or ex-partner) at least ten times more frequently than men are killed by their female partners. Over the last thirty years, the number of intentional homicides has significantly decreased for men, but not for women, whose intentional murder has remained almost unchanged between 1992 and 2020.18 Data from the Feminicide Observatory at the University of Bologna reveal that between 2018 and 2020, 76% of women were killed at home, and 61% were murdered by a partner or ex-partner, marking a 6% rise from 2015–2017.

Most female victims die at the hands of family or people they know; only 2% are killed by strangers.19 According to Istat, in 2019, almost 84% of all homicides in family relationships targeted a woman victim, and the men convicted for homicide in family relationships were 98.3%, against 1.7% of women convicted for the same reason.20 While femicide represents only the tip of the iceberg of gender-based violence, these statistics underscore the persistent and structural nature of violence against women in Italy.

On November 15, 2023, just days before Giulia Cecchettin’s body was found, feminist writer and activist Valeria Fonte published an article in Vanity Fair. In an interview with a man who had committed feminicide, Fonte wrote:


Le donne sono mostri, in qualche modo; capaci di una potenza esistenziale, decisionale e sessuale che, come ogni mostruosità, va messa in gabbia. […] Gli uomini, invece, mostri non lo sono per niente. Non c’è niente di più ordinario di un uomo violento.21

Women are monsters, capable of an existential, decisional, and sexual power that, like any monstrosity, must be caged. […] Men instead are no monsters. There is nothing more ordinary than a violent man.



There is nothing more ordinary than a violent man. In the article, Fonte challenged the trope that frames men who kill women as monsters. Fonte argued that misogyny fundamentally stems from men’s fear of these ‘monstrous’ women: ‘men's misogyny is pure terror of being superfluous, no longer indispensable to women’.22 In this provocative reinterpretation of the ‘monsters’ narrative, violent men are no monsters – women are the monsters: like monsters, women who act and take decisions are uncontrollable. Women who transgress, who reject, who fight back are a threat to the patriarchal order who wants them submissive, obedient, and happily remissive.

During the ‘tide’ of November 2023, digital activists such as Fonte, Carlotta Vagnoli, Cathy La Torre, and others used Instagram to offer a critical perspective on news coverage of Giulia’s and other feminicides.23 They challenged narratives that frame gender-based violence as isolated acts of monstrosity or as ‘a cultural issue’ that concerns only Others, excluding Western or Italian men. The activists also criticized media portrayals of Filippo, which tended to inspire empathy and compassion for the aggressor by depicting the violence as an unexpected ‘loss of control’.

These critiques of mainstream media align with institutional research. According to the Feminicide Observatory at the University of Bologna, mainstream media continue to present feminicides as ‘crimes of passion’, reinforcing the idea that the aggressor – frequently depicted as a good partner or father – acted violently because he ‘lost control’.24 Rather than highlighting the structural nature feminicide and its precursors in intimate partner violence, mainstream media continue to represent the issue as an emergency.

Relatives of feminicide victims rarely address the structural nature of gendered violence. However, on November 18, Elena Cecchettin gave an interview to Diritto e Rovescio, stating: ‘the monsters are not sick, they are the healthy sons of the patriarchy, of rape culture’.25 The next day, the University of Padova issued a statement expressing ‘atonement’ for Giulia Cecchettin’s ‘disappearance’ and invited the academic community to honor her with a minute of silence. Meanwhile, on Instagram, Elena Cecchettin reshared a story featuring the last verse of Caceres’s poem and wrote, ‘I will never keep quiet, you will not silence me’.26

On November 20, Elena published an open letter on Corriere del Veneto, a local newspaper. She further emphasized that Turetta should not be seen as a monster but a product of the surrounding culture. She wrote:


Viene spesso detto ‘non tutti gli uomini’. Tutti gli uomini no, ma sono sempre uomini. Nessun uomo è buono se non fa nulla per smantellare la società che li privilegia tanto. È responsabilità degli uomini in questa società patriarcale dato il loro privilegio e il loro potere, educare e richiamare amici e colleghi non appena sentano il minimo accenno di violenza sessista. Ditelo a quell’amico che controlla la propria ragazza, ditelo a quel collega che fa catcalling alle passanti, rendetevi ostili a comportamenti del genere accettati dalla società, che non sono altro che il preludio del femminicidio. Il femminicidio è un omicidio di Stato, perché lo Stato non ci tutela, perché non ci protegge. Il femminicidio non è un delitto passionale, è un delitto di potere. Serve un’educazione sessuale e affettiva capillare, serve insegnare che l’amore non è possesso. Bisogna finanziare i centri antiviolenza e bisogna dare la possibilità di chiedere aiuto a chi ne ha bisogno. Per Giulia non fate un minuto di silenzio, per Giulia bruciate tutto.27

People often say, ‘Not all men’. Not all men, but they are always men. No man is good if he does nothing to dismantle the society that privileges them so much. Given their privilege and power in this patriarchal society, it is men’s responsibility to educate and call out friends and colleagues as soon as they sense the slightest hint of sexist violence. Tell that friend who controls his girlfriend, tell that colleague who catcalls passersby, make yourselves hostile to such socially accepted behaviors, which are nothing more than the prelude to femicide. Femicide is an institutional killing, because the state does not safeguard us, because it does not protect us. Femicide is not a crime of passion; it is a crime of power. We need widespread sex and relationship education; we need to teach that love is not possession. We must fund anti-violence centers and give those in need the chance to ask for help. For Giulia, do not make a minute of silence; for Giulia, burn it all.



Elena Cecchettin’s statements touched an exposed nerve, highlighting the negligence of institutions that have pledged to counter gender-based violence by ratifying the Istanbul Convention. During the transfeminist mobilizations of November 2023, the negligence and revictimization of institutions meant to support women victims of violence was widely exposed on social media. On November 24, the official Instagram account of the Italian Police posted the final verse of Caceres’s now-viral poem, urging women to report violence to the police. Ironically, this post triggered a flood of reports about police negligence, complicity, and even responsibility in cases of violence. Most comments described situations where police either failed to act or further victimized those seeking help.

Activists like Carlotta Vagnoli and Valeria Fonte reinforced the critique directed at the state police on Instagram, emphasizing that police failed to act promptly in Giulia’s case. Vagnoli specifically criticized ‘the institutional incapacity to recognize the signals – which were very clear here’. Drawing from the widespread reports of institutional violence, Vagnoli summarized some reasons why women in Italy often do not report cases of gendered violence: ‘Underestimated risks, mortified women, slow responses, evident urgencies treated with patronizing attitudes. Not to mention victim-blaming, absence of empathy and listening in filing reports, lack of cultural mediation, and unrequested advice: this is the situation that a lot of women find when they want to report’. (Carlotta Vagnoli, Instagram, November 24, 2023, translated by the author).

Similarly, the NUDM movement claimed in their Manifesto that gender-based violence is a structural issue, not a temporary emergency. Patriarchal violence is intersectional, disproportionately affecting women, LGBTQAI+ people, people with disabilities, racialized individuals, migrants and second generations, sex workers, and prisoners. This intersectional perspective included a decolonial stance, which in the context of November 2023 focused on the critique of Israel’s colonial violence against Palestinians. For NUDM, the government has exploited violence against women to militarize language and target so-called problematic territories, while also attacking same-sex families, gender-affirming actions, and LGBTQAI+ identities more broadly. The government is complicit in patriarchal violence by defunding anti-violence centers, thereby weakening the system of victim/survivor support. Finally, NUDM argued that comprehensive affective and sexual education is essential for preventing violence, yet the government’s proposed educational plan is insufficient.

The manifesto highlights how the intersection of racist, colonial, and patriarchal violence is fundamental to grasping the full scope of the militarization of the Italian state:


Il fine ultimo di queste politiche è la conservazione e il rafforzamento della famiglia tradizionale: sotto la retorica sulla natalità, si nasconde la riproduzione della nazione bianca e ciseterosessuale, con ruoli e aspettative di genere che da sempre ci stanno stretti e con una buona dose di razzismo. La retorica su famiglia, natalità e Nazione infatti si consolida anche nella chiusura e esternalizzazione dei confini, nel razzismo di stato, negli attacchi continui a persone migranti e razzializzate che vengono considerate, strumentalmente, come responsabili di tutti i problemi economici e sociali del paese.28

The ultimate goal of these policies is the preservation and reinforcement of the traditional family: underneath the rhetoric about natality is the reproduction of the white and cisheterosexual nation, with gender roles and expectations that have always fit us and with a good dose of racism. In fact, the rhetoric on family, natality, and nationhood is also consolidated in the closure and externalization of borders, in state racism, in the constant attacks on migrant and racialized people who are seen, instrumentally, as responsible for all the country's economic and social problems.



As framed also by the sociologist Sara Farris, the nationalist populist far-right that has been gaining increasing consent in Europe since the beginning of the 2000s is characterized by what she names ‘femonationalism’, that is, the reproduction of racism and xenophobia ‘in the name of women’s rights’. Farris theorization on femonationalism is largely based on an analysis of the Italian far-right.29 The fundamental ideological matrix underlying the politics of parties like Fratelli D’Italia and Lega is nationalism. In this sense, women are central only as mothers, that is, ‘the biological and cultural reproducers of the nation’.30 Different from the social pact of the state, the narrative of the nation carries a series of elements that point to a biological ‘naturality’ of the belonging of certain people and not others, based on a supposed ‘ethnic homogeneity’.31 For example, Fratelli D’Italia has consistently opposed the reformation of citizenship rights, from right to citizenship by blood (ius sanguinis) to right of citizenship by birth within national borders (ius soli) which would allow second generations to obtain citizenship by birth right.32

The racism underlying femonationalism operates through what Farris calls a ‘racist double standard’, blending racialized sexism with sexualized racism. Sexualized racism creates different stereotypes for men and women constructed as Others – portraying men as sexual threats and women as victims or sexual objects. As Grada Kilomba has also argued, sexualized racism involves white fantasies of dominating the Other: possessing the bodies of racialized women and humiliating racialized men.33 Racialized sexism, on the other hand, refers to the way racism designates sexism and patriarchy as exclusive problems of the Other (often non-Western or Muslim communities). This rhetoric constructs an image of an Other culture as a place where ‘western values’ collapse and women must be saved from misogynistic men. This myth is deeply engrained into western propaganda and is commonly used to justify deadly military operations.34

Considering the policies advanced by Meloni’s government between Cecchettin’s feminicide and March 2025, the instrumentalization of women’s rights for the implementation of a nationalist populist agenda in Italy has not coincided with an instrumentalization of LGBTQAI+ rights for the same reasons.35 Farris describes weaponizing LGBTQAI+ rights for such strategies in several other European far-right parties, such as the Dutch PVV. Instead, the Italian government has consistently targeted LGBTQAI+ rights. Examples include defunding Pride initiatives in Rome, halting the registration of children of same-sex couples under both parents and proposing laws that restrict students’ access to chosen names in secondary schools.36 Additionally, new proposals would ban gender-inclusive language in schools and reinforce segregation of students by biological sex37 in bathrooms and sport.38 These policies are often promoted by Catholic anti-choice organizations, such as Pro Vita & Famiglia, which describes the use of chosen names – also called ‘alias career’ in the Italian school system – as ‘a trend, fruit of the bugged gender ideology’.39 Pro Vita & Famiglia filed 150 school complaints against the alias career, alleging it constituted ‘ideological forgery committed by public officials in public acts’. In contrast, associations of students, parents, and teachers rejected these warnings, arguing they harm the rights of transgender people.40

The feminist critiques articulated by activists, scholars, and individuals like Elena Cecchettin, Valeria Fonte, and NUDM, during the events surrounding Giulia Cecchettin’s feminicide, argue that gender-related violence cannot be addressed merely through criminalization and isolated interventions. Instead, they highlight the necessity of confronting the deeply structural, institutional, and cultural forces perpetuating patriarchal violence. By rejecting narratives that frame gender violence as exceptional or unexpected, Italian feminists emphasize the complicity of both state institutions and mainstream media in sustaining harmful power dynamics and failing to protect women. The intersectional perspective adopted in these critiques underscores how gender-related violence is intertwined with broader systems of oppression, including racism, xenophobia, colonialism, and transphobia. Ultimately, feminist critiques of media and institutional responses to gender-related violence claims that dismantling patriarchal violence requires comprehensive change in societal attitudes, policy reforms, and institutional accountability, and sustained activism committed to amplifying marginalized voices.



Transfeminist Education and Care Practices

On November 22, 2023, the government of Giorgia Meloni approved a package that strengthened the 'Codice Rosso' (Red Code), reinforcing preventive measures (warnings, electronic bracelets, minimum approach distance, dynamic surveillance, etc.). Law 69/2019, also known as Code Red, is considered the principal legislation for combating gender-related violence in Italy.41 This law increased protection measures for victims of sexual or domestic violence, added new offenses to the Criminal Code, and toughened penalties for crimes that are often inflicted upon women victims, such as mistreatment, stalking, and sexual violence. The most stringent measure introduced in 2023 was the emergency removal from the family home, even outside cases of immediate danger, and enhanced obligations to notify the victim.

In November 2023, public demand for cultural change and education in schools pressured the government to respond, leading the Minister of Education and Merit Giuseppe Valditara to introduce a broad two-year project. This proposal Educare alle Relazioni (educating to relationships) recommended to involve students and teachers through the creation of discussion and self-awareness groups in high schools, meeting once a week outside of regular school hours.42 The envisioned activities may also include experts in emotional and relationship education, lawyers, social workers, and operators from relevant organizations. To engage youth, influencers, singers, and celebrities were expected to participate as ambassadors. However, none of these initiatives included anti-violence centers – despite their offers to participate – nor did they involve family counseling centers or feminist collectives.

In the 70s, Italy saw a strong feminist movement of the second wave, whose protest contributed to institutional change, and whose work constructed the backbone of the support services for women’s health.43 In those years, laws that legalized divorce (Law 898/1970) and abortion (Law 194/1978), and that established family counseling centers (Law 405/1975) were passed. A landmark 1976 decision by the Court of Cassation overturned the fascist-era Rocco Code (1931) on rape, finally acknowledging that spousal coercion or threats to engage in sex constitute sexual violence.44 The Rocco Code’s Article 587 had previously differentiated ‘killing for honor’ from ordinary homicide, even allowing a husband’s penalty to be reduced in cases of a wife’s adultery – a provision repealed only in 1981 (Law No. 442). In 1996 the law on rape was modified, reclassifying the crime from offence against public morality to penal offence against personal freedom.45

After the activism of the 70s, the feminist movement lost ground in the public scene.46 In the 80s and the 90s progressive movements encountered strong opposition to civil rights and cultural claims, while mass media, especially television, spread gendered stereotypes about women. In 2011, the Department of Equal Opportunities approved the first National Plan Against Gender-related Violence and Stalking. The plan, however, lacked clear objectives, appropriate funding, and a dialogue with central stakeholders. As a result, the anti-violence centers (CAV) implemented by civil society organizations continue to remain underfunded and largely reliant on local support rather than national resources.47 Civil society organizations stepped in where public institutions have lagged, developing and maintaining crucial services for survivors. While this outsourcing has sometimes hindered the structuring of resources, it has also enabled strong involvement from feminist and women’s rights movements. Today, the whole system of victim/survivor support against gender-related violence is built upon the work of these civil society organizations and the national network they built for coordination and institutional dialogue.48

Howewer, Valditara’s legislation – first proposed in November 2023 – disregarded organizations and collectivities with large experience in preventing gender-based violence in the development of the new educational plan.49 Instead, Valditara chose as consultant Alessandro Amadori, author of a book called ‘The War Between Sexes’. As highlighted by D.I.R.E., the national network of anti-violence centers, selecting an ‘expert’ that uses masculinist-leaning tropes and terms to develop sexual and affective education guidelines against gender-based violence for schools is a dangerous choice.50

Since I was following the mobilizations from elsewhere, I could not attend in-person events, but I joined the Telegram channel of the NUDM Padova territorial assembly and participated in some online or hybrid meetings. Some members were familiar from my earlier involvement with Quadrato Meticcio, an association fighting discrimination through sports and culture, and All You Can Care, a network of grassroots collectives and charities that provided mutual support during the pandemic and had previously collaborated with NUDM. In one of these hybrid meetings, the group invited the new people to work in thematic tables along those who were already part of the local assembly. I joined the group that focused on education and aimed to develop a guide for the affective and sexual education that would reflect the needs of the school community. I offered to contribute a brief explanation of digital harassment among adolescents, the importance of digital literacy, and a list of organizations working on sexual, affective, and digital literacy education from a feminist perspective. This working group met online several times between December 2023 and October 2024, eventually producing the ‘Guide for the transfeminist sexual and affective education that we want’.51

The guide was presented in October 2024 at the ‘Consultoria Liberata’, a counseling center in Padova. The center had been abandoned since 2019 until it was occupied on March 8, 2024, during transfeminist protests coordinated by NUDM Padova and other groups. About two thousand people joined the demonstrations, which culminated in reclaiming the empty former counseling building. The occupation was a response to the gradual dismantling of public health services, particularly family counseling centers, especially in the Veneto region. According to NUDM Padova, moving the center to another part of the city made it harder for people in the area to access gynecological, psychological, and social health services.52 Between March and December 2024, the Consultoria Liberata became a hub for transfeminist practices and debates, organized in collaboration with residents, city groups, and other feminist collectives from across Italy.

The occupation also aimed to safeguard one of the most significant achievements of the feminist movements of the 70s,53 whose struggles led to the establishment of family counseling through Law N. 405/1975. Like those original centers, the Consultoria Liberata focused on creating a space for sexual education, abortion rights, and tackling gender-based violence. Activities included feminist self-defense workshops, roundtables on health, gender, territory, and consent, as well as psychological first reception and abortion information desks. There were also assemblies, free yoga classes, book presentations, coworking and study spaces, and parties.

The working group’s presentation of the transfeminist guide for affective and sexual education in schools was held as a participatory workshop. After a short introduction to NUDM, the Consultoria Liberata, and the attending groups, the organizers explained the reasons for writing the guide collectively. Then, people were invited to participate in a collective discussion and revision of the guide. Participants moved between three themed tables: self-defense tools and practices, needs of the school community, and inclusive language. The workshop ended with a collective summary. According to a report shared in the group chat, the event brought together a range of participants, from third-sector organizations to institutional services, associations, and groups working in sexual and affective education.

Then, in December 2024, just a couple of weeks after the International Day Against Violence Against Women, the Consultoria Liberata was evicted. The building is owned by Ater, the regional housing corporation – a public entity with its own legal identity, responsible for managing public housing at the provincial level, including allocation, renovation, and construction. Ater has been heavily criticized by citizens’ associations protecting housing rights, in particular because of the poor conditions of their properties in a context of housing emergency. When the Consultoria was evicted, the activists of NUDM organized a street march across the city of Padova. The Consultoria was not reoccupied after the eviction because it was designated for other uses, but it remains abandoned to this day. However, the Consultoria project is not over, and the activists now have another space in the city that they have named after the same political project.



Men Who Hate Women

In September 2024, Filippo Turetta’s confession was broadcast by Mediaset during the show ‘Quarto Grado’, just days before his trial began. The video’s title hints at the empathic framing toward the aggressor: Filippo’s Confession: Only Giulia Mattered.54 The footage dates to December 2023, when Filippo was first interrogated by police after being arrested in Germany.55 About a month after the broadcast, in October 2024, Turetta confessed to the feminicide of Giulia Cecchettin, admitting to beating and stabbing her 75 times. During the court hearing, Turetta acknowledged he had lied in the initial interrogation and revealed the homicide was premeditated: ‘She didn’t want to go back together, I felt resentment, anger, I don’t know’. He also admitted attempting suicide with a plastic bag but was unable to follow through.56

As Michael Kimmel recounts in Angry White Men, men in anti-violence programs often justify their actions by claiming they ‘lost control’.57 However, as Kimmel demonstrates, this ‘loss of control’ is highly contained. For instance, a man may claim to lose control but ensures he only hits his partner with an open palm, not a fist; or he may hit her because of stress at work while not harming his boss; or he may be violent at home but not in front of others. He is not losing control but operating within social hierarchies that legitimize certain forms of violence while condemning others. Kimmel argues that it is not men’s power over women that drives them to violence, but a sense of powerlessness combined with aggrieved entitlement: ‘the entitlement to use violence to restore manhood and the legitimacy of making others pay for our unhappiness’. According to Kimmel, but also as theorized by Rita Segato, the mandate of men is to restore their privileged position in the social hierarchy when masculinity is threatened.58

This narrative of losing control is echoed by Michele, who committed feminicide in 2025, interviewed by Valeria Fonte:


Michele: I was in love with Federica. When I found out about the cheating, I desired her even more. I realized I was losing her, and I couldn’t bring her back to me. I wanted her, but I was aware that I couldn’t because it did not depend on me.

Fonte: You keep saying you loved her. Can we still believe this lie? Love is understanding, talking, caring, even when the other is not happy with us and wants another life. Letting go is love. I ask you, do you still think that was love, and not possess?

Michele: No, it wasn’t love, that’s right. I said love, but from loving her I started hating her. Now that I think about it, it was really hate.59



Questioned by Fonte, Michele admits that it was not ‘too much love’ but rather hate that motivated him to kill his ex-partner Federica. Men Who Hate Women is the title of the undercover ethnography on men-only digital spaces of the manosphere, written by British journalist Laura Bates. In some of the most extremist of these digital communities that revolve around anti-feminist sentiments, like the incel communities, men are praised for or incited to use violence against women, especially if women reject them sexually or break up with them. Based on a shared belief of aggrieved entitlement among these men and their ‘reputational leaders’, violence against women serves to restore the masculine privilege, an instrument for correcting women's violation of the expectations of a patriarchal culture (such as being the property of the man she marries). Through fear, violence acts as a politics of terror that conveys the message not only to the violated woman, but also to all others.60

In the realm of online gender-related violence, the centrality of romantic rejection as a precursor of violence is central. The term ‘revenge porn’, which has been used as an umbrella term for all NCSII phenomena, refers to the dissemination of intimate images by an ex-partner to cause harm on the person that interrupted the romantic relationship.61 The term has been largely criticized because it places emphasis on the aggressor’s revenge instead of on the harm suffered by the victim/survivor. The term also suggests that the content was produced consensually (pornography), thus excluding all those cases where the content is made, stolen, or extorted without consent. The implications of a conceptualization of revenge porn strictu sensu are that victims are not legally protected when the revengeful purpose cannot be demonstrated.62 In fact, research shows that NCSII is not always practiced to harm an ex-partner but also exists as a homosocial practice. It is invoked by individuals to gain recognition within masculinist spaces where women’s bodies and sexuality are objectified and consumed as disposable goods.63 Sometimes, the non-consensual content is uploaded for financial profit.64 Therefore, framing NCSII merely as ‘revenge porn’ is reductive and hurdles the process of obtaining justice.65 That said, the relevance of romantic rejection in motivating NCDII cannot be disregarded.

The centrality of romantic rejection in TFGRV is reflected in manosphere discourses. Romantic rejection is a central theme within manosphere groups, especially among incels, who direct their hatred toward feminists based on the belief that heterosexual men are now a discriminated group, particularly in the ‘dating market’ and as a result of feminism. Among many conspiratory beliefs, there is the 80-20 rule: 80% of women date only 20% of men, leaving 80% of men perpetually single and involuntarily celibate. Relying on selective and superficial interpretations of evolutionary psychology, this narrative claims that women adopt a ‘double mating strategy’. The meme ‘Alpha Fux, Beta Bux’, epitomizes this narrative, claiming that women would remain in relationships with stable, nurturing men (the beta) while cheating with sexually attractive men (the alpha).66

While the Alpha represents the hegemonic masculinity that inherits the patriarchal mandate of strength, sexual domination, assertiveness, and obviously obnoxious cisheterosexuality, the Beta represents the non-hegemonic masculinity of the ‘nice guy’, the kind one.67 These ‘nice guys’ often believe that by being good, generous, and doing favors for women, they will be loved, get what they want, and lead a problem-free life.68 When this supposed ‘right to affection’ is denied, they may experience negative emotions: anxiety, self-doubt, anger, and hostility toward women, whom they blame for their lack of gratification and validation.69 In this context, contends sociologist Manolo Farci, misogyny is portrayed as the legitimate answer to a situation that is perceived as unfair towards them.70 Incels represent themselves as the betas who will always remain virgins – the ‘army of good guys’, angry at feminists for enabling women’s sexual liberation and at women for exercising their right to refuse sex.71 Before opening fire on a university campus and killing six people, Elliot Rodger explained in a YouTube video that he was tired of being the nice guy without a girlfriend. He claimed to be doing everything ‘right’, yet women continued to reject him. Are the ‘nice guys’ truly becoming an army?

As seen in the Spanish context, anti-feminist groups often escalate their misogynistic attacks when feminist activism gains momentum, acting as a backlash against discourses and practices that challenge their perceived entitlement to male privilege. These coordinated campaigns sometimes originate on specific platforms like 4chan, where users organize the mode of attack and/or share victims’ identifying information (doxing), creating new avenues for harassment.72

One feminist collective that emerged in response to the feminicide of Giulia Cecchettin is called ‘Bruciamo Tutto’ (let’s burn everything), a name echoing the slogan of the November 2023 protests. The group began as an Instagram account in December 2023 and has since focused on reporting news about feminicide and organizing ‘circles of mourning’ for victims. About a year later, the profile remained active and appeared to attract more participants. I decided to join one of the circles of mourning in December 2024. The activity consisted of a sharing circle, allowing participants to express their suffering and grief for the ‘killed sisters’. Afterward, I requested a follow-up conversation to discuss the digital violence the collective members said they experienced. Chiara,73 one of the most active members, recounted that they are constantly attacked both online and offline with insults blending misogynistic, racist, and fatphobic hatred. She recalled that, for a period, the comments under their posts were filled with an apparently meaningless word; only later did they discover it was coded language for an organized campaign to sabotage their profile.

Networked harassment can take the form of ‘indirect swarming’, i.e. the indirect signaling of a target by a highly influential account, also called an amplifier, indirectly signaling a target and thereby catalyzing harassment by their followers.74 When these amplifiers engage with less visible profiles, they collapse boundaries between different audience bubbles, increasing the target’s visibility and prompting the amplifier’s followers to intervene. Because of the amplification, the target account experiences a ‘swarming’: a surge of mostly negative interactions that can lead to self-silencing and psychological harm.

When Elena Cecchettin spoke on Diritto e Rovescio about the structural nature of patriarchal violence,75 her remarks drew a public response on Facebook from Stefano Valdegamberi, a Lega councilor in the Veneto region:


Ho ascoltato su Diritto e Rovescio le dichiarazioni della sorella di Giulia. Posso dire che non solo non mi hanno convinto per la freddezza e apaticità di fronte a una tragedia così grande ma mi hanno sollevato dubbi e sospetti che spero i Magistrati valutino attentamente. Non condivido affatto la dichiarazione che ha fatto. Mi sembra un messaggio ideologico, costruito ad hoc, indagini facciano chiarezza. Società patriarcale?? Cultural dello stupro?? Qui c'è dell'altro. Fossi un Magistrato partirei da questa intervista la quale dice molto... e non aggiungo altro. Basta andare a vedere i suoi social e i dubbi diventano certezze. Il tentativo di quasi giustificare l'omicida dando la responsabilità alla ‘società patriarcale’. Piu che società patriarcale dovremmo parlare di società satanista, cara ragazza. Sembra una che recita una parte di un qualcosa predeterminato e precostituito. Forse mi sbaglio ed è solo la mia suggestione... (le foto che pubblico sono tratte dal profilo Facebook della sorella intervistata e sono molto significative).76

I have listened to Giulia’s sister’s statements on Diritto e Rovescio. I can say that not only did they fail to convince me given her coldness and apathy in the face of such a terrible tragedy but they’ve raised doubts and suspicions that I hope the Magistrates will carefully evaluate. I do not agree at all with the statement she made. It strikes me as an ideological message, crafted ad hoc; let the investigations shed light on the matter. A patriarchal society?? Rape culture?? There’s more to this. If I were a Prosecutor, I would start with this interview, which says a lot… and I won’t add anything else. Just take a look at her social media, and the doubts turn into certainties. The attempt to almost justify the murderer by shifting the blame onto ‘patriarchal society’. Rather than a patriarchal society, we should be talking about a satanist society, dear girl. She seems like someone playing a role in something predetermined and pre-established. Maybe I’m wrong, and it’s just my imagination… (the photos I am posting are taken from the Facebook profile of the interviewed sister and they are very telling).



According to his own Facebook post, Valdegamberi described Elena’s remarks as ‘an ideological message, purpose-built, ready for the play’, and stated that judges should look into the matter. He also referred to her attire suggesting she was ‘a satanist’, and characterized her criticism of ‘the patriarchal society’ as an attempt to ‘justify the homicide’. Later, in an interview with journalist David Parenzo, Valdegamberi reiterated his position, stating that he did not see a patriarchal mentality in the country. He argued: ‘in a liquid society where kids are used to always being told yes, the first no they receive from a girl becomes the motivation for an incomprehensible reaction’.77

In the days that followed, Elena’s Instagram profile came under public scrutiny. An online newspaper, Affari Italiani, published an article stating that Elena Cecchettin was ‘launching a campaign against all men’ and was ‘opening the door to racism against men as a social category’. 78 In response to the wave of attacks, Elena reshared posts from accounts that expressed support and condemned the attempt to link her aesthetic preferences to her political views.

Elena was not the only one who spoke out against the patriarchy and was in turn attacked online. Journalists, scholars, activists, and writers also reported misogynistic attacks on both social media and mainstream platforms. For example, journalist Loredana Lipperini shared a screenshot of a comment on a post in which she discussed Virginie Despentes’s King Kong Theory (2006). The comment read:


Enough with this bull***t, we are going towards the discrimination and annihilation of the masculine figure, a very wrong way to promote a toxic feminism that only creates more resentment and opposition, it is time to put an end to this and revolt, dear men, we have been silent for way too long!! (Anonymous user’s comments on a post by Loredana Lipperini on Instagram, November 2023).



The interplay of misogyny, antifeminist backlash, and gendered violence reveals how deeply entrenched patriarchal ideologies persist, adapting seamlessly to digital platforms and contemporary narratives. Whether through overt acts of violence or insidious online harassment, the underlying motivation remains a reactionary attempt to reclaim perceived masculine entitlements.



The Political Is Personal

‘The personal is political’ (or ‘the private is political’) has been a core feminist slogan since the second wave, which also took place between the 60s and 80s in Italy, Spain, and Brazil. The motto highlighted the political nature of domestic and family violence, a matter that had previously been considered a private matter.79 The feminist movements of the third wave carried on and expanded the critique of structural patriarchal violence with intersectional and queer perspectives that highlighted a matrix of structural oppressions. Driven by these movements and the increased participation of women in representative roles and knowledge production during the 80s and 90s, intergovernmental organizations like the United Nations finally recognized violence against women and girls as a global human rights and public health crisis.

In Italy, public policies concerning gender-related violence were implemented particularly after the ratification of the Istanbul Convention (2011) on Preventing and Combating Violence against Women and Domestic Violence (Law No. 77 of 2013). The Convention established a coordinated European framework for prevention, prosecution, victim protection, and cross-national policy for gender-related violence across the European Union.80 The initial implementation, via Decree-Law No. 119 of 2013, reformed criminal and procedural law and mandated the periodic development of Action Plans targeting gender-related violence. This law was largely publicized as ‘the anti-feminicide act’, though the word ‘feminicide’ is never used nor defined in the act. Law 119/2013 identifies those cases where the victim of homicide is the spouse or ex-partner, or a pregnant woman.81 The term ‘feminicide’ entered Italian law only in 2023 with Law 12/2023, which created a parliamentary commission on feminicide and gender-related violence. However, it has been argued that the legislation addressing violence against women developed without broad public debate, instead prioritizing public order, citizen safety, and traditional family norms.82

Something similar could be said about the Italian legislation addressing technology-facilitated violence, which began to emerge only after tragic cases shook the public opinion. In 2013, 14-year-old Carolina Picchio committed suicide shortly after a video of her started circulating on social networks. In the video, Carolina, unconscious from drinking, was surrounded by a group of boys who engaged in sexualized mockery. After the video circulated on messaging apps and then social networks, Carolina Picchio suffered severe cyberbullying, which motivated her to suicide, as she confessed in a letter. This tragedy prompted the proposal of an anti-cyberbullying law in 2016, which was enacted as Law 71/2017 and incorporated into the Italian penal code. The law made educational programs mandatory in schools and allowed victims to request the removal of defamatory content, but it defined cyberbullying strictly as harassment where the victim is a minor, thus excluding adult victims.

Over the next two years, several cases made it clear that digital technologies also posed significant risks for adults. In September 2016, Tiziana Cantone was found dead by hanging in her home. Tiziana was a woman in her thirties, dating Sergio di Paolo, a man who, according to Tiziana’s mother, convinced Tiziana to be filmed while having sex with other men.83 Just a week after the recording, the video went viral on a local porn site, then spread via WhatsApp and international pornography websites, often tagged with her full name.84 In the ensuing months, Tiziana became the center of a media firestorm: first targeted on social networks, then by mainstream media. She endured relentless cyber harassment, threats, and insults, which drove her to leave her family business, move away, and launch a legal battle against platforms such as Facebook, Google, and YouTube. In August 2016, she succeeded in having her images removed from Facebook but was denied damages and ordered to pay €20,000 in legal fees. While Sergio di Paolo remains under investigation for incitement to suicide, neither he nor the other men have been charged with NCSII.85

From the tragic suicide of Tiziana Cantone, to the NCSII incident involving a female Deputy, and the exposure of male-only Telegram groups where NCSII material was widely shared, catalogued, and stored: online misogyny and gender-related violence had become an undeniable issue.86 In 2018, Amnesty International launched a campaign against online violence and shortly after, the campaign ‘Intimità Violata’ (Violated Intimacy) against NCSII started with a petition on Change.org on behalf of three organizations (Bossy, Insieme in Rete, I Sentinelli). The petition was supported by former President of the Chamber of Deputies, Laura Boldrini, who convened a table to discuss a law addressing cyber harassment at multiple levels, including education. The law was initially rejected by Lega and the 5 Star Movement, despite the latter previously proposing similar legislation. After protests from the Democratic Party and Forza Italia, the amendment was reconsidered and passed in 2019, including NCSII in the ‘Red Code’, the penal law targeting intimate-partner violence.87

Law 69/2019, also known as Code Red, introduced the crime of NCSII and framed cyberstalking within the framework of gender-based violence.88 However, the law does not provide a conceptualization of gender-based violence, rather it lists specific criminal offenses that fall under the category of ‘domestic violence or gender-based violence’, the latter meaning violence inflicted upon women ‘because of their gender’. Code Red criminalized the non-consensual sharing of intimate images (NCSII), stipulating that anyone who distributes, publishes, or disseminates intimate videos or photos without consent faces one to six years in prison and a fine of 5,000 to 15,000 euros. The same penalties apply to those who share such images received from others if done with intent to cause harm.89 

Article 595 of the Penal Code criminalizes defamation and insults by means of ICTs, with enhanced penalties if the defamation occurs through mass dissemination on social media. While this article can be invoked by survivors of gendered cyberhate, it is gender neutral; likewise, Italian hate crime laws only recognize offenses based on race, ethnicity, and religion – excluding those based on gender and/or sexuality. Law 205/1993, Italy’s hate speech and hate crimes law, introduced criminal provisions for hate-based conduct, but restricted its definition to race, religion, or ethnicity. As a result, Italy currently lacks legislation addressing hate speech or hate crimes rooted in sexist, misogynistic, or homophobic discrimination.

Recent efforts to pass legislation addressing hate crimes based on gender, sex, or sexuality have faced resistance from the political right. The Zan Bill, proposed in 2019 by Parliamentary Member Alessandro Zan (Democratic Party), aimed at combating discrimination and violence based on sex, gender, sexual orientation, gender identity, and disability, proposing the amendment of the Mancino Law to include these under-protected categories. The proposal also introduced a definition of sex as biological sex and gender as the gender identity expression, which became a central topic of dispute with the center and right. Despite being approved in the Chamber of Deputies in 2020, the Bill was opposed in 2021 by the Senate, which voted to block further debate on the law, therefore completely halting the process. The defeat was met with loud applause from center-right and right-wing politicians, including those from Fratelli D’Italia, Lega, Forza Italia, and Italia Viva.90

In a thread of Instagram stories, Valeria Fonte said that ‘using social media in a serene way is a privilege’. Fonte notices how other women and feminists disappear for days, even weeks, and she reconnects these temporary absences with the need to escape continuous hateful attacks online. In another story of the same thread, she calls this the ‘fasciverso’, or ‘fascist universe’. She claims that this fascist hate, that attacks all the ‘shades of intersectional oppression’, has been increasing exponentially since the installment of Meloni’s government, and has now become the norm.

The Observatory on Hate Speech and Crimes publishes an annual map of online hate speech in Italy. Thanks to the coordinated efforts of the National Network for the Contrast to Hate Speech and Crimes, these reports provide valuable data on the distribution of hate speech and related crimes across the country. Although Italy lacks a law specifically punishing online misogyny, this form of hate speech is the most widespread and cross-cutting in the Italian social media arena, followed by antisemitism, Islamophobia, xenophobia, homotransphobia, and ableism. The report also highlights an increase of antisemitism, from 7 to 27% between 2022 and 2024, and the constant exposure of women to hate speech, as they constitute the target of hateful attacks in 50% of the cases.91 Clearly, the phenomenon of online misogyny cannot be ignored and rather calls for a proactive, intersectional approach to protecting the post-digital safety of feminist activists in a digital media sphere dominated by rampant misogyny.

The transfeminist mobilizations of November 2023 brought increased public attention to gender-based violence as a social problem rooted in patriarchal society and rape culture. These mobilizations occurred both online and offline, with digital platforms serving not only to mobilize in-person actions like demonstrations but also to amplify their visibility. Platforms such as Instagram, Telegram, and Zoom were used to launch new initiatives, form collectives, and denounce institutional complicity and inaction regarding gender-based violence. While the protests sparked by Giulia Cecchettin’s feminicide focused on the most extreme forms of violence, such as feminicide and intimate partner violence, they also highlighted the interconnectedness of offline and online gender-related violence, and demanded ongoing cultural, legal, and educational interventions to confront patriarchal violence.

On March 7th, 2025, Meloni’s government proposed a project law that typifies the crime of feminicide and institutes life sentence for the killing of women based on motives such as controlling her or depriving her of her freedom or expression of personality.92 The law received mixed comments. Some judges viewed it as a step forward, while organizations working on gender-based violence emphasized that legislation alone is insufficient and must be paired with education.93 Feminist groups also criticized the law, arguing it acts too late, addressing violence only after it occurs, without tackling the roots of patriarchy or providing funding for prevention. Some analysts warned it could slow down the judicial process for cases already covered under Code Red legislation. Notably, this law was put forward by a government that does not claim to be feminist, nor is recognized as such by feminist movements. In fact, the transfeminist mobilizations of November 2023 showed that the debate on punitive vs restorative justice was central.

At the end of March 2025, Netflix released a four-episode series, Adolescence, which quickly went viral against initial expectations. In the show, a thirteen-year-old boy is arrested for fatally stabbing a girl in his class. While the adults are completely unprepared to understand the motives, the kids are acutely aware of the onlife dynamics involving sex, relationships, gender, and digital technology. As the story unfolds, viewers learn that Katy, the murdered girl, had been targeted by the non-consensual sharing of intimate images. Only then does Jamie, the boy with low self-esteem, feel entitled to ask her out, reasoning that ‘she was weak’. When Katy rejects him and calls him an ‘incel’ on Instagram, he becomes enraged. However, the show’s detective discovers that Jamie’s ‘motive’ was that Katy had been ‘cyberbullying’ him.

‘The more you defend yourself, the more you will suffer’, wrote Elsa Dorlin in Self-Defense: a Philosophy of Violence.94 About a decade ago, in 2013, 14-year-old Carolina Picchio was so devastated by image-based sexual abuse that she took her own life. Flashforward to a TV show praised for sending an important message on gender-based violence, a fictional thirteen-year-old Katy fight backs against image-based abuse and gets killed. In the end, Jamie acts like an incel extremist, and may even be an incel idol by now. In early April 2025, as new ‘high-profile’ feminicides shook public opinion and sparked more protests, adolescent boys at an Italian high school scrawled ‘long live Turetta’ on the walls of the girls’ bathroom.95

Meanwhile, the Venice Court sentenced Turetta to life imprisonment. While the judges recognized premeditation as an aggravating factor, they excluded aggravations for stalking and cruelty. According to the judges, the 75 stabs were a sign of inexperience, rather than cruelty. Considering that ‘overkilling’ is a documented characteristic of feminicides in Italy,96 the verdict poses the question on whether the Italian justice system is prepared to recognize the peculiarities of gender-related violences. The decision drew criticism from activists, politicians, and the Cecchettin family.

In April 2025, a year and a half after the feminicide of Giulia Cecchettin, two new cases of feminicide were still labeled by mainstream media as ‘crimes of passion’, despite ongoing feminist critique. Meanwhile, the comments of an Italian newspapers’s social media post were filled with accusations of ‘misandry’ .97 As one comment put it, ‘this new mania of seeing the white cisgender man as the executor of all women has led to undifferentiated misandry’. In response, feminist activists and thinkers like Donata Columbro called for a strike, and collectives such as NUDM organized street protests in several cities.98 They criticized the media’s representation of feminicides, challenged the narrative that ‘he was too in love’, and asserted their own ideas of love – certainly not something that should kill.
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WEAVING NETWORKS OF DIGITAL CARE


Feminists have stakes in a successor science project that offers a more adequate, richer, better account of a world, in order to live in it well and in critical, reflexive relation to our own as well as others' practices of domination and the unequal parts of privilege and oppression that make up all positions. In traditional philosophical categories, the issue is ethics and politics perhaps more than epistemology. (Haraway, 1988, p. 579).



This final chapter is based on a conversation with four research collaborators: Amarelo and Foz, from the Rede Transfeminista de Cuidados Digitais, Eva Cruelles, from Fembloc and co-founder of Donestech, and Silvia Semenzin, digital sociologist and feminist activist. On October 4, 2024, we held the seminar titled Continuities and Intersections in Online Gender Violence: a Dialogue on Digital Care between Catalunya, Brazil, and Italy in the Arxiu de Etnografia of the University Rovira i Vigili (URV), in Tarragona, Spain.

The idea for this roundtable grew out of conversations with RTDC, Fembloc, and Silvia Semezin. Two postdoctoral researchers also participated in the conversation, both visiting researchers in the department of Anthropology, Philosophy, and Social Work of URV. This intimate conversation, which became a sort of focus group, gave me the chance to present preliminary findings to central research collaborators, and introduce them to one another.

This was my effort to help collectively weave networks of digital care. I moderated the conversation around three main topics, previously discussed: the online-offline continuum of TFGRV, intersectionality, and transfeminist digital care. In the following pages, I present these three themes starting with extracts that condense the central points raised by participants. Then, I discuss each theme and highlight connections with other findings, disseminated throughout the book.


The Onlife Continuum of Violence


Giulia: Increasingly, especially since the COVID-19 pandemic, there's been discussion about the online-offline continuum of gender violence. In your activist and professional experiences, how does online violence intersect with offline violent behaviors? Perhaps the term ‘online’ should be replaced by ‘technology-facilitated’?

Eva (Fembloc): Nowadays, our analog and digital identities are completely interwoven, continuously shaping each other, yet conceptually these spheres are still separate, especially for the generation that has lived longer in the analog world. In other words, we live within this interconnection, this ‘onlife’ reality, but when it comes to identifying and understanding what's happening in these spaces – something closely linked to the characteristics of digital systems – there is still a disconnect.

Silvia: Survivors of digital gender violence have long insisted that this violence is very real; the consequences are psychological, reputational, social, and economic. But by emphasizing a separation, people have thought online violence was lesser, or normal, something expected when you participate on the internet. Rape culture functions the same way online; you're supposed to expect violence. In the lived experience of those suffering this type of violence, violence often begins online, continues offline, then returns online – rarely does someone facing this violence experience only one form.

Eva (Fembloc): In relationships involving intimacy, if there's ‘analog’ violence during cohabitation, we observe increasingly that when the relationship ends, violence continues digitally. You're theoretically separated from this person, trying to rebuild your life, yet the violence continues, as does the feeling that you cannot fully recover. Digital violence also crosses into physical spaces, especially against women and LGBTQAI+ people, activists, and journalists. People may stop attending certain events or public appearances due to fear, or even need to employ security, feeling a continuous threat without knowing exactly when it could manifest physically.

Amarelo (RTCD): From the outset, we recognized this continuum, seeking accessible ways to discuss it. ‘My body, my rules’. Therefore, ‘my data, my rules’. But now I am increasingly interested in understanding how today's technology and technology-facilitated violence affect offline violence in our societies.

Foz (RTCD): There's also the issue of big tech companies, large corporations whose platforms are increasingly hegemonic. My impression is that society is becoming more conservative. Violence is rising; violent narratives are multiplying, and we even see politicians and presidents saying absurd things. How are they gaining so much attention? Platforms want people to remain online as long as possible, and highly polarized discourses encourage this.



The onlife interconnections between online and offline violence exist at several levels. In the three contexts, these civil society actors highlight the continuum between online and offline violence in the embodied experience of victims and survivors. This does not imply that there is no distinction between digital violence and real-world violence, as they each have specific modalities and implications. Survivors and victims experience online and offline violence similarly when it comes to the affective and psychological consequences.

The online-offline continuum manifests differently in intimate and public spaces, though the means and consequences are similar. In cases of intimate partner violence – which involves control, prevarication, and humiliation – the online and offline aspects can overlap or occur in sequence, with episodes of digital harassment alternating or coinciding with offline abuse. In public digital spaces, the threat or actual use of offline violence is often leveraged to delegitimize, silence and push the person out of the public sphere. This also instills fear and reinforces patriarchal order within online spaces.

From a strategic perspective, various forms of online and offline violence – defined by legal and taxonomic frameworks – often go together or unfold sequentially within the same abusive relationship. As supported by growing literature on intimate partner violence, intimate relationships frequently involve digital violence.1 Eva, from the Fembloc helpline, described how online violence often arises as a consequence of separation, serving as retaliation. This observation points to the need for further exploration of issues like social rejection and retaliation,2 the crisis of masculinities and aggrieved entitlement,3 and mediatic representations of feminicide as a ‘crime of passion’.4

As recounted by Eva and thoroughly reported in the research of organizations like InternetLab, people in public positions, like journalists and politicians, are also at high risk of onlife violence, particularly those from historically marginalized identities. Such violence intensifies both online and through in-person aggression when discriminatory beliefs that legitimize structural violence – misogyny, racism, and more – are publicly endorsed by political representatives.5 Hate speech in the digital media sphere of mainstream platforms is also especially directed at historically minoritized groups. In the Italian context, for example, this is reflected in high levels of antisemitism, misogyny, xenophobia, homophobia and anti-romani sentiments.6

The cultivation of violent narratives on digital platforms, through algorithmic mechanisms that advance polarizing content to maximize engagement, contributes to a radicalization of violent narratives in our societies. Platforms play a central role through the power to define what is (and is not) allowed, while profiting from monopolies of data and social relationships in a landscape of minimal regulation. Driven by the imperatives of surveillance capitalism,7 these companies are likely profiting from violent narratives like misogyny,8 but they are rarely held accountable and continue to roll back on transparency.



Intersections of Oppressions


Giulia: For a long time, intersectionality has been described as the missing key in feminist studies, with other social markers – such as age, race/ethnicity, and religion – often neglected when examining digital violence dynamics and experiences. There is a tendency to equate gender violence strictly with violence against women, leaving aside other dimensions. In your context, what other markers are relevant? What does a transfeminist and/or intersectional approach reveal that remains invisible through a violence-against-women lens?

Silvia: Of course, understanding intersectionality is essential to see how these dimensions interplay. We are still living in a deeply binary society that revolves around gender differences: digital techno-capitalism is patriarchal and structurally binary. It is not by chance that platforms primarily identify users by gender and sexual orientation.

Eva (Fembloc): In practice, implementing intersectionality means continuous learning. We cannot simply look at gender. Racialization is particularly significant. We’re also witnessing how older people interact digitally, seeking spaces beyond their immediate environment, and facing specific challenges.

Foz (RTCD): When talking to older people, they often have more fear than younger generations, but everyone is similarly passive as consumers. Deconstructing technological fear is powerful, and we need to speak the language of the people we are addressing. If talking to racialized individuals, our team must include racialized members; if speaking to trans audiences, we must have trans team members. Inside our organization, we put significant effort into embedding intersectionality internally.



Intersectionality invites us to consider the co-construction and reciprocal reinforcement of systems of power. Structural systems of power have been historically constructed through the domination of symbolic order and material resources.9 Technologies embed structural systems of power in their materiality, reflecting a picture of hegemonic discourses and cosmovisions. While transfeminism, queer, and non-binary epistemologies have profoundly shaken the gender and sex binary, the broader system continues to privilege those who conform to this binary. Gender dissidents are relegated to the ‘other’ category, if not erased entirely.10

Meanwhile, platforms are profiting from the categorization and algorithmic profiling of users based on gender, sexual identity, and other sensitive, personal data.11 Digital care, instead, introduces the political dimension of the use of technologies as a relevant issue for feminist approaches to building a safer internet.12 It brings an intersectional critique to digital colonialism, surveillance capitalism, and the monopoly of Big Tech.13

Processes of racialization and the persistence of racism, aided by the rise of femonationalism, shape the intersections of violence in the Spanish context, as Eva recounts. Racism and Islamophobia play significant roles, prompting helpline staff to consider how to address online gender-related violence with a truly intersectional approach. For the Brazilian Network, this entails striving for diversity within the organization, so that the structure itself may embody intersectionality and that people may connect in terms of language and cosmovision. This commitment to intersectionality is a core aspect of transfeminist digital care, which seeks to bring together people from social groups typically marginalized in the ICT field.

In this sense, intersectionality and transfeminism are not contradictory approaches; rather, intersectionality appears to provide the theoretical ground for a transfeminist politics of care. The latter is then also to be intended as intersectional, insofar as intersectionality invites us to expose how the context has shaped structural systems of domination and discrimination, and to challenge power in the pursuit of justice and care.14



Transfeminist Digital Care


Giulia: Building on everything discussed so far, what can transfeminist digital care reveal? What does it entail and at what levels of action does it operate, in countering technology-facilitated gender-related violence?

Eva (Fembloc): Well, initially we built the internet collaboratively. Later, corporations absorbed and appropriated this knowledge. Yet we still have the knowledge and capability to construct a feminist internet with our servers and connecting spaces, imagining and designing these technologies.

Amarelo (RTCD): When we use technology, we typically engage only our hands. This design was made by men; had it been developed by women, indigenous peoples, or trans persons, it would incorporate our entire bodies. In Brazil, we host a party called Cryptofunk, placing the body at the center of the conversation: embodying the dialogue.

Silvia: Survivors of gender violence often hear: ‘just take better care’, as if the responsibility rests solely with them. The political twist that RTDC is bringing to technology is incredible and exactly what's needed, since even alternative tech spaces often maintain values that lack genuine care.

Foz (RTCD): It is crucial to recognize that we are not alone; we practice collective care. If someone's Instagram is under attack, for example, I can manage their account temporarily, shielding them from direct exposure. Digital tools should serve our emotional lives – not the other way around, where our emotions are captured and controlled.



Originally, the internet was a collaborative project; as explained by Eva from Fembloc. However, the internet as a democratic, free, and collective space has been co-opted by corporations.15 Nevertheless, the knowledge to build a ‘feminist internet’ is still there, and the initiatives are growing.16 Building feminist infrastructures means reviving solidarity networks and building ‘infrastructures of affects’ – that is, as explained by Violeta from RTDC, technologies that do not ‘capture our affects’, but technologies ‘that care, with care, and for caring’. Platforms analyze users’ affects to maximize the mechanisms that capture their attention,17 exploiting cognitive science scholarship for the sake of profit regardless of the consequences. This leads to the individualization of suffering, which is then framed in clinical psychology as yet another disorder to be treated with therapy or medication.18

The design of technology reflects the worldview of its creators. Most technologies, as recalled by Amarelo and exemplified by the Cartographies of the Internet, are shaped in white-male-dominated environments. Survivors of TFGRV are pressured to ‘just take better care’, as observed by Silvia, neglecting the hurdles underrepresented people face in tech spaces. This is why organizations like RTDC, PretaLab, and more, play a pivotal role. They practice ‘intersectionality from within’ in the tech industry. Also, as Silvia pointed out, the joyful exploration of technologies in safe spaces brings a necessary political twist. Projects like the Baile Monstrans of the Brazilian RTDC network create venues for transfeminist discussions about security and privacy, recognizing that even open-source communities can be deeply discriminatory.19 By contrast, RTDC advocates for a model of mutual support, such as sharing account management to protect each other from online attacks.

In some academic literature the term ‘digital care’ identifies applications and technologies for proving connection between patients and healthcare services.20 In contrast, the Rede Transfeminista de Cuidados Digitais understands digital care as a transfeminist approach to holistic digital safety – not as platformized care work. Digital care condenses an approach to digital security as daily care that embraces ‘care in the political sense’ of feminism, including an intersectional critique of who has the right, and who bears the burden, of care work. Transfeminist digital care involves valuing embodied experience and care work, while also engaging with the political dimensions of technology – recognizing systems of oppression and striving for co-liberation. For some of the organizations in the field, this means also striving for remunerated care work, achieved mostly through philanthropy and/or public funding.

Drawing from the Brazilian field of digital care, and particularly from the work of the Rede Transfeminista de Cuidados Digitais, I propose to think of transfeminist digital care as a holistic approach for tackling TFGRV. Across contexts, the organizations, individuals, and collectives that have developed responses to TFGRV with this approach act on several, interconnected levels: specialized helplines, research and knowledge building, communication and awareness raising, network building, education, and autonomous infrastructures. Beyond responding to online gendered violence and building safer digital spaces, the field of transfeminist digital care foregrounds a pleasurable resistance that centers counter imagination and joy, looking back at the past to collectively shape better futures.
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EPILOGUE: LOOKING BACK, MOVING ON

On April 30, 2025, I met Aicarmela in Urquinaona square, in the center of Barcelona, to discuss the text I wrote based on our collaboration. We sat at a bar and ordered a couple of dirty chai lattes like two giris,1 then Aicarmela asked me about the thesis. I took out my laptop and placed it between us. As a reminder, I explained the general aim of my work and how I navigated through networks of digital care, also sharing that Spain was not the initial focus of my work. It was only after meeting Aicarmela and attending the 360 Graus de Proximitat event with Syster Server that I began to learn more about cyberfeminism, transfeminist infrastructures, and digital care in Spain. Together, we reviewed what I wrote about her and the collectives she is part of, reaffirmed her consent, and decided on the type of recognition she preferred.2 It was also a way to test my interpretations, give her the data that belongs to her, and reflect together on the conclusions.

She laughed when reading about how I was the only person in the room with a Mac at the 360 Graus de Proximitat event. ‘We actually had discussions about this in Syster Server’, she said. The use of proprietary hardware and software is a recurring topic in hacktivist spaces. ‘But also, what should you do?’ she asked rhetorically. ‘Should you exclude people just because of that? Who cares? You have to compromise’. I asked her what she meant by compromise. She explained:


I have lost the situation of privilege I had. Now I must look for a house, I must find a job. People on Idealista sometimes only chat through WhatsApp, what should I do, tell them to download Signal? I’m visiting a friend, but they only use WhatsApp, what should I do? Things like this you know.(Aicarmela, Cuidado Cyborg, Follow-up interview, April 30, 2025).



Aicarmela’s reflections on privilege and private platforms are central. Not everyone has the privilege to stop using private platforms and proprietary software in a world where Big Tech companies monopolize social interaction, making it impossible to find a job or a house without a LinkedIn or WhatsApp account. Moreover, as the infrastructures for public governance quickly shift to regulatory data infrastructures – i.e. data infrastructures with regulatory power – this infrastructural dependency on tech giants deepens. In this transformation of governance, the imbrications between private and public infrastructure grow thicker and darker, harder to assess and opt out of.3

Aicarmela reminded me that the decision to build the server in Ca la Dona was intentional – to have the machine there, in the space, to be able to see it, touch it, and experiment with it. Having the server on-site also meant greater responsibility: there was a physical infrastructure to maintain, which sparked more political discussions. Infrastructure, said Aicarmela, is kind of a life and death situation: movements always had to have their own infrastructure. In 1999, when Indymedia was active, they had to have their own server; very few people used internet back then. Then Facebook appeared and became infrastructure. The kind of power that these platforms hold now, argued Aicarmela, has never existed before. Even the concept of technofeudalism falls short, as not even kings and lords had this kind of power, never was so much power concentrated in such few people.4 Aicarmela proposed to turn to McKenzie Wark’s A Hacker Manifesto, which frames hackers as a class – not just IT workers, but everyone producing data, often unknowingly.

Later that year, as promised the year before, I returned to the Cryptorave festival to give a short presentation about my work. Some members of the Rede Transfeminista de Cuidados Digitais were present and asked me to meet with the broader network to give a more in-depth account. On June 6th, 2025, I connected to an online videocall with RTDC. I recognized some familiar faces like Foz and Violeta, but there were also some people I had never met before. During this conversation, the category of ‘professional activism’ I had used to describe their work was called into question. For many years, Foz recounted, members of the Network had done this work as unpaid activism. But, she argued, the high cost of living, precarious working conditions, and financial insecurity hit working-class people hardest; unpaid activism easily becomes a field dominated by those who can afford to volunteer – mainly educated, wealthy white people. RTDC, Foz continued, demonstrated to funders that building collective care genuinely requires resources.

As detailed in the RTDC report Digital Care and Philanthropy, the digital care community is small, made up of independent activists, professionals, and a few formal organizations.5 Since 2018, Brazil’s political and social climate has become more violent, and the hyper-digitalization brought on by the Covid-19 pandemic left these individuals overwhelmed with requests for digital care – hence the need for a network. However, mental health and lack of financial stability are the main concerns of the community, with direct impacts on the possibility of carrying out their work. Philanthropy plays a crucial role in supporting the sustainability of projects, the professional development of digital care workers, and the formation of networks. For RTDC, this includes supporting human rights organizations in developing and maintaining autonomous infrastructures based on free and open software. Philanthropy then can also foster the connection between human rights organizations, professionals, and activists in the field of digital care and autonomous infrastructures. This in turn can support the move away from infrastructural dependence on US-based Big Tech companies.

Violeta noted that the Covid-19 pandemic marked a turning point in the expansion of surveillance in Brazil. During Bolsonaro’s presidency, the increased online violence and harassment of journalists and activists was coupled with state surveillance operations through social media. The government developed programs to implement public infrastructure that relies on facial recognition and other biometric data. At the time of our interview, the Federal Police had just accused the ex-president Bolsonaro of creating a ‘parallel ABIN’, a clandestine surveillance structure within the Brazilian Intelligence Agency (ABIN), with no judicial authorization or legal basis, aimed at monitoring government opponents, including journalists, politicians, and activists.6 Surveillance, both by the state and private actors, became a hallmark of the socio-political climate under Jair Bolsonaro.

Violeta introduced the concept of ‘hellish alternatives’, understood as situations where the only apparent options are empty denunciation or resignation. Since Covid-19, what began as temporary measures for monitoring a health crisis has become the paradigm for governance. Regulatory data infrastructures refer to institutional infrastructures with regulatory power, based on automated decision-making informed by real-time data flows.7 Milan calls this mode of governance, which shifts decision-making to algorithmic infrastructures, ‘governance by data infrastructure’.8 The adoption of these assemblages of private and public actors, infrastructures, and data was catalyzed by the Covid-19 pandemic. Progressively, these systems are introduced as an option to access state-based services and rights, such as voting, healthcare, education, welfare, and more. An intricate system of real-time tracking performed by relatively opaque institutions and profoundly untransparent private corporations. Is this operational mechanism turning into a ‘hellish alternative’ – an inescapable reality? And how does this transformation reshape democratic processes, when surveillance is embedded in the infrastructure?

In response to the climate of increased surveillance during Bolsonaro’s presidency, civil society and activists in Brazil united to better understand and raise awareness about rights protection and safe technology use. They also mobilized a response against online violence and the perpetuation of structural oppression and exploitation present in the field of technology. As Violeta pointed out, this is the domain of Brazilian feminist technoactivism – a field of political action also described as cyberfeminist, hackfeminist, or transhackfeminist activism. Digital care has emerged as the political sphere dedicated to comprehensive digital safety, or holistic digital security, to safeguard the safety and agency of rights defenders.

The organizations in the field of digital care contribute to the knowledge on TFGRV with counterdata production,9 as well as knowledge production in collaboration with institutions (e.g. Safernet, Internetlab, Fembloc). This knowledge should be valued and supported with recognition and funding from institutions that have committed to countering gender-based violence. Beyond informing researchers and policymakers, these organizations provide vital resources for citizens and victims, both online and offline – via communication, educational initiatives, experiential projects, and advocacy with institutions and intergovernmental bodies.

Collaborators from diverse contexts noted that online violence perpetuates existing systems of domination and inequality. However, they also emphasized the unique challenges posed by datafication, platformization, and digitization. Algorithmic systems that favor polarizing content are just one part of a complex and often opaque puzzle. Scalability and data permanence – core characteristics of mediated violence – demand tailored interventions. For these reasons, organizations in transfeminist digital care advocate for specialized TFGRV services that offer holistic support, including technical, psychological, and legal assistance. Intersectionality is their guiding epistemology, and groups like RTFC and Fembloc strive to embed it throughout their structure, practices, and frameworks. Still, they stress the need to continually explore how theoretical understandings translate into practical care.

Like non-digital violence, TFRGV is an issue of interest for public and collective health, both in regard to its roots and consequences. As digital platforms and data infrastructures increasingly constitute the scaffolding of healthcare systems, we should continue to interrogate how these processes reshape health, care, and state accountability. This book foregrounds a conceptualization of digital care that is radically different from the concept of platform-based care work, also associated with the term digital care.10 This is why the title of this book is Transfeminist Digital Care: to highlight the political and epistemological positioning, as RTDC recounted about their own name. Transfeminist digital care interrogates the politics of digital sovereignty and inclusion by foregrounding politics of care as a pragmatic and epistemological framework for post-digital societies. Thus, this field of knowledge, practices and networks informs the politics, aesthetics, and ethics of data infrastructures in the direction of a more diverse and just society.

Amid growing hatred, escalating conflict, and rising cyberattacks, transfeminist digital care is presented as a justice-oriented approach to data infrastructures – one that can inform not only strategies to confront gendered violence, but also inspire joyful alternatives grounded in intersectional feminist care. For this reason, I want to close this book with an image of liberation and joyful resistance: Anastácia Livre (2019) – by Yhuri Cruz, visual artist based in Rio de Janeiro. The piece materializes a free Anastácia, liberated from the mask of racist and colonial oppression through the counter-imaginative power of art.

I hope this book contributes to countering gender-related violence by highlighting initiatives in the field of transfeminist digital care, and inspiring new conversations and practices. Perhaps most importantly, I hope to create a valuable contribution for the people and civil society groups that are interested in understanding TFGRV and formulating holistic responses. Beyond its theoretical interrogations, this book poses a practical question: what can we do to counter online and offline violence? One way, as put by Violeta from the Rede Transfeminista de Cuidados Digitais, is to build infrastructures made with care, maintained by caring people, and used for caring.
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Figure 1. On May 13, 2024, the Baile Mostrans of the Rede Transfeminista de Cuidados Digitais explored monstrous identities as joyful resistance and self-defense at Cryptorave 2024. On a white screen, images of masks, balaclavas, and futuristic headpieces were continuously crossed by the shadows of participants who walked around trying out their masks. On the floor, in front of the projection screen, there were pieces of colored fabric, buttons, glitter, and fake mustaches. With a feminist server as a scaffolding, RTDC’s words resonate as a manifesto for alternative futures: ‘Nossas infraestruturas são as subversões, nossos afetos são as nossas redes e nossas coletividades, nossos saberes são assíncronos e neles estão as histórias das nossas transcestralidades, que também nos remetem aos nossos futuros’.

Figure 2. Rio de Janeiro. The face of Marielle Franco is projected during the protest for the depenalization of abortion. Source: the author (September 2023).

Figure 3. Rio de Janeiro. A banner with the slogan ‘Marielle Vive’ (Marielle lives) held at the act for the International Day against Police Brutality. Source: the author (March 15, 2024).

Figure 4. Rio de Janeiro. During the march for the International Day of Women’s Rights, several flags, symbols and slogans referring to Marielle. Source: the author (March 8, 2024).

Figure 5. Screenshot from the home page of the website Prato do Dia, by the Rede Transfeminista de Cuidados Digitais. Source: the author (March 15, 2025). Retrieved from: https://pratododia.org/pt/.

Figure 6. São Paulo. Cryptorave, Workshop ‘Tecnologias Monstras: Rebeldia e radicalidade na sustentação da vida’, RTDC. On the cloth, the tela de prata, used during the workshop to connect participants through challenges and strategies. Source: the author (May 12, 2024).

Figure 7. São Paulo. Cryptorave, Workshop ‘Tecnologias Monstras: Rebeldia e radicalidade na sustentação da vida’, RTDC. What pushes you away from technology, what strategies to disconnect or reconnect? Source: the author (May 12, 2024).

Figure 8. Screenshot of the fanzine Seja Monstra. Retrieved from: https://sejamonstra.net/en/.

Figure 9. Rio de Janeiro. This Peruvian balaclava is worn by Clarice Rito, dislocated from its real symbolism (Ucucu character from a festival that takes place in Lima) in artistic performances and protests. Source: the author (September 28, 2023).

Figure 10. Campinas. The Map of the Internet Territories on the floor of Casa Fazenda Roseira during the workshop. Source: the author (November 11, 2023).

Figure 11. São Paulo. Cryptorave, Oficina ‘Tecnologias Monstras: Rebeldia e radicalidade na sustentação da vida’. A poster by the Rede Transfeminista de Cuidados Digitais poetically defines ‘infrastructures of affects’. Source: the author (May 12, 2024).

Figure 12. Chapada Diamantina, Bahia. Source: the author (January 30, 2024).

Figure 13. Screenshot from Coding Rights’ The Oracle for Transfeminist Technologies. An example of a ‘future technology’: Connected care bacteria - Community compassion probiotics. Retrieved from: https://transfeministech.codingrights.org/bolism (Ucucu character from a festival that takes place in Lima) in artistic performances and protests. Source: the author (September 28, 2023).

Figure 14. The collage uses two pictures from the two-day event 360 Graus de Proximitat organized by SysterServer and the Colectiva Cuidado Cyborg, on May 13, 2023, Barcelona. The workshop closed with a performance by GenderHacker. His shadow projected onto the images of cyberpunk inspiration, dancing to electronic music, dressed up with a scuba mask and a one-suit, as his alter-ego GenderNaut. He takes the audience on a time-travelling journey through words from Manifesto Cyborg, the Transfeminist Manifesto, and the Cyberfeminist Manifesto. In the background, the servidora – feminine for server – built during the event, sustains our networks. Donestech’s Kit of Feminist Self-Defense reclaims that ‘la xarxa est nostra’, the web is ours.

Figure 15. Screenshot from the Archive of digital violences, on the website of the F5 movement. Source: the author. Retrieved from: https://stopviolenciesmasclistesonline.cat/arxiu-de-violencies/.

Figure 16. Barcelona. The server built by Cuidado Cyborg and Syster Server at the 360 Graus de Proximitat event in Ca la Dona. Source: the author (May 12, 2023).

Figure 17. On November 25, Elena Cecchettin posted on her Instagram profile: ‘For Giulia, do not make a minute of silence. For Giulia, burn it all’. On that day, half a million people participated in the transfeminist protests in Rome. Fire, tide, and noise passed through online and offline acts of protests, like central aesth-ethic elements calling for structural change. The collage uses entirely screenshots from the digital ethnography on Instagram. A transfeminist activist at the angry walk in Padua, in memory of Giulia Cecchettin, on November 20, 2023. Framing feminicide as state crime, feminist critiques highlighted the complicity of institutions and the media in reproducing patriarchal violence. The headquarters of the RAI, the Italian state television company, is sanctioned. In the background, the Colosseum is burning, and the poetry of Fadwa Tuquan cries for free Palestine.
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